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Office of Cyber Security
DOE CIAC Cyber Security Incident Report 
	Contact Information

	Site Name:


	Program Office Name (NNSA, SC, EM, etc.):


	Contact name:


	Phone #:

	Email address:


	Incident Information

	Date incident occurred:


	Date incident discovered:


	# Machines affected:



	Time incident occurred:


	Time incident discovered:


	

	Type 1 Incident:

System Compromise/Intrusion

          FORMCHECKBOX 
 Root Compromise    FORMCHECKBOX 
 User Compromise
Loss, Theft, or Missing
          FORMCHECKBOX 
 Desktop    FORMCHECKBOX 
 Laptop    FORMCHECKBOX 
 Media    FORMCHECKBOX 
 Other (please specify)
Malicious Code  
          FORMCHECKBOX 
 Trojan    FORMCHECKBOX 
 Virus    FORMCHECKBOX 
 Worm    FORMCHECKBOX 
 Other (please specify)

	 FORMCHECKBOX 
 Web Site Defacement

 FORMCHECKBOX 
 Denial of Service 

 FORMCHECKBOX 
 Critical Infrastructure 
      Protection

 FORMCHECKBOX 
 Unauthorized Use  

 FORMCHECKBOX 
 Information Compromise
	Type 2 Incident:

 FORMCHECKBOX 
 Attempted Intrusion

 FORMCHECKBOX 
 Reconnaissance
      Activity

	Security Category:

 FORMCHECKBOX 
 Low Security Category: limited adverse affect

 FORMCHECKBOX 
 Moderate Security Category: serious adverse affect 
 FORMCHECKBOX 
 High Security Category: severe or catastrophic

      adverse affect
	Information sensitivity:

 FORMCHECKBOX 
 OUO      

 FORMCHECKBOX 
 PII   
 FORMCHECKBOX 
 SUI         

 FORMCHECKBOX 
 UCNI
 FORMCHECKBOX 
 Other (please specify)


	Which critical infrastructure was affected, if any?



	IP address of affected machine(s):


	Domain name of affected machine(s):



	Operating system(s) of affected machine(s):


	Last time the affected machine(s) patched:



	Functions of affected machine(s):


	Application software affected:



	Description of incident:



	Method of detection:



	What security infrastructure was in place:



	

	IP address(es) of attackers:


	Destination Port(s) and Protocol(s):

	Domain name(s) of attacker(s):

	Country(ies) of attacker(s):

	Suspected method of intrusion/attack:



	Suspected perpetrators and/or possible motivations:



	Name of Trojan(s) or malicious code(s) (if applicable):


	Evidence of spoofing:



	Other information:



	Impact and Actions Taken

	Assessment of the impact of the incident:


	Did the intrusion damage any machine(s):

 FORMCHECKBOX 
 Yes                                FORMCHECKBOX 
 No
	If yes, please describe:



	What actions have been taken:



	Other Information

	Who has been notified?

 FORMCHECKBOX 
 OIG             FORMCHECKBOX 
 Other Agencies (please specify)
 FORMCHECKBOX 
 FBI         
	If PII is involved, have affected people been notified? 

	Report Information (Call Center Use Only)

	Report Date:


	Report Time:
	CIAC Ticket #: 

IARC Ticket #:
US-CERT Ticket #: 
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