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The CIAC
Computer Virus Information Update

Introduction

Purpose of While CIAC periodically issues bulletins about specific computer viruses, these
this bulletins do not cover all the computer viruses that affect desktop computers.
document The purpose of this document isto identify most of the known viruses for the

MS-DOS, Windows (i.e. Windows 3.xx, 95, 97, and NT), and Macintosh
platforms and give an overview of the effects of each virus. We also include
information on some Atari, and Amiga viruses. This document is revised
periodically as new virus information becomes available. This document
replaces al earlier versions of the CIAC Computer Virus Information Update.
The date on the front cover indicates date on which the information in this
document was extracted from CIACIs Virus database.
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What's in this  The CIAC computer virus database contains information about small computer
document viruses and Trojans. New this year isatable of virus and Internet hoaxes. There

are thirteen tables in this document.

* Macro Viruses

* Macintosh Viruses

* PC-DOS/MS-DOS Viruses

* Windows Viruses

* AmigaViruses

» Atari Viruses

* InProcessViruses

* PCIndex

* Internet Hoaxes

» Type Definitions

* Features Definitions

» Disk Locations Definitions

» Damage Definitions
Thefirst six tables contain computer virus information. The seventh tableisa
list of known viruses for which we do not yet have any information in the main
tables. The eighth table is a cross-reference index of PC-DOSMS-DOS virus
aliases and the name used in this document to refer to the virus. The ninth table
isanew table of virus and Internet hoaxes. All the virustables are sorted in
alphabetical order by the virus name. The last four tables contain expanded
definitions for the descriptors used in the virus description tables.
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Introduction (continued)

May 21, 1998

While we include a separate table for Windows (3.xx, 95, 97, NT) viruses, aPC
running Windows is generally susceptible to some degree to all the virusesin
the MS-DOS/PC-DOS Viruses Table. Boot viruses that load from an infected
floppy that was inadvertently left in the floppy drive during a reboot can infect
all Intel based systems because the virus installs before the operating system is
loaded. Viruses that load from an infected file will have varying degrees of
success on Windows based systems depending on the particular virus. Thisis
because Windows 3.xx, 95, and 97 .EXE files are different from DOS .EXE
files so the virus does not install properly. Windows 95 and Windows NT both
have protected mode operation that prevents viruses from accessing memory
outside of their assigned memory segments and the virusiskilled when the host
program quits and gives up the memory segment. Windows NT machines also
enforce file permissions that DOS based viruses aren't designed to handle. Asa
rule of thumb, anywhere a MS-DOS program can run aMS-DOS virus can aso
run.

CIAC Computer Virus Information Update 3



Information Please keep in mind that these tables are made with the most recent information
sources that we have, but they are not all based on first-hand experience. We depend on
many sources of information, some of which include:

. Michael Messuri and Charles Renert of Symantec Corp.

. Dr. Klaus Brunnstein and Simone Fischer-Huebner, Virus Test Center,
Faculty for Informatics, University of Hamburg

. Dave Chess, IBM

. Bill Couture, Digital Dispatch Inc.

* Joe Hirst, British Computer Virus Research Center
. McAfee Associates

. John Norstad, Academic Computing and Network Services, Northwestern
University

. Fridrik Skulason, FRISK Software International and DataFellows.
. Gene Spafford, Purdue University
. Joe Wells, IBM

. CERT, the Computer Emergency Response Team at the Software
Engineering Institute, Carnegie-Mellon University

. VIRUS-L, the virus news service moderated by Ken Van Wyk

. FIRST, the Forum of Incident Response & Security Teams
. And the people of the Department of Energy and its contractors.

We used to include less reliable information in this database on the theory that
some suspect information was better than none, however with the number of
hoaxes growing rapidly, we are no longer doing this. the information hereis
based on first hand experience or on the work of known anti-virus researchers.

CIAC Computer Virus Information Update May 21, 1998



Anti-Virus Software Availability

Availability

MS-DOS
computers

Macintosh
computers

Macintosh PC
Emulator

May 21, 1998

There are numerous commercia and shareware anti-virus packages available
for both Macintosh and MS-DOS computers. If you have Internet access, the
public domain and shareware packages are available on many of the web and
anonymous FTP file servers. Several of these products are available in the
CIAC Archive (see ‘Additional Information and Assistance’ below).

For MS-DOS based computers, the Department of Energy has negotiated a
volume purchasing agreement for the Norman software. Contact your computer
security operations office for details on how to purchase a copy for your use.
Details are also available on the DOE website at:
http://www.hr.doe.gov/ucsp/norman.htmi

For macro viruses, you can also get the scanprot.dot macro detector from
Microsoft (http://www.microsoft.consearch for macro virus) and on the CIAC
archive. For Word versions 6 and 7 install this macro and it will detect macros
in documents as you open them. It does not detect viruses, only macros. You
must determine if the macro legitimate or not (documents should not contain
macros). Note that scanprot only scans a file when you open it with the File,
Open command and not when you double click on a file. Word 7.0a and later
have the capabilities of scanprot built-in and do not need to add the macro.

For Macintosh computers, the freeware package Disinfectant is available from
John Norstad at Northwestern University. CIAC tries to maintain the latest copy
in the CIAC Archive (see ‘Additional Information and Assistance’ below.) You
can also obtain a copy directly from Northwestern University using anonymous
FTP toftp.acns.nwu.edwBe sure to tell John, "thank you, " whenever you get
the chance. Note that Disinfectant does not detect the new macro viruses and
John has indicated that he will not add that capability. The scanprot.dot macro
detector available from Microsoft (see previous section) also works on the
Macintosh versions of Word 6 and later. Word 5 and 5.1 on the Macintosh do
not have a macro capability and are not susceptible to macro viruses.

For Macintosh computers, running the SoftPC emulator, or Mac PowerPCs
running SoftWindows, you need to scan the Macintosh portion of the file

system with a Macintosh virus scanner and the PC portion of the file system
with a PC virus scanner. When SoftPC or SoftWindows is installed, it creates a
file in the Macintosh file system to use as the PC hard disk. While a Macintosh
virus scanner can scan this file, it does not know how to detect PC viruses there.
To scan the PC part of the disk, run the PC emulator and then run a PC virus
scanner within the PC emulation.

CIAC Computer Virus Information Update 5



Anti-Virus Software Availability (continued)

Please keep in mind that anti-virus software must be periodically updated to be
effective against new computer viruses. Also, if you use a shareware package,
do not forget to compensate the author. The cost is minimal for the functionality

you receive.

Updates

CIAC Computer Virus Information Update May 21, 1998



Macro Viruses

May 21, 1998

A new class of viruses was discovered few years ago that infects Microsoft
Word and Excel documents. These document infecting viruses are known as
Macro viruses. While most of these viruses were written to infect Word or
Excel on the Windows platform, they actually infect any machine that can run
Word version 6 or later or Excel. Thisincludes Windows 3.1, Windows 95,
Windows 97, Windows NT, and Macintosh.

A new sub-class of macro viruses was discovered in Spring of 98, which were
designed to infect Access Database files. These macro viruses were written in
VBA and were capable of infecting Access files. Currently, such viral infection
islimited to Accessfiles, which are part of Microsoft Office 95 and Office 97
Professiona package. Any PC that uses Office 95 and 97 packagesis
susceptible.

These database viruses are employing auto-scripts to call macro programs and
infect the database, which is similar to auto-macro functionality in Word and
Excel.

CIAC Computer Virus Information Update 7



Macro
Viruses

A macro virus is a piece of self-replicating code written in an application’s
macro language. Many applications have macro capabilities such as the
automatic playback of keystrokes available in early versions of Lotus 1-2-3.
The distinguishing factor which makes it possible to create a virus with a
macro is the existence of auto-execute macros in the language. An auto-
execute macro is one which is executed in response to some event and not in
response to an explicit user command. Common auto-execute events are
opening a file, closing a file, and starting an application. Once a macro is
running, it can copy itself to other documents, delete files, and create general
havoc in a person’s system. These things occur without the user explicitly
running the macro.

Another type of hazardous macro is one named for an existing Word
command. If a macro in the global macro file or in an attached, active
template has the name of an existing Word command, the macro command
replaces the Word command. For example, if you create a macro named
FileSave in the "normal.dot" template, that macro is executed whenever you
choose the Save command on the File menu. There is no way to disable this
feature.

Macro viruses spread by having one or more auto-execute macros in a
document. By opening or closing the document or using a replaced
command, you activate the virus macro. As soon as the macro is activated, it
copies itself and any other macros it needs to the global macro file
"normal.dot”. After they are stored in normal.dot they are available in all
opened documents.

An important point to make here is that Word documents (.DOC files) can not
contain macros, only Word templates (.DOT files) can contain macros.
However, it is a relatively simple task to mask a template as a document by
changing the file name extension from .DOT to .DOC.
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Macro Viruses (continued)

Protecting A
System From
Macro
Viruses

Most virus scanners can detect documents infected with macro viruses and
many can disinfect those documents. In addition, Microsoft has made
available some macro detection macros to give additional protection to Word
and Excel. The macros are available directly from Microsoft at:

http://wwv. m crosoft.com search for "macro virus"

These macros work with Word 6 and 7 for Windows or for the Macintosh.
Word version 7.0a has the detection capability built-in and does not need the
scanner.

WARNING: The templates from Microsoft only scan files if they are opened
with the File-Open command and not if they are opened by double-clicking
the document or by selecting the document from the recent documents list at
the bottom of the File menu. You must use the File-Open command to
activate the protection.

May 21, 1998
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The Virus Tables

The computer virusesin the first six tables in this document are described in the
format shown below. In most cases, short phrases are used to describe the type,
features, and other characteristics of the virus. The last four tablesin this
document expand on the phrases used in the virus tables.

Name: The name of the
virus used in this report.
Note that virus names are
not unique, and that the
same virus may be known by
more than one name. The
virus descriptions are sorted
alphabetically by the first
name in this field.

Aliases: Thisfield givesthe
different names by which the
virus is known, including
different names for the same
virus, and the names of any
nearly identical variants
(clones).

attacks a system.

Type: Thevirusis classified here
according to where it hides or how it

Disk Location: Thisfield describes where the
virus hides on a disk, which is generally the
vehicle by which it is transferred to another
machine. For Trojans, the name of the Trojan
program is also listed here.

Features: Thisfield describes where the virus
hides in memory and how it infects new disks.
Included here are any special features, such as
encryption and stealth capabilities.

Damage: Thisfield describes the intentional
and unintentional damage done by the virus.

Size: Thisfield See Also: This
describes any changes | field pointsto
that a virus makes to related virus
other programs and data | descriptions that
on disk, especialy may contain more
increasesin file length. | information.

Not al viruses increase

the length of an infected

file.

Notes: Thisfield contains descriptive information, information on how to detect and eradicate a
virus, and any information that does not fit in the categories above.

CIAC Computer Virus Information Update

May 21, 1998



Additional Information and Assistance

CIAC

FedCIRC

May 21, 1998

DOE sites and contractors and the NIH may obtain additional information or
assistance from CIAC:

. Phone: (925) 422-8193
. FAX: (925) 423-8002

. Internet: ciac@lInl.gov

Other individuals and companies should contact their respective response teams
(See FedCIRC and FIRST below) or their antivirus vendor.

Civilian federal government sites that do not have their own response team may
obtain additional information or assistance from FedCIRC, the Federal
Computer Security Incident Response Capability. FedCIRC is a collaboration of
NIST, CERT/CC and CIAC. The Government Information Technology
Services (GITS) Innovation Fund Committee seeded the FedCIRC collaboration
to establish a "virtual response team" to serve the computer security needs of
the civilian agency community. NIST’s computer security leadership in the
federa civilian arena provides FedCIRC services by integrating the expertise of
two of the most experienced response teams in the United States, CERT/CC and
CIAC.

For Incident Support:

. Phone: (412) 268-6321

. Internet: fedcirc@fedcirc.nist.gov
*  Web: fedcirc.lInl.gov

For Information about FedCIRC:
. Phone: (301) 975-4369
. Internet: fedcirc-info@nist.gov

CIAC Computer Virus Information Update 11
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Additional Information and Assistance (continued)

FIRST

CIAC Archive

Emergencies

If you don't know who your response team is, contact the Forum of Incident
Response and Security Teams (FIRST). FIRST is a world-wide organization of
computer security response teams from the public, government and academia. A
list of FIRST member organizations and their constituencies can be obtained by
sending e-mail to docserver @first.org with an empty subject line and a message
body containing the line: send first-contacts. First information is also available
on the web at http://www.first.org

Anti-virus documents and software and an online virus database are available
from the CIAC archive.

. Internet WWW: http://ciac.linl.gov

. Internet Anonymous FTP: ciac.llnl.gov
IP address: 128.115.5.53
Log in using FTP, use TanonymousO as the user name and your E-mail
address as the password.

*  Telephone to the CIAC BBS: 925-423-4753, 925-423-3331
28.8K baud, 8 bit, no parity, 1 stop bit.

Only DOE sites and contractors and the NIH may use the CIAC Sky Pagein
case of an emergency. To use the Sky Page, call 1-800-SKY PAGE and enter
PIN number 855-0070 or 855-0074.

CIAC Computer Virus Information Update May 21, 1998



MACRO
Macro Viruses

Macro Virus Table

Name: AccessiV |

Aliases: AccessV, A97M.AccessV,Macro.AccessV, Type: Macro.
JETDB_ACCESS 1

Disk L ocation: Program overlay files. | Features. No damage, only replicates.
Damage: No damage, only Size: Adds macrosto See Also: AccessiV.b
replicates. DataBase

Notes: AccessV isthefirst known macro virus that has targeted databases, specifically Access
Database. The Access database is a part of Microsoft’s Office95 and Office97 package an
written in VBA language. Database viral code consists of scripts and modules, which are
equivalent to macro virus in Word and Excel applications. The AccessiV consists of a scrip
‘AutoExec’ (AutoExec macro in Word) and a module named ‘Virus’ (any macro written for
Word or Excel).

ditis

t called

When an infected database is opened, the AutoExec script is activated and it executes the ‘Virus’
module/macro. The ‘Virus’ macro has a function named ‘AccessiV’, which searches the current

directory for databases and then it infects them. AccessiV uses the *.DMB’ mask in searct
database.

The virus has no payload other than replication. The virus contains the following text string:

{ Find MS Database File !
Find another MS Database File ! }
How to Detect infection:
1. Start Access.
2. Open the database in question.
3. Select ‘Tools’ from the menu bar.
4. Select ‘Run_Macro'. Lists of all macro appear in scroll box.
5. Search the list for ‘AutoExec’.
6. If ‘AutoExec’ is listed, then the database is infected and probably all databases in that s:
directory are infected, too.
How to Disinfect:
1. Find ALL scripts and modules added to the database.
2. Replace or deactivate ALL infected scripts.
3. Remove modules added by the virus.
4. Use the ‘Show Hidden’ functionality in Access to search for hidden objects.
Note: Exercise caution when replacing or restoring infected scripts, because incorrectly re

ning for

ame

stored

scripts may cause real damage to the database.

May 21, 1998 CIAC Computer Virus Information Update
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MACRO
Macro Viruses

Name: AccessiV.b

Aliases. AccessiV.b, A97M.AccessiV.b, | Type: Macro.

Disk L ocation: Program overlay files. | Features. No damage, only replicates.
Damage: No damage, only Size. Adds macrosto See Also: AccessV
replicates. DataBase

Notes: AccessV.bisavariant of AccessV (See AccessiV.afor moreinfo). There are two main
differences between them.
The AccessiV.b searches and infects databases in the CURRENT, PARENT and ROOT
directories of current DRIVE.
The virus has a payload. Some claim that the virus activates in March, while others claim that is
activated on the 3rd day of every month. So, be aware of these dates.
When an infected database is opened, the virus replicates first, then displays a message-box, which
contains text strings and 3 buttons. The text string is as follows:
{ 1 amtheAccessV virus, strain B

Written by Jerk1N, of the DIFFUSION Virus Team

AccessV wadlisthe first ever Access Virus!!!  }

The buttons are ‘Abort’, ‘Retry’, and ‘Ignore’. When clicking any button, the virus tries to infect

the system by a DOS COM virus called Jerkin.443. Fortunately, it fails in dropping the COM

virus, because a bug exists in the viral code and an error message is displayed.

Name Detox |

Aliases. Detox, TOX, Macro.Aceess.Detox ' Type: Macro.

Disk Location: Program overlay files. Features. Deletes or moves files.
Interferes with a running application.

Damage: Deletes or moves | Size: Adds Macros to See Also:

files. DataBase

Interferes with a running

application.

Notes: The Detox or TOX is the third micro virus that was discovered in April 1998. This vi
is designed to infect Access Database, which is part of the Office95 & Office97 package.
Detox consists of a script called ‘AutoExec’ and a module called ‘TDU’. The TDU module/r
contains four functions (subroutines) and they are TheDetoxUnit, SetStartupProperties,
ChangeProperty, and Info.

While infecting, the virus replaces the original ‘AutoExec’ scripts by viral ‘AutoExec’ script,
then it copies ‘TDU’ module/macro to the database

When an infected database files is opened, the ‘AutoExec’ script immediately calls TheDet

function. This function searches the CURRENT DRIVE for new victims using *.MDB’ mask.

Before infecting a database, Detox disables, alters, and changes several system paramete
virus disables the Options submenu from Tools menu. The virus changes several Access
Properties including AllowSpecialKeys, AllowBreakintoCode and AllowBypassKey. The
ShowHiddenObjects is disabled, too.

The Info subroutine contains nothing except the following comments:
{ The Detox Unit Access Macro Virus

written by Sin Code IV

(an old friend by any other name...) }

rus

macro

and

pxUnit

rs. The
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MACRO
Macro Viruses

The Detox virus does not seem to have a payload aside from replication. However, many
customized setting and options in infected databases are altered and a user should be aware of
that.

Name: GreenStripe |

Aliases. GreenStripe, Green Stripe | Type: Macro.
Disk Location: AmiPro Documents (.SAM, Features. Corrupts adatafile.
.SMM)

Damage: Corruptsadatafile. | Sizee AddsFile | See Also:

Notes: When an infected document is opened, the virus gets control and infects all the .SAM files
in the current directory.

The infection process is easy to see as the virus opens each document infects it then closesit, You
can see the documents opening and closing on the screen.

The virus creates a hidden .SMM file containing the virus for every .SAM file.
It attempts to replace the word its with it’s .

Clean bry deleting the .SMM virus macro files.

Name: MW.Lbynj |

Aliases. MW.Lbynj, Lbynj, macro | Type: Macro.

Disk L ocation: Word template files. | Features. Unknown, not analyzed yet.

Damage: Unknown, not Size: Adds Macrosto Word | See Also:
analyzed yet. document files

Notes: PC: F-PROT 2.23 detects

Name: WM.Alien |

Aliases. WM.Alien, Alien, Alien.A | Type: Macro.

Disk L ocation: Word template files. | Features. No damage, only replicates.

Damage: No damage, only Size: AddsMacrosto Word | See Also: WM.Alien.B
replicates. document/template files

Notes: Thisisaword macro virus.

It can trigger at any time to display the message: "Tip from the Alien, Longer file names should be
used.”

It triggers on Aug. 1 and may display the message: "Another Year of Survival" and then hides the
program manager making it impossible to shut down Windows 3.1.

It triggers on any Sunday after Oct. 1, 1996 and has a 50% chance of displaying a message that it
plans to take a sabbatical that day.

It contains the macros.
Autoclose

AutoOpen

FileSaveAs

May 21, 1998 CIAC Computer Virus Information Update




16

MACRO

Macro Viruses

Name: WM. Alien.B

Aliases. WM.Alien.B, Alien.B

| Type: Macro.

Disk L ocation: Word template files.

| Features. Encrypts macros.

Damage: Encrypts macros.

Size: Adds Macrosto Word
document/template files

See Also: MW.Alien

Notes: Thisisaword macro virus. It encrypts any macros on a system. The error
"WordBasicErr=100, Syntax Error" is displayed when a document is closed.

It contains the macros.
Autoclose

AutoOpen

FileSaveAs

Name: WM. Alliance

Aliasess WM .Alliance, Alliance

| Type: Macro.

Disk L ocation: Word template files.

| Features. No damage, only replicates.

Damage: No damage, only
replicates.

Size: Adds Macrosto Word
document/template files

See Also:

Notes: ThisisaWord macro virus. It does not spread on a Macintosh.

Macros added:
AutoNew
AutoOpen

Name: WM.AntiConcept

Aliases. WM.AntiConcept, AntiConcept

| Type: Macro.

Disk L ocation: Word template files.

| Features. No damage, only replicates.

Damage: No damage, only
replicates.

Size: Adds Macrosto Word
document/template files

See Also:

Notes: ThisisaWord macro virus. It prevents the creation of new documents and issues the
error: "WordBasic Err=102, Command Failed" when you attempt to create a new document.

Macros added:
AutoOpen
FileNew
FileSave
FileSaveAS

Name: WM.Appder

Aliases. WM.Appder, Appder

| Type: Macro.

Disk L ocation: Word template files.

| Features. No damage, only replicates.

Damage: No damage, only
replicates.

Size: Adds Macrosto Word
document/template files

See Also:

Notes: ThisisaWord macro virus.

Macros added:

CIAC Computer Virus Information Update
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MACRO
Macro Viruses

AutoClose
Appder

Name: WM.Atom.A |

Aliases. WM.Atom.A, Atom.A, Atom, macro | Type: Macro.

Disk Location: Word template files. Features. Deletes or movesfiles.
Encryptsfiles

Damage: Deletes or moves Size: AddsMacrosto Word | See Also: WM.Atom.B
files. document/template files
Encryptsfiles

Notes: Atom isaword macro virus. It infects Word documents by adding macros to the
documents and to the normal.dot global macro file.

If the virusis activated on December 13th, it attempts to delete al files in the current directory.

If afileis saved and the clock seconds are 13, the virus passwords the document with the
password "ATOM#1" making the document inaccessible by the owner.

Macros added:
AutoOpen
FileOpen
FileSaveAs
Atom

Removal: Mac: SAM
PC: F-PROT 2.22 detects

Name: WM.Atom.B |

Aliases. WM.Atom.B, Atom.B | Type: Macro.

Disk L ocation: Word template files. | Features. No damage, only replicates.

Damage: No damage, only Size: AddsMacrosto Word | See Also: WM.Atom.A
replicates. document/template files

Notes: ThisisaWord macro virus.

Macros added:
AutoOpen
FileOpen
FileSaveAs
Atom

Name: WM.Bandung |

Aliases. WM .Bandung, Indonesia | Type: Macro.

Disk L ocation: Word template files. | Features. Corrupts adata file.

Damage: Corrupts adatafile. | Size: | See Also;

Notes: WM .Bandung isavirusthat resides in the following Microsoft Word macros:
AutoExec

May 21, 1998 CIAC Computer Virus Information Update
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MACRO
Macro Viruses

AutoOpen

FileSave

FileSaveAs

ToolsMacro

ToolsCustomize
WM .Bandung uses the ToolsMacro routine to render the ToolsMacro menu item inoperable. The
virus also unsuccessfully attempts to delete all the Windows directories on the hard disk of the
infected computer.

Name: WM.Bandung.A |

Aliases. WM.Bandung.A, Bandung.A, | Type: Macro.

Disk L ocation: Word template files. | Features. No damage, only replicates.

Damage: No damage, only Size. Adds Macrosto Word | See Also: Wm.Bandung.B,
replicates. document/template files WM .Bandung.C

Notes: ThisisaWord macro virus. It prevents access to the macro dialog box.

It triggers when the Tools, Macro or Tools, Customize commands are executed, but this payload
is disabled. If the date is later than 3/10/96 it displays a dialog box named "ERR@#* (c)"
containing the text: "Fail on step 29296" and then replaces all instances of theletter awith "#@".
It also triggersif it is after the 20th of the month and after 11 am and displays the message
"Reading Menu Please wait!" and proceeds to delete all the files and directories in the root
directory of the C drive except C:\WINDOWS, C:\WINWORD and C:\WINWORDG.

See the Virus Bulletin 12/96 for an analysis.

Macros added:
AutoExec
AutoOpen
FileSave
FileSaveAs
ToolsMacro
ToolsCustomize

Name: WM.Bandung.B |

Aliases. WM .Bandung.B, Bandung.B | Type: Macro.

Disk L ocation: Word template files. | Features. No damage, only replicates.

Damage: No damage, only Size: Adds Macrosto Word | See Also: Wm.Bandung.A,
replicates. document/template files WM .Bandung.C

Notes. ThisisaWord macro virus. It prevents access to the Macro dialog box and causes an Out
Of Memory error when you attempt to access the macros.

Thisvirusis the same as WM.Bandung.A but some of the macros have been damaged causing an
error.

Macros added:
?
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Name: WM.Bandung.C

MACRO

Aliases. WM.Bandung.C, Bandung.C

| Type: Macro.

Disk L ocation: Word template files.

| Features. No damage, only replicates.

Damage: No damage, only
replicates.

Size: Adds Macrosto Word
document/template files

See Also: WM.Bandung.A,
WM .Bandung.B

Notes: ThisisaWord macro virus. It spreads to all open templates. It can autodestruct its

macros.

Macros added:
AutoOpen
AUutoEXEC
AutoClose
Cfxx

Ofxx

Show

Name: WM.Boom:De

Aliasess WM.Boom:De, Boom

| Type: Macro.

Disk L ocation: Word template files.

| Features. No damage, only replicates.

Damage: No damage, only
replicates.

Size: Adds Macrosto Word
document/template files

See Also:

Notes: ThisisaWord macro virus.

Macros added:
AutoOpen
AutoEXEC
DateiSpeichernUnter
System

Name: WM.Buero.DE

Aliasess WM .Buero.DE, Buero

| Type: Macro.

Disk L ocation: Word template files.

| Features. No damage, only replicates.

Damage: No damage, only
replicates.

Size: Adds Macrosto Word
document/template files

See Also:

Notes: ThisisaWord macro virus. It does not spread on the Macintosh.

Macros added:
AutoOpen
BuroNeu

Name: WM.CAP.A

Aliases. WM.CAP.A

| Type: Macro.

Disk Location: Word template files.

application.

Features. Interfereswith arunning

Damage: Interfereswith a
running application.

Size: Adds Macrosto Word
document/template files

See Also:

May 21, 1998
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Notes. SAM 4 with the 5/3/97 virus definitions can detect this virus but not by name. It cleans
the virus without problem.

It deletes all existing macros before infection.

Contains the Macros.

AutoClose

AutoOpen

AutoExec

CAP

FileClose

FileOpen

FileSave

FileSaveAs

FileTemplates

ToolsMacro -- thisoneis not encrypted and is only a procedure shell

The following text is in the macro code.

'C.A.P: Unvirus socid.. y ahora digital..

"j4cKy Qw3rTy" (Jgw3rty@hotmail.com).

'V enezuela, Maracay, Dic 1996.

'P.D. Que haces gochito ? Nunca seras Simon Bolivar.. Bolsa!

Name: WM.Clock |

Aliases. WM.Clock, Clock | Type: Macro.

Disk L ocation: Word template files. | Features. No damage, only replicates.
Damage: No damage, only Size: Adds Macrosto Word | See Also:

replicates. document/template files

Notes: ThisisaWord macro virus. When opened, it displays the error: "WordBasic Err=53 File
Not Found".
It does not spread on the Macintosh.

Macros added:
11 macros

Name: WM.Colors.A |

Aliases. WM.Colors.A, Colors.A, Colors, Wordmacro Type: Macro.
Colors, Rainbow

Disk L ocation: Word template files. | Features. Changes system colors.

Damage: Changes system Size. Adds Macrosto Word | See Also: WM.Colors.B,
colors. document/template files WM .Colors.C

Notes: Thisvirus uses the macro capability built into Microsoft Word (WordBasic) to add a virus
to aWord document. Since this virus is written in the macro language, it is not platform specific,
but will execute on any platform that runs Word 6 or later.

When you open an infected document, its AutoOpen macro runs and installs an auto execute
macro in your global macro file (normal.dot). Once that is done, the virus code is executed every
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time you startup Word. The virus code then writes copies of itself onto every document you save
with Word.

When the virus triggers, it messes with your color tables.
Macros added:

AutoClose
AutoExec
AutoOpen
FileExit
FileNew
FileSave
FileSaveAs
Macros
ToolsMacro

It replaces the menu items with the indicated macros, making it difficult to see that you have an
infiction. The ToolsMacro command no longer lists the macrosin a system. To see thefiles,
choose the File Templates command and click the Organizer button to see the macros.

To clean adocument once you have it open, use the Organizer to delete the macros from the file
then save it. Organizer can also be used to delete any virus macros stored in the global macro file,
normal.dot.

Removal: Mac: SAM 4.0.8 finds and removes this virus.
PC: F-PROT 2.21 detects

Name: WM.Colors.B |

Aliases. WM.Colors.B, Colors.B | Type: Macro.

Disk L ocation: Word template files. | Features. Changes system colors

Damage: Changes system Size: Adds Macrosto Word | See Also: WM.Colors.A,
colors document/template files WM .Colors.C

Notes: See WM.Colors.A

Name: WM.Colors.C |

Aliases. WM.Colors.C, Colors.C | Type: Macro.
Disk Location: Word template files. Features. Changes system colors.
Encrypts macros.

Size: Adds Macrosto Word
document/template files

Damage: Changes system
colors.
Encrypts macros.

See Also: WM.Colors.A,
WM.Colors.B

Notes. See WM.Colors.A
All macros (not just the virus macros) on the Normal template are encrypted.

May 21, 1998 CIAC Computer Virus Information Update

21



22

MACRO
Macro Viruses

Name: WM.Concept.A |

Aliases. WM.Concept.A, WinWord.Concept , Word Prank | Type: Macro.
Macro, Concept, WordMacro 9508, WW6

Disk L ocation: Word template files. | Features. No damage, only replicates.

Damage: No damage, only Size: Adds Macrosto Word | See Also: WM.Concept.C,
replicates. document/template files WM.Concept.D,

WM. Concept.E,

WM. Concept.F,

WM. Concept.G,

WM. Concept.H,

WM. Concept.,

WM. Concept.N,

WM. Concept.T,

WM .Concept.Francais

Notes: Thisvirus uses the macro capability built into Microsoft Word (WordBasic) to add a virus
to a Word document. Since this virus is written in the macro language, it is not platform specific,
but will execute on any platform that runs Word 6 or later.

When you open an infected document, its AutoOpen macro runs and installs an auto execute
macro in your global macro file (normal.dot). Once that is done, the virus code is executed every
time you startup Word. The virus code then writes copies of itself onto every document you save
with Word.

Thisisthe first virus discovered of this type. It does nothing but replicate itslef. Y ou can detect
the virus the first time it executes, because a dialog box appears containing the single digit 1.
After the first infection, you can detect an infection by looking for the following line in the
WINWORDG.INI filein the WINDOWS directory.

WWwWeI=1

Microsoft has made a scanner/disinfector available to detect and remove this virus from a system
and to detect macros in other documents. The scanner isin mvtool10.exe and is available directly
from the Microsoft web site. Connect to www.microsoft.com and search for "macro virus'. The
location of thisfile keeps changing. It is aso available on the CIAC web site ciac.linl.gov in the
tools section.

Removal: Mac: SAM 4.0.8 finds and removes this virus.
PC: F-PROT 2.20 detects

Name: WM.Concept.C |

Aliases. WM.Concept.C, Concept.C | Type: Macro.
Disk L ocation: Word template files. | Features. No damage, only replicates.
Damage: No damage, only Size: AddsMacrosto Word | See Also: WM.Concept.A,
replicates. document/template files WM.Concept.D,

WM. Concept.E,

WM. Concept.F,
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MACRO

WM. Concept.G,

WM .Concept.H,

WM .Concept.l,
WM.Concept.N,
WM.Concept.T,

WM .Concept.Francais

Notes: See WM.Concept.A

Inserts Macros:
Boom

F1

F2

FileSaveAs

Name: WM.Concept.D

Aliases. WM.Concept.D, Concept.D

| Type: Macro.

Disk L ocation: Word templ

atefiles.

| Features. No damage, only replicates.

Damage: No damage, only
replicates.

Size: Adds Macrosto Word
document/template files

See Also: WM.Concept.A,
WM. Concept.C,

WM .Concept.E,

WM .Concept.F,

WM. Concept.G,

WM .Concept.H,

WM .Concept.1,

WM .Concept.N,
WM.Concept.T,

WM .Concept.Francais

Notes: See WM.Concept.A

I nserts macros.
EditSize
FileSaveAs
FileSort

HaHa

Name: WM.Concept.E

Aliases. WM.Concept.E, Concept.E

| Type: Macro.

Disk L ocation: Word templ

atefiles.

| Features. No damage, only replicates.

Damage: No damage, only
replicates.

Size: Adds Macrosto Word
document/template files

See Also: WM.Concept.A,
WM. Concept.C,

WM .Concept.D,
WM.Concept.F,

WM. Concept.G,

WM .Concept.H,

WM .Concept.l,
WM.Concept.N,

May 21, 1998
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WM.Concept.T,
WM .Concept.Francais

Notes: See WM.Concept.A
Does not spread on Macintosh.

I nserts macros:
AutoExec
AutoOpen
FileSaveAs
PARA

Payload

SITE

Name: WM .Concept.F |

Aliases. WM.Concept.F, Concept.F | Type: Macro.

Disk L ocation: Word template files. | Features. No damage, only replicates.

Damage: No damage, only Size: AddsMacrosto Word | See Also: WM.Concept.A,
replicates. document/template files WM.Concept.C,

WM. Concept.D,

WM. Concept.E,

WM. Concept.G,

WM. Concept.H,

WM. Concept.,

WM. Concept.N,

WM. Concept.T,

WM .Concept.Francais

Notes: See WM.Concept.A
Opening a document causes the error "Undefined Dialog Record Field"

Does not spread.

Name: WM.Concept.Francais |

Aliases. WM .Concept.Francais, Concept.Francais | Type: Macro.

Disk L ocation: Word template files. | Features. No damage, only replicates.

Damage: No damage, only Size: AddsMacrosto Word | See Also: WM.Concept.A,
replicates. document/template files WM.Concept.C,

WM. Concept.D,

WM. Concept.E,

WM. Concept.F,

WM. Concept.G,

WM. Concept.H,

WM. Concept.,

WM. Concept.N,
WM.Concept. T

24

Notes: See WM.Concept.A
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| Thisis a French language version of Concept.A

Name: WM.Concept.G

Aliases. WM.Concept.G, Concept.G

| Type: Macro.

Disk L ocation: Word template files.

| Features. No damage, only replicates.

Damage: No damage, only
replicates.

Size: Adds Macrosto Word
document/template files

See Also: WM.Concept.A,
WM. Concept.C,

WM. Concept.D,

WM. Concept.E,

WM. Concept.F,

WM. Concept.H,

WM. Concept.,

WM. Concept.N,

WM. Concept.T,

WM .Concept.Francais

Notes: See WM.Concept.A
valid file name"

I nserts macros.
AAAZAU
AAAZFS
FileSaveAs
Load

Causes the following error when infecting documents: "Microsoft Word Err=1056 Thisis not a

Name: WM.Concept.H

Aliases. WM.Concept.H, Concept.H

| Type: Macro.

Disk L ocation: Word template files.

| Features. No damage, only replicates.

Damage: No damage, only
replicates.

Size: Adds Macrosto Word
document/template files

See Also: WM.Concept.A,
WM. Concept.C,

WM. Concept.D,

WM. Concept.E,

WM. Concept.F,

WM. Concept.G,

WM. Concept.,

WM. Concept.N,

WM. Concept.T,

WM .Concept.Francais

Notes: See WM.Concept.A

Does not spread on the Macintosh.

Name: WM.Concept.|

Aliases. WM.Concept.l, Concept.|

| Type: Macro.

Disk L ocation: Word template files.

| Features. No damage, only replicates.

Damage: No damage, only
replicates.

Size: Adds Macrosto Word
document/template files

See Also: WM.Concept.A,
WM. Concept.C,

May 21, 1998
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WM. Concept.D,
WM. Concept.E,
WM. Concept.F,
WM. Concept.G,
WM. Concept.H,
WM. Concept.N,
WM. Concept.T,
WM .Concept.Francais

Notes: See WM.Concept.A
Does not spread on the Macintosh.

Inserts the macros:
AAAQ0
AAAQ00
DocClose
OPayload
ToolsSpelling

Note that the O used 6 places above in the macro names is actually a nonporinting character.

Name: WM.Concept.N |

Aliases. WM.Concept.N, Concept.N

| Type: Macro.

Disk L ocation: Word template files.

| Features. No damage, only replicates.

Damage: No damage, only
replicates.

Size: Adds Macrosto Word
document/template files

See Also: WM.Concept.A,
WM. Concept.C,

WM. Concept.D,

WM. Concept.E,

WM. Concept.F,

WM. Concept.G,

WM. Concept.H,

WM. Concept.,

WM. Concept.T,

WM .Concept.Francais

Notes: See WM.Concept.A
Does not spread on the Macintosh.

Name: WM.Concept.T |

Aliases. WM.Concept.T, Concept. T

| Type: Macro.

Disk L ocation: Word template files.

| Features. No damage, only replicates.

Damage: No damage, only
replicates.

Size: Adds Macrosto Word
document/template files

See Also: WM.Concept.A,
WM. Concept.C,

WM. Concept.D,

WM. Concept.E,

WM. Concept.F,

WM. Concept.G,

WM. Concept.H,

WM. Concept.l,
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WM.Concept.N,
WM .Concept.Francais

Notes: See WM.Concept.A

Installs macros.
AutoClose
AutoExit
Payload
Vopen

Name: WM .Date |

Aliases. WM .Date, WM.Infezione, Infezione | Type: Macro.

Disk Location: Word template files. | Features. Deletes or moves files.

Damage: Deletes or moves Size: See Also:
files.

Notes: WM.Date isavirus that deletes al document and global macros named AutoClose,
presumably because Microsoft’s antidote to the WM.Concept virus resides in a macro by this
name. Infected documents and templates have a single macro named AutoOpen.

Name: WM.Demon |

Aliasess. WM.Demon, Word_Demon.A, ' Type: Macro.

Disk Location: Word template files. Features. No damage, only replicates.
Global macro file.

Damage: No damage, only | Sizee Adds Macros to Word | See Also:
replicates. document/template files

Notes. WM. Demon is macro virus, which was discovered in July 1997. Demon consists of three

macros and it infects documents as well as the global template (NORMAL.DOT). Any platform

that uses Microsoft Word 6.x and 7.x is vulnerable.

Demon has a semi-ploymorphic engine. When infecting documents, the macro names are

‘AUTOOPEN’, *****xx " gnd **** The macro names changes to “****x sk “gnd

‘AUTOCLOSE’ in the global template. The **** and “*******' gre randomly generated macro

names.

The virus modifies ‘WIN.INT’ and adds the following section to it:
"

The payload consists of a message displayed on the screen. The triggering mechanism is to write

‘Dark Master calling’ in a word document, then select these words with mouse. The screen

message is as follows:

{ WINWORD HIDDEN DEMON
Is happy to see his MASTER!!!
GREAT DAY !l
This file is infected as # 134 }

Name: WM.Divina.A |

Aliases: WM.Divina.A, Divina.A ' Type: Macro. |

Disk L ocation: Word template files. | Features. No damage, only replicates. |
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Damage: No damage, only

Size: Adds Macrosto Word

See Also: WM.DivinaB,

replicates. document/template files WM .Divina.C
Notes: ThisisaWord macro virus.

It does not spread on the Macintosh

Installed macros:

AutoClose

Name: WM .Divina.B |

Aliases. WM.Divina.B, Divina.B | Type: Macro.

Disk L ocation: Word template files.

| Features. No damage, only replicates.

Damage: No damage, only

Sizee Adds Macrosto Word

See Also: WM.Divina A,

replicates. document/template files WM .Divina.C
Notes: ThisisaWord macro virus.

It does not spread on the Macintosh

Installed macros:

AutoClose

Name: WM.Divina.C |

Aliases. WM.Divina.C, Divina.C | Type: Macro.

Disk L ocation: Word template files.

| Features. No damage, only replicates.

Damage: No damage, only

Size: Adds Macrosto Word

See Also: WM.Divina A,

replicates. document/template files WM .Divina.C
Notes: ThisisaWord macro virus.

It does not spread on the Macintosh

Installed macros:

AutoClose

Name: WM.DMV.A |

Aliasess. WM.DMV.A, DMV.A, DMV , Winword DMV | Type: Macro.

Disk L ocation: Word template files.

| Features. No damage, only replicates.

Damage: No damage, only
replicates.

Size: Adds Macrosto Word
document/template files

See Also: XM.DMV

Notes. Demonstration Macro Virus.
This virus uses the macro capability built into Microsoft Word (WordBasic) to add avirusto a

Word document. Since this virus is written in the macro language, it is not platform specific, but
will execute on any platform that runs Word 6 or later.

When you open an infected document, its auto open macro runs and installs an AutoClose macro
in your global macro file (normal.dot). Once that is done, the virus code is executed every time
you close a document. The virus code then writes copies of itself onto every document you save

with Word.

F-Prot 2.21 Detectsiit.
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This macro does no damage. It isa demonstration only. It isnot encrypted. It is easy to delete
using the Tools Macros command.

Removal: Mac: SAM 4.0.8 finds and removes this virus.
PC: F-PROT 2.20 detects

Name: WM.Doggie |

Aliases. WM.Doggie, Doggie | Type: Macro.

Disk L ocation: Word template files. | Features. No damage, only replicates.

Damage: No damage, only Size: Adds Macrosto Word | See Also:
replicates. document/template files

Notes: ThisisaWord macro virus.
It displays a dialog box containing "Doggie"

Macros added:
Doggie
AutoOpen
FileSaveAs

Name: WM.DZT |

Aliases. WM.DZT | Type: Macro.

Disk L ocation: Word template files. | Features. No damage, only replicates.

Damage: No damage, only Size: Add macrosto Word See Also:
replicates. document/template files

Notes: WM.DZT consists of two macros. When DZT infects afileit insertsthe text "DZT" into
the summary information. This virus has no destructive payload.

WM.DZT contains these texts:

Dzutagshiri
(c)Hikmat Sudrgjat, Bandung, April 1996

WM .DZT has been reported in the wild in early 1997.

Name: WM .Easy |

Aliases. WM.Easy, Easy | Type: Macro.

Disk L ocation: Word template files. | Features. No damage, only replicates.
Damage: No damage, only Size: Adds Macrosto Word | See Also:

replicates. document/template files

Notes: ThisisaWord macro virus.
It does not spread ona Macintosh.

Macros installed:
AutoOpen
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The virus has a payload that triggers randomly depending on the date. When the payload triggers,
the following text is inserted at the top of the current document, centered in 24 point type in a
random color.

It's Easy Man

Name: WM.FormatC |

Aliases. WM.FormatC, FormatC, Winword FormatC, Type: Macro.

Format C, macro

Disk L ocation: WinWord documents | Features. Attempts to format the disk.
Damage: Attempts to format | Size: Adds Macros to Word | See Also:

the disk. document/template files

Notes: This virus uses the macro capability built into Microsoft Word (WordBasic) to add a virus

to a Word document. Since this virus is written in the macro language, it is not platform sp
but will execute on any platform that runs Word 6 or later.

When you open an infected document, its auto open macro runs and installs an auto exec
macro in your global macro file (normal.dot). Once that is done, the virus code is executed
time you startup Word. The virus code then writes copies of itself onto every document yo
with Word.

The Macro attempts to format your C: drive. The payload does not work on the Macintosh

On the Macintosh, it displays the error message: "The ENVIRON$ variable is not available
Word for Macintosh"

F-Prot 2.21 does not detect it.

Removal: Mac: SAM 4.0.8 finds and removes this virus.

Name: WM.Friendly:De |

Aliases. WM.Friendly:De, Friendly, macro | Type: Macro. |

Disk L ocation: Word template files. | Features: Unknown, not analyzed yet.

Damage: Unknown, not Size. Adds Macros to Word | See Also:
analyzed yet. document/template files

Notes: This is a word macro virus.

It does not spread on the Macintosh.

It causes the error "Unknown Command, Subroutine or Function" and "Type Mismatch" or
Mac.

It installs 20 macros.

PC: F-PROT 2.23 detects

CIAC Computer Virus Information Update May 21, 1998
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Name: WM.Gangsterz

MACRO

Aliases. WM.Gangsterz, Gangsterz

| Type: Macro.

Disk L ocation: Word template files.

| Features. No damage, only replicates.

Damage: No damage, only
replicates.

Size: Adds Macrosto Word
document/template files

See Also:

Notes: ThisisaWord macro virus.
It does not spread on the Macintosh.

Macros installed:
Gangsterz
Paradise

Name: WM .Goldfish

Aliasess WM .Goldfish, Goldfish

| Type: Macro.

Disk L ocation: Word template files.

| Features. No damage, only replicates.

Damage: No damage, only
replicates.

Size: Adds Macrosto Word
document/template files

See Also:

Notes: ThisisaWord macro virus.

Macros installed:
AutoOpen
AutoClose

Name: WM .Guess

Aliasess WM .Guess, Guess

| Type: Macro.

Disk L ocation: Word template files.

| Features. No damage, only replicates.

Damage: No damage, only
replicates.

Size: Adds Macrosto Word
document/template files

See Also:

Notes. Thisisaword macro virus.
It attempts to create a new template and gets the error "Word can not give a document the same

name as an open document".

Name: WM.Hasde

Aliasess WM .Hasse, Hasde

| Type: Macro.

Disk L ocation: Word template files.

| Features. No damage, only replicates.

Damage: No damage, only
replicates.

Size: Adds Macrosto Word
document/template files

See Also:

Notes: Thisisaword macro virus.

Macros installed:
?

Name: WM.Helper

Aliases. WM .Helper

| Type: Macro.

Disk L ocation: Word template files.

| Features. Corrupts adata file.

Damage: Corruptsadatafile. |

Size:

| See Also:

May 21, 1998
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Notes: WM.Helper isavirusfirst reported in the United States when several users notices that
their files were mysteriously password-protected.

WM .Helper resides in one macro:
*AutoClose

The NORMAL.DOT global template file is initially infected when the user closes an infected
document. This copies the AutoClose macro from the infected document to the global tem

plate.

After that, all documents that are not already infected become infected when they are closed.

On the 10th of each month, WM.Helper sets the file-saving options to always save files with the
password “help”. This option can be checked by examining the Tools > Options > Save menu.

Name: WM.helper |

Aliases. WM.helper, Helper | Type: Macro. |
Disk L ocation: Word template files. | Features. No damage, only replicates.
Damage: No damage, only | Sizee Adds Macros to Word | See Also:

replicates. document/template files

Notes: This is a Word macro virus.

Macros installed:
AutoClose

Name: WM.Hiac.A |

Aliases. WM.Hiac.A, Hiac.A | Type: Macro.

Disk Location: Document files. | Features. No damage, only replicates.

Damage: No damage, only | Sizee Adds Macros to Word | See Also:
replicates. document/template files

Notes. WM.Hiac.A is another macro virus that was discovered in Australia in spring of 199
The virus has two macros and it infects Microsoft Word documents. Infection occurs when

\l

document is close (i.e. AUTOCLOSE macro is invoked). It is most often transmitted via .DOC

and .DOT files.

The virus does not infect word global template, because it neglects to set the template bit
infected documents.

The WM.Hiac.A carries no messages or destructive payload; it's purpose is to propagate.

Name. WM.Hot |

Aliases. WM.Hot, Hot, Winword Hot, Wordmacro/Hot, | Type: Macro.
macro

Disk Location: Word template files. Features. Deletes Word documents as they
are opened
Damage: Deletes Word Size. Adds Macros to Word | See Also:

documents as they are openedlocument/template files

Notes: WM.Hot is a word macro virus and it is destructive.
On the Macintosh it displays the error: "WordBasic Err=543, Unable to open specified libra
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It is not damaging on the Macintosh.

The WM.Hot virus attaches itself like the others, adding macros to documents and to the
"normal.dot" global macro file. New documents are infected when they are saved. After about 14
days, the virus deletes the contents of any document as you open it and does a save which
effectively wipes out the document. It is unlikely that you will be able to recover the contents of a
file deleted in this way unless you have Make Backup turned on. Don't start opening the backup
copies before cleaning the virus, because it will clear the contents of every document you open
while it is active.

Macros in document:

AutoOpen
DrawBringl nFrOut
InsertPBreak

ToolsRepaginat

When the virus infects the Word program, these macros are copied to "normal.dot” and renamed
in the same order to:

StartOfDoc
AutoOpen
InsertPageBreak
FileSave

The virus adds the item: "OLHot=nnnnn" to the winword.ini file where nnnnn is a date 14 daysin
the future. The virus uses this date to determine when it is going to trigger. The virus also checks
for the existence of the file: "c:\dos\egab.cpi” and does not infect a machine if the file exists. This
was apparently a feature to protect the virus writer.

The HOT virus makes calls to external functionsin the Windows API. Because of this, it is
specific to Windows 3.1 and will not work on Win 95 or the Macintosh. On the Mac, it causes a
macro error and does not infect Normal.

Removal: Mac: SAM 4.0.8 does not detect thisvirus. The April 96 release of SAM is supposed
to add detection and removal of HOT.
PC: F-PROT 2.22 detects

Name: WM .Hybrid.A |

Aliases. WM.Hybrid.A, Hybrid.A, Word Hyrdid.A | Type: Macro.

Disk L ocation: Document files. | Features. No damage, only replicates.

Damage: No damage, only Size. Adds Macrosto Word | See Also: WM.Hybrid.B,
replicates. document/template files WM .Hybrid.C

Notes: WM.Hybrid.A isamacro virusthat was reported in the wild in January 1997. The virus
infects word document on any platform that uses Microsoft Word version 6.X or version 7.X.
The Hybrid.A virus contains three macros: AutoOpen, AutoClose and FileSaveAs. All these
macros are encrypted using the same method employed by Microsoft; thus, users can not review
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or edit the viral code.

This macro virus is a combination of regular macros and anti-virus macros all from Microsoft.The
AutoOpen and FileSaveAs are the regular Word macros, but the AutoClose macro is from
ScanProt. ScanProt is an anti-virus tool developed by Microsoft to remove the Concept virus.
WM .Hybrid.A activates when an infected document is opened. On infected systems, when a
document is saved with ‘FileSaveAs’ command, it becomes infected.

The virus is designed to propagate and spread and it carries no payload.

Name: WM.Hybrid.B |

Aliases. WM.Hybrid.B, Hybrid.B,Word_Hybrid.B | Type: Macro. |

Disk Location: Document files. | Features. No damage, only replicates.

Damage: No damage, only | Size: Adds Macros to Word | See Also: WM.Hybrid.A,
replicates. document/template files WM.Hybrid.C

Notes. WM.Hybrid.B is a variant of WM.Hybrid.A that was reported to be in the wild in
February 1997 (See Hybrid.A).

In Hybrid.B, the AutoClose macro is corrupted. When a user tries to close a file, an error message
is displayed on the screen, which states the following:
{ Unknown Command, Subroutine or Function }

Name: WM.Hybrid.C |

Aliases. WM.Hybrid.C, Hybrid.C,Word_Hybrid.C | Type: Macro. |

Disk Location: Document files. | Features. No damage, only replicates.

Damage: No damage, only | Size: Adds Macros to Word | See Also: WM.Hybrid.A,
replicates. document/template files WM.Hybrid.B

Notes: WM.Hybrid.C is an other variant of WM.Hybrid.A that was reported to be in the wild in
the spring of 1997 (See Hybrid.A).
In Hybrid.C, the AutoClose macro is corrupted. When a user tries to close a file, an error message
is displayed on the screen, which states the following:
{ syntax error }

Name: WM.lmposter.A |

Aliases. WM.Imposter.A, Imposter, macro ' Type: Macro.

Disk L ocation: Word template files. | Features. No damage, only replicates.

Damage: No damage, only | Size: Adds Macros to Word | See Also: WM.DMV
replicates. document/template files

Notes. Imposter is a word macro virus related to DMV. It infects Word documents by adding

macros to the documents and to the normal.dot global macro file. Imposter uses only two macros,
On a document: AutoClose and DMV
In Normal.dot: FileSaveAs and DMV

Removal: Mac: SAM 4.0.8 does not detect this virus.
PC: F-PROT 2.22 detects
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Name: WM.Infezione |

Aliases. WM.Infezione, Infezione, macro | Type: Macro.

Disk Location: Word template files. | Features: Deletes all AutoClose macros

Damage: Deletes all Size: Adds Macrosto Word | See Also:
AutoClose macros document/template files

Notes: Infezione isaword macro virus. It infects Word documents by adding macrosto the
documents and to the normal.dot global macro file.

The virus deletes all AutoClose macrosit finds, on Normal.dot and on documents.
Macros:

On adocument: AutoOpen

In Normal.dot: AutoOpen

Removal: Mac: SAM 4.0.8 does not detect thisvirus.

Name: WM.Irish |

Aliases. WM.lIrish, Irish, macro | Type: Macro.

Disk L ocation: Word template files. | Features. No damage, only replicates.

Damage: No damage, only Size: Adds Macrosto Word | See Also:
replicates. document/template files

Notes: Irishisaword macro virus. It infects Word documents by adding macros to the
documents and to the normal.dot global macro file.

Irish does not spread on the Macintosh.

Macros installed on a document:

AntiVirus

FileSave

WordHelp

WordHelpNT

Macrosinstalled in Normal.dot:
AntiVirus

AutoOpen

WordHelp

WordHelpNT

The WordHelp and WordHelpNT macros do not seem to execute automatically, but if they are
run manually, they turn the screen green. They aso try to change the screen saver to Marquee,
with the text:

Happy Saint PattiesDay  CDJ 1995

The screen saver part does not work well.

Removal: Mac: SAM 4.0.8 with the 6/97 strings detects the virus.
NAV Detects and removes this virus with the 3/97 strings.
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Name: WM .Johnny |

Aliases. WM.Johnny, Johnny | Type: Macro.

Disk L ocation: Word template files. | Features. No damage, only replicates.
Damage: No damage, only Size: Adds Macrosto Word | See Also:

replicates. document/template files

Notes: ThisisaWord macro virus.

Macros installed:
FileSave
FileSaveAs
Presentv
Presentw
Presentz
vGojohnny

Name: WM.KillDLL |

Aliases. WM .KIIIDLL, KillDLL | Type: Macro.

Disk L ocation: Word template files. | Features. No damage, only replicates.

Damage: No damage, only Size: Adds Macrosto Word | See Also:
replicates. document/template files

Notes: ThisisaWord macro virus.
On opening files, it causes the errors "WordBasic Err=24, Bad Parameter” and "WordBasic
Err=102, Command failed".

Macros installed:

AutoOpen

Name: WM.Kompu |

Aliases. WM.Kompu | Type: Macro.
Disk L ocation: Word template files. | Features. Corrupts adata file.

Damage: Corruptsadatafile. | Size: Add macrosto Word See Also:
document/templates files

Notes: WM.Kompu spreads when infected DOC files are opened to Word. After this, al other
documents will get infected when they are opened or closed.

On the 6th or 8th of any month, the virus activates. When any document is opened on these dates,
the virus will display a dialog box with the title "Mul on pahatuju!" and the question "Tahan
kommi!". These texts are in Estonian and mean "I’'min a bad mood" and "Give me a candy". The
virus will not let the user continue working until he writes the word ’komm’ (candy) to the
window. After this, the virus changes the Word status bar text to read:

Namm-Namm-Namm-Namm-Amps-Amps-Klomps-Kraak!
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Name: WM.LBYNJ.De

MACRO

Aliasess WM.LBYNJ.De, LBYNJ

| Type: Macro.

Disk L ocation: Word template fi

les.

| Features. No damage, only replicates.

Damage: No damage, only Size: Adds Macrosto Word | See Also:
replicates. document/template files

Notes: ThisisaWord macro virus.

Macros installed:

7 macros, 6 are spread to normal.dot.

Name: WM.Look.C |

Aliases. WM.Look.C, Look | Type: Macro.

Disk L ocation: Word template fi

les.

| Features. Corrupts adata file.

Damage: Corrupts adatafile.

Size: Adds Macrosto Word
document/template files

See Also:

Notes:

Name: WM.Lunch.A

Aliases. WM.Lunch.A, Lunch.A

| Type: Macro.

Disk L ocation: Word template fi

les.

| Features. No damage, only replicates.

Damage: No damage, only
replicates.

Size: Adds Macrosto Word
document/template files

See Also: WM.Lunch.B

Notes: ThisisaWord macro virus.
It does not spread on the Macintosh.

Macros installed:
FileSave
NEWAO
NEWES

Name: WM.Lunch.B

Aliases. WM.Lunch.B, Lunch.B

| Type: Macro.

Disk L ocation: Word template fi

les.

| Features. No damage, only replicates.

Damage: No damage, only
replicates.

Size: Adds Macrosto Word
document/template files

See Also: WM .Lunch.A

Notes: ThisisaWord macro virus.
It does not spread on the Macintosh.

Macros installed:
FileSave
NEWAO
NEWFES

Name: WM.MadDog

Aliasess. WM.MadDog, MadDog, Concept G

| Type: Macro.

Disk L ocation: Word template fi

les.

| Features. Corrupts adata file.
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Damage: Corruptsadatafile. | Size: Adds Macrosto Word | See Also:
document/template files

Notes: ThisisaWord Macro virus.
It isalso known as Comcept G, but is not Concept G
It contains the text: "MadDog"

Macros installed:
AopnFinish
AutoClose
AutoExec
AutoOpen
FcFinish
FileClose

Name: WM.MDMA.A |

Aliasss. WM.MDMA.A, MDMA, MDMA-DMV | Type: Macro.

Disk Location: Word template files. Features. Overwrites Autoexec.bat
Deletes or movesfiles.

Damage: Overwrites Size. Adds Macrosto Word | See Also: WM.MDMA.C
Autoexec.bat document/template files
Deletes or movesfiles.

Notes: ThisisaWord macro virus.
Only propagates on a Macintosh.

It triggers on the first of any month, it replaces the autoexec.bat file with the following code:
@echo off

deltree/y c:

@echo Y ou have just been phucked over by avirus

Which will delete all the filesin the root directory the next time you reboot.
See the Virus Bulletin 12/96 for an analysis.
Macros installed:

5 macros on document,
AutoClose is put on Normal.dot.

Name: WM.MDMA.C |

Aliases. WM.MDMA.C, MDMA.C | Type: Macro.

Disk L ocation: Word template files. | Features. No damage, only replicates.

Damage: No damage, only Size: Adds Macrosto Word | See Also:. WM.MDMA.A
replicates. document/template files

Notes: ThisisaWord macro virus.

Macros installed:
AutoClose
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Name: WM.NF |

Aliases. WM.NF | Type: Macro.

Disk L ocation: Word template files. | Features. No damage, only replicates.
Damage: No damage, only Size: Add marcosto Word See Also:

replicates. document/template files

Notes: WM.NF is asimple Word macro virus consisting of two macros; AutoClose and NF. The
virus does nothing except spreads and displays texts "Traced!" and "Infected!".

Name: WM.NiceDay |

Aliases. WM.NiceDay | Type: Macro.

Disk L ocation: Word template files. | Features. No damage, only replicates.
Damage: No damage, only Size: Add macrosto Word See Also:

replicates. document/template files

Notes: WM.NicDay is a macro virus which infects MS-Word when the infected document is
opened. It does not have any destructive code, but will display a message when it activates.

WM .NiceDay consists of 4 macros which can have different names depending on if its a infected
document or infected global template(NORMAL.DQOT).

WordMacro/NiceDay consists of the following 4 macros.

Infected doc NORMAL.DOT
AutoEXxit AutoEXxit
AutoOpen VOpen

Payload Payload
VClose AutoClose

Name: WM.NOP.A:De |

Aliases. WM.NOP.A:De, NOP, macro | Type: Macro.

Disk L ocation: Word template files. | Features. Unknown, not analyzed yet.
Damage: Unknown, not Size. Adds Macrosto Word | See Also: WM.NOP.B
analyzed yet. document/template files

Notes: ThisisaWord macro virus.

Macros installed:

NOP

DateiSpeichern

PC: F-PROT 2.23 detects
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Name: WM.NOP.B:De

Aliases. WM.NOP.B:De, NOP.B

| Type: Macro.

Disk L ocation: Word template files.

| Features. No damage, only replicates.

Damage: No damage, only
replicates.

Size: Adds Macrosto Word
document/template files

See Also: WM.NOP.A

Notes: ThisisaWord macro virus.

Macros installed:
NOP
DateiSpeichern

Name: WM.Npad.A

Aliases. WM.Npad.A, Npad

| Type: Macro.

Disk L ocation: Word template files.

| Features. No damage, only replicates.

Damage: No damage, only
replicates.

Size: Adds Macrosto Word
document/template files

See Also: WM.Npad.B,
WM.Npad.C, WM.Npad.D,
WM .Npad.E

Notes: ThisisaWord macro virus.

Does not spread in the Macintosh.

It triggers when a counter stored in Win.ini is decremented to O from 23 and then displays the
following text in the status bar at the bottom of the word screen: "DOEUNPAD94, v. 2.21, (¢)
Maret 1996, Bandung, Indonesia’. The text bounces from side to side in the status bar.

The counter is: NPad328 in the [Compatibility] section of Win.ini

Under Word 8 on NT4, the AutoExecute macro does not appear in the Organizer window or the
macro window.

Macros installed:
AutoOpen

See the Virus Bulletin 11/96 for an analysis.

Name: WM.Npad.B |

Aliases. WM.Npad.B, Npad.B

| Type: Macro.

Disk L ocation: Word template files.

| Features. No damage, only replicates.

Damage: No damage, only
replicates.

Size: Adds Macrosto Word
document/template files

See Also: WM.Npad.A,
WM.Npad.C, WM.Npad.D,

WM.Npad.E

Notes: ThisisaWord macro virus.
Does not spread in the Macintosh.

Macros installed:
AutoOpen

Name: WM.Npad.C |

Aliases. WM .Npad.C, Npad.C | Type: Macro.

Disk L ocation: Word template files. | Features. No damage, only replicates.
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Damage: No damage, only
replicates.

Size: Adds Macrosto Word
document/template files

See Also: WM.Npad.B,
WM.Npad.A, WM.Npad.D,
WM .Npad.E

Notes: ThisisaWord macro virus.

Macros installed:
AutoOpen

Name: WM.Npad.D

Aliases. WM.Npad.D, Npad.D

| Type: Macro.

Disk L ocation: Word template files.

| Features. No damage, only replicates.

Damage: No damage, only
replicates.

Sizee Adds Macrosto Word
document/template files

See Also: WM.Npad.B,
WM.Npad.C, WM.Npad.A,
WM .Npad.E

Notes: ThisisaWord macro virus.
Does not spread in the Macintosh.

Macros installed:
AutoOpen

Name: WM.Npad.E

Aliases. WM.Npad.E, Npad.E

| Type: Macro.

Disk L ocation: Word template files.

| Features. No damage, only replicates.

Damage: No damage, only
replicates.

Size: Adds Macrosto Word
document/template files

See Also: WM.Npad.B,
WM.Npad.C, WM.Npad.D,
WM .Npad.A

Notes: ThisisaWord macro virus.
Does not spread in the Macintosh.

Macros installed:
AutoOpen

Name: WM .Nuclear.A

Aliasess WM .Nuclear.A, Nuclear, WordMacro 9509,

WordMacro.Nuclear

Type: Macro.

Disk Location: Word template files.

Features. Attempts to launch a program virus
Corrupts printed documents.

Damage: Attemptsto launch
aprogram virus
Corrupts printed documents.

Size: Adds Macrosto Word
document/template files

See Also: WM.Nuclear.B,
WM.Nuclear.C,
WM .Nuclear.E

Notes: The WordMacro.Nuclear virusis similar in operation to the WinWord.Concept virusin
how it infects files, but contains an additional payload. This virus contains a dropper for aDOS
virus, as well as the document infector.

Macros installed:
AUtoEXxec
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AutoOpen
DropSuriv
FileExit
FilePrint
FilePrintDefault
FileSaveAs

I nsertPayload
Payload

Y ou can aso detect the virus when printing a document during the last 5 seconds of any minute.
If you do, the following text appears at the top of the printed page.

"And finally | would like to say:"
"STOP ALL FRENCH NUCLEAR TESTING IN THE PACIFIC!"
On April 5, Nuclear attempts to delete system files.

Removal: Mac: SAM 4.0.8 finds and removes this virus.
PC: F-PROT 2.20 detects

Name: WM.Nuclear.B |

Aliases. WM.Nuclear.B, Nuclear.B | Type: Macro.

Disk Location: Word template files. | Features. Deletes or moves files.

Damage: Deletes or moves Size: Adds Macrosto Word See Also: WM.Nuclear A,
files. document/template files WM.Nuclear.C,
WM .Nuclear.E

Notes: See WM .Nuclear.A

Macros installed:
Contains 7 macros.

Name: WM .Nuclear.C |

Aliases. WM.Nuclear.C, Nuclear.C | Type: Macro.

Disk Location: Word template files. | Features. Deletes or moves files.

Damage: Deletes or moves Size: Adds Macrosto Word See Also: WM.Nuclear A,
files. document/template files WM .Nuclear.B,
WM .Nuclear.E

Notes: See WM .Nuclear.A

Macros installed:
AutoExec
DropSuriv
FileExit

FilePrint
FilePrintDefault
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FileSaveAs
I nsertPayload
Payload

Name: WM.Nuclear.E |

Aliases. WM.Nuclear.E, Nuclear.E | Type: Macro.
Disk Location: Word template files. | Features. Deletes or moves files.
Damage: Deletes or moves Size: Adds Macrosto Word See Also: WM.Nuclear A,
files. document/template files WM.Nuclear.B,
WM.Nuclear.C,
WM .Nuclear.E

Notes: See WM .Nuclear.A

Macros Installed:
AutoOpen
FileExit

FilePrint
FilePrintDefault
FileSaveAs
McAfeel

Name: WM.Outlaw.A |

Aliases. WM.Outlaw.A, Outlaw.A, Outlaw | Type: Macro.

Disk L ocation: Word template files. | Features. No damage, only replicates.

Damage: No damage, only Size: Adds Macrosto Word | See Also: WM.Outlaw.B
replicates. document/template files

Notes. ThisisaWord macro virus

It does not spread on the Macintosh.

The e key and spacebar are reassigned to run the macro.

The macro names change with every infection. The name is any letter from A to X concatinated to
anumber between 7369 and 9291.

The virus triggers on Jan. 20 if the machine is not a Win 3.x or Macintosh and the e key is
pressed. The virus then blows Word up to full screen, prints the following text on the screen and
runsa WAV file to make the system laugh:

"You are infected with Outlaw. A virus from Nightmare Joker."

See the Virus Bulletin 11/96 for an analysis.

Macros installed:
N7369
N7420
N7868
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Name: WM.Outlaw.B |

Aliases. WM.Outlaw.B, Outlaw.B | Type: Macro.

Disk L ocation: Word template files. | Features. No damage, only replicates.

Damage: No damage, only Size: AddsMacrosto Word | See Also: WM.Outlaw.A
replicates. document/template files

Notes. ThisisaWord macro virus

It does not spread on the Macintosh.

This may not be a new virus but WM.Outlaw.A with different macro names. Outlaw is known to
change the names of its macros.

See WM.Outlaw.A for information.

Macros installed:
07920
08493
09259

Name: WM .PayCheck |

Aliases. WM .PayCheck, Bukit | Type: Macro.

Disk L ocation: Word template files. | Features. No damage, only replicates.

Damage: No damage, only Size: Add macrosto Word See Also:
replicates. document/templates files

Notes. WM .PayCheck is an encrypted macro virus. It contains seven macros. AutoExec,
AutoOpen, FileSave, FileSaveAs, ToolsMacro, ShellOpen, FileOpen.

WM .PayCheck actives on the 25th of any month. At thistime it displays this dialog box:

Selamat

Sekarang adalah tanggal 25, sudahkah anda mengambil gaji?
He..he..Selamat. Kalau bisa, lebih keras lagi kerjanya.

Bravo Bukit Asam !!!

Opening the File/SaveAs menu might display this dialog box:

Non Critical Error

Internal error was occured in module UNIDRV.DLL
Y our application may not be work normally.

Please contact Microsoft Product Support.

Opening the ToolsMacro menu might display this dialog box:
Critical Error

Internal error was occured in module UNIDRV.DLL
Please contact Microsoft Product Support.
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Name: WM.PCW:De |

Aliases. WM.PCW:De, PCW | Type: Macro. |
Disk L ocation: Word template files. | Features. No damage, only replicates.
Damage: No damage, only Size: Adds Macrosto Word | See Also:

replicates. document/template files

Notes: ThisisaWord macro virus.
It displays a dialog box with the label "Happy Birthday" and the contents. "Herzlichen G1
Ockwunsch Susanne Bi gus E. Zudeinem Geburtstag khliebe dich”

Macros installed:
AutoOpen
Datei SpeichernUnter

Name. WM .Pesan |

Aliases. WM.Pesan, WM.Pesan.A,Word_Pesan.A | Type: Macro.

Disk L ocation: Document files. Features. No damage, only replicates.
Global macro file.

Damage: No damage, only Size: Adds Macrosto Word | See Also:
replicates. document/template files

Notes: The WM.Pesan is an encrypted macro virus that was discovered in May 1997. The macro
virus consists of 5 macros, which infects Microsoft Word’s documents and Global Templatg
NORMAL.DOC. Any platform that uses Microsoft Word 6.x or 7.x is vulnerable.

All 5 macros are encrypted using the standard Word execute-only feature; thus, it is difficult to
edit the viral code. One of the macros is called ‘PESAN’, the other 4 have two sets of names; one
set is used with documents and the second set is used with Global Template. The macros are
called AUTOOPEN, COPYOFFILEEXIT, COPYOFFILESAVE, NORMALAUTO, and PESAN

in infected documents. And, they are called COPYOFAUTOOPEN, FILEEXIT, FILESAVE,
AUTOEXEC, and PESAN in the Global Template.

D

WM.Pesan has a non-destructive payload, though annoying. The triggering mechanism is
automated and tied to the application. Five minutes after starting Word, 3 message-boxes|are
displayed on the screen, and they will be repeated every five minutes afterward. Each message-
box consists of a title bar, a message, and an OK button.
First message-box:
Title: ‘MicroSoft Warning!!?’
Text: ‘You are about Formatting Harddisk, Are

you sure?’

Second message-box:

Title: ‘Format Warning!!’

Text: ‘You have just activate the format.exe
trigger, all command will FORMAT
your hardisk’

Third message-box:
Title: ‘'SYSTEM DAMAGE WARNING!Y
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Text: ‘System detected ‘Bandung.d_t’ VIRUS,
all system will be Damage Permanently
I May God Have Mercy On You . ... I

In spite of these warnings, the virus does no damage.

Name: WM.Pesan.B |

Aliases. WM.Pesan.B, Word_Pesan.B | Type: Macro. |

Disk Location: Global macro file. Features; Deletes or moves files.
Document files.

Damage: Deletes or moves | Size: Adds Macros to Word | See Also: WM.Pesan.A,
files. document/template files

Notes: The WM.Pesan.B is a variant of WM.Pesan.A. This macro virus was discovered in
Indonesia in Sept 1997. Peasn.B consists of 6 macros, which infects the Global Template

NORMAL.DOC and any documents created with Microsoft Word version 6.X or version 7.X

All 6 macros are encrypted using the standard Word execute-only feature; thus, it is difficu

It to

edit the viral code. The macros use two sets of names; one name set is used with documents and

the second name set is used with Global Template. The macros are called AUTOOPEN,
COPYOFFILEEXIT, COPYOFFILESAVE, NORMALAUTO, COPYOFFILESAVEAS, and

TOOLSMACRO in infected documents. And, they are called COPYOFAUTOOPEN, FILEE

FILESAVE, AUTOEXEC, FILESAVEAS, and TOOLSMACRO in the Global Template.

WM.Pesan.B has a destructive payload, which is directed toward MS-DOS and DOS syste
only. On an infected system, starting Word activates the virus routine. The virus searches
following COM and EXE files:

c:\dos\chkdsk.exe

c:\dos\format.com

c:\dos\defrag.exe

c:\dos\scandisk.exe

c:\msdos\chkdsk.exe

c:\msdos\format.com

c:\msdos\defrag.exe

c:\msdos\scandisk.exe
When any file is found, it will be deleted, repéd by a file of the same name with BAT extens
Thus, COM and EXE files are converted to BATCH files. These BATCH files contain one |i
instruction:

deltree /y C:\ > null

When a user calls any of these utilities, the BATCH file is executed and all files will be delet
from drive C. The virus fails, when there is no c:\dos or c:\msdos directory (i.e. NT and Wir
95 system are safe since, they do not have such directories).

Name: WM.Pheew:NI |

Aliases. WM.Pheew:NI, Pheew, macro | Type: Macro. |

XIT,

2MS,
for the

on.
ne of

ed
ndows

Disk Location: Microsoft Word document. | Features. Unknown, not analyzed yet.

Damage: Unknown, not Size. Adds Macros to Word | See Also:
analyzed yet. document/template files
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Notes. Thisisaword macro virus.
Does not spread on Macintosh.

Macros installed:
AutoOpen
IkWordNietGoedl
IkWordNietGoed2
Lading

PC: F-PROT 2.23 detects

Name: WM.Polite |

Aliases. WM.Polite, Polite, macro | Type: Macro.

Disk L ocation: Word template files. | Features. Unknown, not analyzed yet.

Damage: Unknown, not Size: Adds Macrosto Word | See Also:
analyzed yet. document/template files

Notes: ThisisaWord macro virus.
Id does not spread on the Macintosh.

Macros installed:
FileClose
FileSaveAs

Name: WM .Rapi |

Aliases. WM.Rapi, Rapi | Type: Macro.

Disk L ocation: Word template files. | Features. No damage, only replicates.

Damage: No damage, only Size: Adds Macrosto Word | See Also:
replicates. document/template files

Notes: ThisisaWord macro virus.

It givesthe error "WordBasic Err=7, Out of Memory".

Name: WM.REFLEX |

Aliases. WM.REFLEX, Reflex | Type: Macro.

Disk L ocation: Word template files. | Features. No damage, only replicates.

Damage: No damage, only Size: Adds Macrosto Word | See Also:
replicates. document/template files

Notes. Thisisaword macro virus.
Does not spread on Macintosh.

Macros installed:
FA

FClose

NowRun
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Name: WM .Safwan

Aliasess WM .Safwan, Kuwait

| Type: Macro.

Disk Location: Word template files.

Features: Encrypts macros.
Corrupts a program or overlay files.

Damage: Encrypts macros.
Corrupts a program or overlay
files.

Size: Add macrosto Word
document/templates files

See Also:

Notes. The WM.Safwan virus consist of one encrypted AutoOpen macro. When the virus infects
NORMAL.DOT, it splits to macros named FileOpen and System32.

WM .Safwan activates on the 10th of October. At thistime it displays a dialog box with this text:

Happy Birthday
Isit your birthday today?

Yes No

If the answer is yes the virus does not infect the opened document.

Otherwise the virus only spreads. The name of the virus comes from atext macro it created to
check if it has already infected NORMAL.DOT.

Name: WM.SATANIC

Aliases. WM.SATANIC, Satanic

| Type: Macro.

Disk L ocation: Word template files.

| Features. No damage, only replicates.

Damage: No damage, only
replicates.

Size: Adds Macrosto Word
document/template files

See Also:

Notes: ThisisaWord macro virus.
Displays the error :"Microsoft Word Err=1434, Word cannot find the designated menu.”

Macros installed:
AutoClose
AutoEXEC
AUutoEXxit
AutoNew
AutoOpen

Name: WM .Saver:De

Aliasess WM .Saver:De, Saver

| Type: Macro.

Disk L ocation: Word template files.

| Features. No damage, only replicates.

Damage: No damage, only
replicates.

Size: Adds Macrosto Word
document/template files

See Also:

Notes: Thisisaword macro virus.
Does not spread on the Macintosh.
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Macros installed:
Dateisspeichern
others?

Name: WM .ShareFun |

Aliasess WM .ShareFun, You have GOT to see this, Share
The Fun

Type: Macro.

Disk L ocation: Word template files. | Features. Corrupts adata file.

Damage: Corruptsadatafile. | Size: Add macrosto Word See Also:

document/template files

Notes. WM.ShareFun is a Word macro virus that is similar WM.Wazzu. The specia thing about
WM .ShareFun is that it attempts to spread over e-mail attachments. When Microsoft Mail is
running, the virus attempts to send e-mail messages to three random people listed in the local
MSMail alias list. The subject of the messages will be

Y ou have GOT to see this!

The message will contain no text, only afile attachment called DOC1.DOC, that is infected by the
virus. The document itself is the document that user happened to have open when the virus
activated. If the receiver double-clicks on the attachment, he will get infected by the virus and will
spread the infection further with his own MSMail.

Thisisnot an "e-mail virus'. Individuals can not get infected by just reading an e-mail message.
Infection occurs when the attachment file is executed.

WM. ShareFun has code to protect itself. If auser tries to analyse a sample of the virus via
Toolg/Macro or File/Templates menus, the virus will execute and infect the NORMAL.DOT
template.

Name: WM.SHMK

Aliasess WM.SHMK, Shmk

| Type: Macro.

Disk L ocation: Word template files.

| Features. No damage, only replicates.

Damage: No damage, only Size. Adds Macrosto Word | See Also:
replicates. document/template files

Notes: Thisisaword macro virus.

Displays the error: "WordBasic Err=512, Value out of range"

Macros installed:

AutoClose

Name: WM.ShowOff.C |

Aliases. WM.ShowOff.C, ShowOff, Showofxx | Type: Macro.

Disk L ocation: Word template files.

| Features. No damage, only replicates.

Damage: No damage, only
replicates.

Size: Add macrosto Word
document/template files

See Also:
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Notes. WM.Showoff.C consists of three encrypted macros. AUTOOPEN, CFXX and SHOW. It
infects document whenever they are opened or closed. WM.Showoff.C contains code to display

messages like:

Watch this I!!

TO ONE OF US, PEACE!

Puff !!

HAPPY BIRTHDAY!!!

The virus does not contain any directly harmful code.

Name: WM.Spooky:De

Aliases. WM .Spooky:De

| Type: Macro.

Disk L ocation: Word template files.

| Features. No damage, only replicates.

Damage: No damage, only
replicates.

Size: Adds Macrosto Word
document/template files

See Also:

Notes: Thisisaword macro virus.

Macros installed:
Dateisspeicherunter

Spooky

7 others. Only the first 2 spread to normal.dot

Name: WM.Stryx

Aliases. WM.Stryx, Stryx

| Type: Macro.

Disk L ocation: Word template files.

| Features. No damage, only replicates.

Damage: No damage, only
replicates.

Size: Adds Macrosto Word
document/template files

See Also:

Notes: ThisisaWord macro virus.
Does not spread in the Macintosh.

Macros installed:
StyrxOne
StyrxTwo
CleanAll

11 more

Name: WM .Sutra

Aliasess WM .Sutra, Sutra

| Type: Macro.

Disk L ocation: Word template files.

| Features. No damage, only replicates.

Damage: No damage, only
replicates.

Size: Adds Macrosto Word
document/template files

See Also:

Notes: ThisisaWord macro virus.
A series of dialog boxes are displayed when an infected document is opened.

They contain the strings:

"Y ou will then tell your friends and your friends will tell others...others!!!”
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Does not spread on the Macintosh.

Macros installed:
CTFBORNINS83
CTHSTCCLLESS11
DIAMONDSUTRA

FileSaveAs

Name: WM.Switches |

Aliases. WM.Switches, Switches | Type: Macro.

Disk L ocation: Word template files. | Features. No damage, only replicates.
Damage: No damage, only Size: Adds Macrosto Word | See Also:

replicates. document/template files

Notes: ThisisaWord macro virus.
Does not spread on Macintosh.

Displays the error "WordBasic Err=514, Document not Open"
Macros installed:

AutoEXEC
AutoOpen

Name: WM.Tedious |

Aliases. WM. Tedious, Tedious | Type: Macro.

Disk L ocation: Word template files. | Features. No damage, only replicates.

Damage: No damage, only Size: AddsMacrosto Word | See Also: WM.Bandung.A
replicates. document/template files

Notes: ThisisaWord Macro virus.
Does not spread on Macintosh.

Macros installed:
AutoNew
FileSaveAs
vAutoNew
vFileSaveAs

Name: WM.TWNO.A: Tw |

Aliases. WM.TWNO.A:Tw, Twno | Type: Macro.

Disk L ocation: Word template files. | Features. Corrupts adata file.

Damage: Corruptsadatafile. | Size: Adds Macrosto Word | See Also: WM. TWNO.B:Tw,
document/template files WM. TWNO.C:Tw,
WM. TWNO.D:Tw

Notes: ThisisaWord macro virus.
Infected files can not be opened on the Macintosh.

May 21, 1998 CIAC Computer Virus Information Update




52

MACRO
Macro Viruses

Name: WM.TWNO.B:Tw |

Aliases. WM.TWNO.B:Tw, Twno.B | Type: Macro.

Disk L ocation: Word template files. | Features. Corrupts adata file.

Damage: Corruptsadatafile. | Size: Adds Macrosto Word | See Also: WM. TWNO.A:Tw,
document/template files WM. TWNO.C:Tw,
WM. TWNO.D:Tw

Notes: ThisisaWord macro virus.
Infected files can not be opened on the Macintosh.

Name: WM.TWNO.C:Tw |

Aliases. WM.TWNO.C:Tw, Twno.C | Type: Macro.

Disk L ocation: Word template files. | Features. Corrupts adata file.

Damage: Corruptsadatafile. | Size: Adds Macrosto Word | See Also: WM. TWNO.B:Tw,
document/template files WM. TWNO.A:Tw,
WM. TWNO.D:Tw

Notes: ThisisaWord macro virus.
Infected files can not be opened on the Macintosh.

Name: WM.TWNO.D:Tw |

Aliases. WM.TWNO.D:Tw, Twno.D | Type: Macro.

Disk L ocation: Word template files. | Features. Corrupts adata file.

Damage: Corruptsadatafile. | Size: Adds Macrosto Word | See Also: WM. TWNO.B:Tw,
document/template files WM. TWNO.C:Tw,
WM. TWNO.A:Tw

Notes: ThisisaWord macro virus.
Infected files can not be opened on the Macintosh.

Name: WM.Wazzu.1 |

Aliases. WM.Wazzu.1, Wazzu, macro | Type: Macro.

Disk L ocation: Word template files. | Features. Corrupts adata file.

Damage: Corruptsadatafile. | Sizee Adds Macrosto Word | See Also: WM.Wazzu.2,

document/template files WM .Wazzu.3, WM.Wazzu.B,
WM .Wazzu.E, WM .Wazzu.H,
WM .Wazzu.J, WM .Wazzu.U,
WM .Wazzu.Y, WM .Wazzu.Z

Notes: Wazzu is aword macro virus. It infects Word documents by adding macros to the
documents and to the normal.dot global macro file.

It is not encrypted so anyone may see the code.

When a document is opened, the virus attempts to randomly move three words with a 0.2
probability and then attempts to insert the word Wazzu with a 0.2 probability.

Macros Installed:
AutoOpen

Removal: Mac: SAM
PC: F-PROT 2.23 detects
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Name: WM.Wazzu.2 |

Aliasess WM .Wazzu.2, Wazzu.2

| Type: Macro.

Disk L ocation: Word template files.

| Features. Corrupts adata file.

Damage: Corrupts adatafile.

Size: Adds Macrosto Word
document/template files

See Also: WM.Wazzu.1,

WM .Wazzu.3, WM.Wazzu.B,

WM .Wazzu.E, WM .Wazzu.H,
WM .Wazzu.J, WM .Wazzu.U,

WM .Wazzu.Y, WM .Wazzu.Z

Notes. Thisisaword macro virus.
See WM.Wazzu.1
This version does not spread on the Macintosh.

Macros installed:
7 macros

Name: WM.Wazzu.2 |

Aliasess WM .Wazzu.3, Wazzu.2

| Type: Macro.

Disk L ocation: Word template files.

| Features. Corrupts adata file.

Damage: Corrupts adatafile.

Size: Adds Macrosto Word
document/template files

See Also: WM.Wazzu.1,

WM .Wazzu.3, WM.Wazzu.B,

WM .Wazzu.E, WM .Wazzu.H,
WM .Wazzu.J, WM .Wazzu.U,

WM .Wazzu.Y, WM. Wazzu.Z

Notes. Thisisaword macro virus.
See WM.Wazzu.1
This version does not spread on the Macintosh.

Macros installed:
7 macros

Name: WM.Wazzu.B |

Aliasess WM.Wazzu.B, Wazzu.B

| Type: Macro.

Disk L ocation: Word template files.

| Features. Corrupts adata file.

Damage: Corrupts adatafile.

Size: Adds Macrosto Word
document/template files

See Also: WM.Wazzu.1,

WM .Wazzu.3, WM.Wazzu.2,
WM .Wazzu.E, WM .Wazzu.H,
WM .Wazzu.J, WM .Wazzu.U,
WM . Wazzu.Y, WM. Wazzu.Z

Notes. Thisisaword macro virus.
See WM.Wazzu.1
This version does not spread on the Macintosh.

Macros installed:
AutoOpen
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Name: WM.Wazzu.E |

Aliases. WM.Wazzu.E, Wazzu.E | Type: Macro.

Disk L ocation: Word template files. | Features. Corrupts adata file.

Damage: Corruptsadatafile. | Sizee Adds Macrosto Word | See Also: WM.Wazzu.1,

document/template files WM .Wazzu.3, WM.Wazzu.B,
WM .Wazzu.2, WM.Wazzu.H,
WM .Wazzu.J, WM .Wazzu.U,
WM . Wazzu.Y, WM. Wazzu.Z

Notes. Thisisaword macro virus.

See WM.Wazzu.1

Dieplays the error: "WordBasic Err=514, Document not open"
This version does not spread on the Macintosh.

Macros installed:
AutoOpen

Name: WM .Wazzu.H |

Aliases. WM.Wazzu.H, Wazzu.H | Type: Macro.

Disk L ocation: Word template files. | Features. Corrupts adata file.

Damage: Corruptsadatafile. | Size: Adds Macrosto Word | See Also: WM.Wazzu.1,

document/template files WM .Wazzu.3, WM.Wazzu.B,
WM .Wazzu.E, WM .Wazzu.2,
WM .Wazzu.J, WM .Wazzu.U,
WM . Wazzu.Y, WM. Wazzu.Z

Notes. Thisisaword macro virus.
See WM.Wazzu.1
This version does not spread on the Macintosh.

Macros installed:
AutoOpen

Name: WM.Wazzu.J |

Aliases. WM.Wazzu.J, Wazzu.J | Type: Macro.

Disk L ocation: Word template files. | Features. Corrupts adata file.

Damage: Corruptsadatafile. | Sizee Adds Macrosto Word | See Also: WM.Wazzu.1,

document/template files WM .Wazzu.3, WM.Wazzu.B,
WM .Wazzu.E, WM .Wazzu.H,
WM .Wazzu.2, WM.Wazzu.U,
WM .Wazzu.Y, WM .Wazzu.Z

Notes. Thisisaword macro virus.
See WM.Wazzu.1
This version does not spread on the Macintosh.

Macros installed:
AutoClose
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Name: WM.Wazzu.U |

Aliases. WM.Wazzu.U, Wazzu.U | Type: Macro.

Disk L ocation: Word template files. | Features. Corrupts adata file.

Damage: Corruptsadatafile. | Sizee Adds Macrosto Word | See Also: WM.Wazzu.1,
document/template files WM .Wazzu.3, WM.Wazzu.B,
WM .Wazzu.E, WM .Wazzu.H,
WM .Wazzu.J, WM .Wazzu.2,
WM . Wazzu.Y, WM. Wazzu.Z

Notes. Thisisaword macro virus.
See WM.Wazzu.1
This version does not spread on the Macintosh.

Macros installed:

AutoOpen

Name: WM .Wazzu.X |

Aliases. WM.Wazzu.X, Meatgrinder | Type: Macro.
Disk L ocation: Word template files. | Features. Corrupts adata file.

Damage: Corrupts adatafile. | Size: Adds Macrosto Word | See Also: WM.Wazzu
document/template files

Notes: ThisisaWord macro virus.
It contains the text: "The Meat Grinder virus - Thanks to Kermit the Frog, and Kermit the
Protocol "

It got alot of attention when the Military ASSIST team released a bulletin warning about it.
It is supposed to destroy the data on a hard drive after a 48 hour delay.

Name: WM .Wazzu.Y |

Aliases. WM.Wazzu.Y, Wazzu.Y | Type: Macro.

Disk L ocation: Word template files. | Features. Corrupts adata file.

Damage: Corruptsadatafile. | Size: Adds Macrosto Word | See Also: WM.Wazzu.1,
document/template files WM .Wazzu.3, WM.Wazzu.B,
WM .Wazzu.E, WM .Wazzu.H,
WM .Wazzu.J, WM .Wazzu.U,
WM .Wazzu.2, WM.Wazzu.Z

Notes. Thisisaword macro virus.
See WM.Wazzu.1
This version does not spread on the Macintosh.

Macros installed:

AutoOpen

Name: WM.Xenixos.De |

Aliases. WM. Xenixos.De, Xenixos, Nemesis, Evil One | Type: Macro.

Disk L ocation: Word template files. | Features. No damage, only replicates.

Damage: No damage, only | Sizee AddsMacrosto Word | See Also:
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replicates. | document/template files |

Notes: ThisisaWord macro virus.
In Feb. of 1996, the virus was distributed in a file named NEMESIS.ZIP in an Internet
newsgroup.

On the Macintosh it displays the message " No such macro or command”

The text "Brought to you by the Nemesis Corporation ¢ 1996" is placed at the end of some
printed documents.

It attempts to plant the DOS virus Neuroquilain the infected machine and to start it from
autoexec.bat

Macros Installed:
11 macros

Mac SAM
PC: F-PROT 2.22 detects

Name: XM.DMV |

Aliases. XM.DMV, DMV (Excel) | Type: Macro.

Disk L ocation: Excel macro files. | Features. No damage, only replicates.
Damage: No damage, only Size: Adds macrosto excel See Also: WM.DMV.A
replicates. meacro files.

Notes: Excel Demonstration Macro Virus.
This virus does no damage, but is a demonstration of the capability to infect an Excel macro.

Name: XM.Laroux |

Aliases. XM.Laroux, LAROUX | Type: Macro.

Disk Location: Excel Macro files. Features. No damage, only replicates.
Document file. Personal.xls
Global macro file.

Damage: No damage, only Size: Adds macrosto Excel See Also: XM.DMV,
replicates. files XM.Laroux.B

Notes. The LAROUX virusis an Excel macro language virus that infects Excel 5 and later
documents and infects the Personal.xIsfile. If Personal.xls does not exist, the virus creates it.
When personal has been infected, al new Excel workbooks (documents) are infected.

Does not spread on the Macintosh but causes an error "Path not found"

Macros installed:
auto_open
check files

Hidden worksheet:
laroux

Removal: delete the two macros auto_open and check_files.
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Protection: Set the attributes of your personal.xls file to read only. If you don't have a personal.xls
file, create a blank one and set its attributes to read only.

Name: XM.Laroux.B |

Aliases: XM.Laroux.B, Laroux.B | Type: Macro. |

Disk Location: Excel Macro files. Features. No damage, only replicates.
Document file. Personal.xls
Global macro file.

Damage: No damage, only Size: Adds macrosto Excel See Also:
replicates. files.

Notes. The LAROUX.B virusis an Excel macro language virus that infects Excel 5 and later
documents and infects the Personal.xIsfile. If Personal.xls does not exist, the virus creates it.
When personal has been infected, al new Excel workbooks (documents) are infected.

Does not spread on the Macintosh because of the way it searches for personal.xls but causes an
error "Path not found"

Macros installed:
auto_open
check files

Hidden worksheet:
laroux

Removal: delete the two macros auto_open and check_files.

Protection: Set the attributes of your personal.xls file to read only. If you don't have a personal.xls

file, create a blank one and set its attributes to read only.

Name: XM.Sofa |

Aliases;. XM.Sofa, Sofa | Type: Macro.

Disk L ocation: Excel macro files. | Features. No damage, only replicates.
Damage: No damage, only Size: Adds macrosto Excel See Also:

replicates. macro documents.

Notes: Thisis an Excel macro virus.

Does not spread on the Macintosh but causes the error "Runtime error 1005, Unable to set
caption property of the application class'.
Macros installed:

auto_open
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Macintosh
Computer Virus Table

Name Aliens4 |

Aliases. Aliens4 | Type: Hoax.
Disk Location: | Features:
Damage: | Size: | See Also;

Notes: NOT A VIRUS!

August 17, 1992 the DISA office published a Defense Data Network Security Bulletin about this
non-virus.

Quote: "It’sfast, It mutates, It likesto travel, Every time you think you've eradicated it, it pops up
somewhere else." They gave no way to identify it, and suggested you reformat your macintosh.
No Mac anti-virus people were contacted before sending this alert out.

On August 23, the aert was cancelled with a epilogue note.

All thiswas sent out on the Internet, so it is fairly far-reaching.

Name: ANTI |

Aliases. ANTI, ANTI-ANGE, ANTI A, ANTI B | Type: Patched CODE resource.
Disk Location: Application programs and Features. Interfereswith arunning

Finder. application.

Damage: Interfereswith a Size: See Also:

running application.

Notes: Attacks only application files, and causes some problems with infected applications.
VirusDetective search string: Resource Start & Pos-1100 & WData 000FA 146#90F#80703 ; For
finding ANTI A & B

SAM def: Name=ANTI, Resource type=CODE, Resource ID=1, Resource Size=any, Search
String=000A317CFFFFO00CA033303C0997A146, String Offset=any.

Name: Antivir! |

Aliases. Antivir! Type: Joke program. Not a
virus

Disk Location: Application. | Features. None.

Damage: None. | Size: | See Also;

Notes. Looks like an antivirus program. The program reports unrecoverable error, when 'scan’ is
selected to scan the filesystem (scan is an item from the scan menu).
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To disable the program, quit it and drag it out of the system folder.
The program terminates when 'Quit’ is selected from the 'File’ menu, or when the 'Quit’ button in
the error dialog box is clicked.

Name: April Fools |

Aliases: April Fools Type: Joke program, not a
Virus.

Disk L ocation: System Extension | Features: Does no damage.

Damage: Doesno damage. | Size: | See Also:

Notes: April Fools causes a system bomb alert box to appear when an alert box is supposed to.
The bomb message says "Error: Initializing hard disk..." and is accompanied by a few seconds of
the startup disk being accessed. Then an April Fools message appears followed by the normal
alert box. After two executions, the program disables itself.

To remove, remove from the System (Extensions) Folder and restart.

Name: Backwords |

Aliases. Backwords Type: Joke program, not a
Virus.

Disk L ocation: System Extension | Features. Does no damage.

Damage: Doesno damage. | Size: | See Also;

Notes: The Mac displays all text in reverse, including names, menus, and word processing text.
Also, text typed inisin reverse.

To remove, look for and remove the extension with the backwords B icon in the Systems
extensions folder (remembering that all these names will be displayed backwords). Then restart
using "tratseR" from "laicepS" menu (Restart from Special menu).

Name: BigFoot |

Aliases. BigFoot Type: Joke program, not a
virus.

Disk Location: INIT program. | Features. No damage is done.

Damage: No damageisdone. | Size: | See Also;

Notes. Footprints appear on applications running in the background.
The programisin the Extensions folder.
To removeit, drag the program out of the System folder and restart you Mac.

Name: Blood |

Aliases: Blood Type: Joke program, not a
Virus.

Disk Location: System program (Control Features. None.

Panels).

Damage: None. | Size: | See Also;

Notes: Thisisa’CDEV’ (control panel) type system program and it is located in the 'Control
Panels folder. The program causes big red holes to appear on the screen. Using the mouse, These
holes can be moved around manually just as any other icon on the desktop.

To remove the program, drag the program out of the 'System’ folder and restart the System.
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Name: Blue Meanie |

Aliases. Blue Meanie, Brian McGhie | Type: Other: Not avirus
Disk L ocation: System program. | Features:
Damage: | Size: | See Also;

Notes. A programmer apparently left the following text in the system file as ajoke. It isin the
second sector of thedata fork of the system. Maybe these are the apple programmers that worked
on the system.

Help! Help! Hes STILL being held prisoner in a system software factory!
The Blue Meanie:

Brian McGhie

Also serving time:

Giovanni Agnoli
Eric3 Anderson
Jeff Crawford
Cameron Esfahani
Dave Falkenburg
Hoon Im

Dave Lyons
Mike Larson
Darren Litzinger
Rob lunatic Moore
Jm Murphy

Mike Puckett
Anumele Rgja
Jm Reekes

Alex Rosenberg
Eric Slosser
Randy thel.en
Steve Stevenson
Roshi Y ousefi

and Tristan Farnon (because he paid us ten bucks)

Fugitives:

Lars Borresen
Scott Boyd
Jaime Cummins
Brad Post

Will the last person to leave please turn off the lights?
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Joy

Name: BrokaMac |

Aliases. BrokaMac Type: Joke program, not a
Virus.

Disk Location: Startup Item | Features. Does no damage.

Damage: Doesno damage. | Size: | See Also:

Notes: Simulates hardware failure by presenting blurry desktop and generating squeeling noise.
CAPS LOCK key or, on microphone equipped Macs, a loud noise causes BrokaMac to exit.
Remove by starting with extensions off and removing from system Startup Items folder (System
7)

or locate it and drag it to the trash (System 6).

Name: Burning Fuse |

Aliases. Burning Fuse Type: Joke program, not a
Virus.

Disk L ocation: System Extension | Features. Does no damage.

Damage: Doesno damage. | Size: | See Also;

Notes: Thisextension causes an animation of a bomb with a burning fuse to appear when the user
selects Shutdown or Restart. The cursor appears as a lit match. When the fuse burns down, it
generates an explosion noise and then proceeds normally.

To remove, remove it from the System (Extensions) Menu and restart.

Name: ByeByelNIT |

Aliases. ByeByelNIT Type: Joke program, not a
virus.

Disk Location: INIT program. | Features. None.

Damage: None. | Size: | See Also:

Notes: Mac plays a sound when you shut down the computer.
The programis an’INIT’ type in the Extensions folder.
To removeit, drag the program out of the System folder and restart your system.

Name: CDEF |
Aliases. CDEF | Type: Bogus resource.
Disk L ocation: The Desktop file | Features. No damage, only replicates.

Damage: No damage, only Size: CDEF ID#1 in Desktop | See Also: WDEF
replicates. File

Notes: It only infects the invisible "Desktop" files used by the Finder. Infection can occur as soon
asadisk isinserted into a computer. An application does not have to be run to cause an infection.
It does not infect applications, document files, or other system files. The virus does not
intentionally try to do any damage, but still causes problems with running applications.

Like WDEF, does not infect System 7 (virus-l, v4-223)

VirusDetective search string: Creator=ERIK & Executables ; For finding executables in the
Desktop
Find CDEF ID=1 in the Desktop file.
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SAM def: Name=CDEF, Resource type=CDEF, Resource ID=1, Resource Size=510, Search
String=45463F3C0001487A0046A9AB, String Offset=420 Rebuild the Desktop - Hold down
Command and Option while inserting the disk.

Name: CODE 252 |

Aliases: CODE 252 | Type: Bogus CODE resource.

Disk L ocation: System program. Features. Corrupts aprogram or overlay files.
Application programs and Finder.

Damage: Corruptsaprogram | Size: See Also:
or overlay files.

Notes: Thisvirustriggersif an infected application is run or system booted between JUNE6 and
DECEMBER 31. Between Jan 1 and June 6 the virus simply replicates.

Under System 7, the System file can be seriously damaged by this virus as it spreads. This
damage may cause a system to not boot, crash, or other unusual behavior.

The virus does not spread to other applications under MultiFinder on System 6.x systems, and
does not spread at all under System 7, HOWEVER, it will run if a pre-infected application is
executed. When triggered, a message appears in a dialog box that says all disks are being erased,
but NO ERASURE TAKES PLACE. Disinfectant 2.8, Gatekeeper 1.2.6 (but earlier versions
can find virus, just not by name), Rival 1.1.9v,

SAM 3.0.8, Virex INIT 3.8, Virus Detective 5.0.4, also after June 6, if you see the message
Disinfectant 2.8, Gatekeeper 1.2.6, Rival 1.1.9v, SAM 3.0.8, Virex INIT 3.8, Virus Detective
5.04

The message displayed is:

Y ou have avirus.
HaHaHaHaHaHaHa
Now erasing all disks...
HaHaHaHaHaHaHa
P.S. Have anice day.
HaHaHaHaHaHaHa
(Click to continue...)

USERS SHOULD NOT POWER DOWN THE SYSTEM IF THEY SEE THIS MESSAGE.
Powering down the system can corrupt the disk, leading to possible serious damage.

Name: CODE-1 |

Aliases: CODE-1, CODE 1 | Type: Bogus CODE resource. |
Disk Location: Application programs and Features. Corruptsaprogram or overlay files.
Finder. Renames Hard disk

System program.

Damage: Corruptsaprogram | Sizee CODE See Also:

or overlay files.

Renames Hard disk

Notes: Virus. CODE-1
Damage: Alters applications and system file; may rename hard disk; may crash system or damage
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somefiles. See below.
Spread: possibly limited, but has potential to spread quickly
Systems affected: All Apple Macintosh computers, under Systems 6 & 7.

Several sites have reported instances of a new Macintosh virus on their systems. This virus
spreads to application programs and the system file. Its only explicit action, other than spreading,
isto rename the hard disk to "Trent Saburo” if the system is restarted on October 31 of any year.
However, the virus changes several internal code pointers that may be set by various extensions
and updates. This may lead to system failures, failures of applications to run correctly, and other
problems. Under some conditions the virus may cause the system to crash.

The virus detected by some virus protection programs on some Macintosh machines (but no anti-
virus program released prior to this date specifically recognizes this virus). This behavior depends
on the nature of the hardware and software configuration of the infected machine.

Name: Conan the Librarian |

Aliases. Conan the Librarian Type: Joke program, not a
Virus.

Disk Location: Startup Item | Features: Does no damage.

Damage: Doesno damage. | Size: | See Also;

Notes: This applications monitors ambient noise from the Macintosh microphone. If noise crosses
certain threshhold, a voice with Austrian accent asks for quiet. As noise continues, voice gets
more firm and finally shouts "shut up!"

To remove, restart with extensions off and remove from Startup Items folder.

Name: CPro 1.41.sea |

Aliases. CPro 1.41.sea, CompacterPro, log jingle | Type: Trojan.

Disk Location: CPro 1.41.sea program | Features. Attempts to format the disk.
Damage: Attemptsto format | Size: See Also:

the disk.

Notes: CPro 1.41.sea appears to be a self extracting archive containing a new version of
Compactor Pro. When run, it reformats any disk in floppy drive 1, and attempts (unsuccessfully)
to format the boot disk.

The program contains a 312 byte snd resource named "log jingle" containing a sound clip from
the Ren and Stimpy cartoon series. Formats floppy disk indrive 1 File named CPro 1.41.sea
Contains:312 byte snd resource named "log jingle" All current utilities,

Name: Dimwit |

Aliases. Dimwit Type: Joke program, not a
Virus.

Disk L ocation: System Extension | Features. Does no damage.

Damage: Doesno damage. | Size: | See Also:

Notes: Dimwit causes the Mac screen to dim to 25% of its brightness over the course of about 5
minutes. Depressing the CAPS LOCK key resumes it’s original brightness until the key is
unlocked.

To remove, remove it from the System (Extensions) Folder and restart.
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Name: DOS sHELL |

Aliases. DOSsHELL Type: Joke program, not a
Virus.

Disk L ocation: System Extension | Features. Does no damage.

Damage: Doesno damage. | Size: | See Also:

Notes: Replaces the "Welcome to Macintosh” startup to a DOS shell prompt.
Clicking any key displays the programmers name; clicking again resumes the normal startup.
Remove by removing from system extensions folder.

Name: Dukakis |

Aliases. Dukakis | Type: Program. |
Disk Location: Hypercard stack. Features. Corrupts aprogram or overlay files.
NEWAPP.STK stack Interferes with a running application.

Damage: Corruptsaprogram | Size: See Also:

or overlay files.
Interferes with a running
application.

Notes: Written in HyperTalk on a HyperCard stack called "NEWAPP.STK". Addsitself to
Home Card and other stacks. Flashes a message saying, "Dukakis for President in 88, Peace on
Earth, and have aniceday." Thisvirus can be eliminated by using the Hypertalk editor and
removing the well commented virus code.

Name: Ed Norton Utilities |

Aliases. Ed Norton Utilities Type: Joke program, not a
virus.

Disk Location: Application programsand the | Features. None.

Finder.

Damage: None. | Size: | See Also;

Notes. The Ed Norton Utilitiesis a parody of the Norton Utilites.
To removeit, quit the application and delete it.

Name: Enchanted Menus |

Aliases. Enchanted Menus Type: Joke program, not a
Virus.

Disk L ocation: System Extension | Features. Does no damage.

Damage: Doesno damage. | Size: | See Also:

Notes: Causes menus selected from menu bar to pop up in random places instead of directly
beneath the bar.
To remove, remove it from the System (Extensions) Folder and restart.

Name: FlyPaper |

Aliases. FlyPaper Type: Joke program, not a
virus.

Disk L ocation: Startup Item | Features. Does no damage.
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Damage: Doesno damage. | Size: | See Also:

Notes. FlyPaper causes the desktop to get dragged with the cursor.

The CAPS LOCK or loud noise (on Microphone equipped Macs) exits the program.

To remove, restart with extensions off and remove from system startup items folder (System 7) or
locate and trash it (System 6).

Name: FontFinder Trojan |

Aliases. FontFinder Trojan | Type: Trojan.

Disk Location: FontFinder program Features. Corrupts aprogram or overlay files.
Corrupts adatafile.
Attempts to erase all mounted disks.

Damage: Corruptsaprogram | Size: See Also:
or overlay files.

Corrupts adatafile.

Attempts to erase all mounted
disks.

Notes: Trojan found in the Public Domain program called 'FontFinder’. Before Feb. 10, 1990, the
application smply displays alist of the fonts and point sizesin the System file. After that date, it
immediately destroys the directories of al available physically unlocked hard and floppy disks,
including the oneit resideson.  VirusDetective search string: Filetype=APPL & Resource Start
& WData 4E76#84EBA#E30#76702 ; For finding Mosaic/FontFinder Trojans

Name: Ha |

Aliases. Hd Type: Joke program, not a
virus.

Disk Location: System Extension Features. Does no damage.

Application programs and Finder.

Damage: Doesno damage. | Size: | See Also:

Notes. This application generates extension(s) that cause predetermined strings to be substituted
when typed in. For example, one may be created to substitute "Dumb Operating Syetem” when
the user types DOS. There is one extension per substitution string. To remove, the extensions
have to be removed from the Startup (system 6) or startup extensions folder.

Name: HC |
Aliases. HC, HyperCard virus | Type: Program.
Disk L ocation: HyperCard Stacks | Features:
Damage: | Size: | See Also;
Notes: Sam 3.0 search def: Virus Name: HC Virus

File Type: STAK

Search String pop-up menu: ASCII
Search String text field: if char 1 to 2 of LookAtDate <11

The string in the Search String text field above is an ASCII string.
Blank area between words are spaces. The string IS case sensitive.

As aguard against incorrect entry, SAM 3.0 has a"Check field" in the
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Definitions dialog boxes. If al of the above information is entered
correctly, then your check field should be AOBD.

Name: HC-9507 |

Aliases;. HC-9507, HC 9507 | Type: Program.

Disk L ocation: Hypercard stack. | Features. No damage, only replicates.
Damage: No damage, only Size: See Also:

replicates.

Notes: 31 July 1995

Virus: HC-9507

Damage: Infects HyperCard stacks only; does not infect system files or applications.

Spread: Once the home stack is infected, the virus spreads to other running HyperCard stacks and
other randomly chosen stacks on the startup disk.

Systems affected: All Apple Macintosh computers, under Systems 6 & 7.

The HC-9507 virus causes unusual system behaviors, depending on the day of the week and the
time. While running HyperCard with infected stacks, you may observe the screen fading in and
out, the word "pickle" being entered automatically, or your system may suffer a shutdown or
lockup.

According to feedback from the publishers and authors of the magjor anti-viral software programs,
information about upgrades to known, actively supported Mac anti-virus products is as follows:

Tool: SAM (Virus Clinic and Intercept)
Status: Commercia software
Revision to bereleased: 4.0.5

Tool: Virex

Status. Commercial software

Revision to be released: A free virus definition will be made available for al versions of Virex
5.5 or later immediately. This definition will be built into versions 5.5.5 and later.

Other antivirals:

CPAV (Centra Point Anti-virus) does not normally deal with HyperCard viruses, so no
update is needed.

Disinfectant does not deal with HyperCard viruses, so no update is needed.

Gatekeeper is no longer actively supported. However, its design is such that no update
would be needed.

No information is available at this time about the "Rival" antivirus program and this virus.

VirusDetective is not supported against HyperCard viruse so no update is needed.

Name: HermesOptimizer 1.1 |

Aliases. Hermes Optimizer 1.1 | Type: Trojan.

Disk Location: Hermes Optimizer 1.1 program | Features. Deletes or movesfiles.
Renamesfiles.

Damage: Deletesor moves | Size: | See Also:
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files.
Renames files.

Notes. The Hermes Optimizer 1.1 Stack is supposed to decrease the level of fragmentation in a
HermesShared file. It is actualy a Trojan Horse program that renames all files on your hard disk,
moves them and then deletes them. Y ou can recover the files with most standard utiltiies, but
must go through each one, one at atimeto figure out what it is and where it belongs. No files left
onyour disk. You find a stack with the name Hermes Optimizer 1.1 Don't run the Hermes
Optimizer 1.1 stack, dump it in the trash. Recover any lost files with standard file utilities like
those supplied with Norton Utilities or Central Point’s MacTools. Check each file individually to
see what it's name is and where it belongs.

Name: Imo.INIT |

Aliases: Imo.INIT | Type: Joke program, not a virus |
Disk Location: INIT program. | Features. None
Damage: None | Size: | See Also;

Notes. An infected Mac appears like DOS when it starts up. The programisan’INIT’ type and it
isin the Extensions folder.
To remove it, drag the program out of the System folder and restart.

Name: INIT 1984 |

Aliases. INIT 1984, INIT1984 | Type: BogusINIT. |
Disk Location: INIT program. Features. Deletesfiles.

Modifies names & attribs of files and folders
Damage: Deletesfiles. Size: INIT #1984 addedto | SeeAlso:

Modifies names & attribs of system folder.
files and folders

Notes: Infects system extensions of type "INIT" (startup documents). Does NOT infect the
System file, desktop files, control panel files, applications, or document files. AsINIT filesare
shared less frequently than are applications, and also due to the way the virus was written, this
virus does not spread very rapidly.

There have been very few confirmed sightings of this virus as of 3/17/92. (incl one in Netherlands
and 1in NY State). Virus works on both System 6 and System 7. Damage only occurs when
system is BOOTED on Friday the 13th, after 1991. On old Mac's with 64K ROMs, it will crash.
Gatekeeper and SAM Intercept, in advanced and custom mode were able to detect this virus's
spread. on any Friday the 13th in any year 1991 and above, will trigger. Damage includes
changing names and attributes of folders& files to random strings, and deletion of less than two
percent of files.

Name: INIT-17 |

Aliases. INIT-17, INIT17 | Type: BogusINIT.

Disk Location: Application programs and Features. Corruptsaprogram or overlay files.
Finder.

System program.

Damage: Corruptsaprogram | Size: INIT #17 added to files. | See Also:
or overlay files.

Notes. Thevirusisto display an alert message in awindow entitled "From the depths of
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Cybersgpace” the first time an infected machine is rebooted after 6:06:06 pm, 31 Oct 1993.
Lots of bugs in this virus cause earlier Macs to crash.

Name: INIT-M |
Aliases. INIT-M | Type: Bogus CODE resource. |
Disk Location: Applications and the Finder Features. Corrupts aprogram or overlay files.

Corrupts adatafile.
Deletes or movesfiles.

Damage: Corruptsaprogram | Sizee CODE See Also:
or overlay files.

Corrupts adatafile.

Deletes or movesfiles.

Notes: INIT-M rapidly spreads only under System 7; it does not spread or activate on System 6
systems.

The virus activates on any system running on Friday the 13th, files and folders will be renamed to
random strings, creation and modification dates, and file creator and type information will be
changed, files will be deleted.

Recovery from this damage will be very difficult or impossible.

Thefile"FSV Prefs’ will be found in the Preferences file.Delete infected files.

Name: INIT29 |

Aliases. INIT29 | Type: BogusINIT. |
Disk Location: Application programs and Features. Corruptsaprogram or overlay files.
Finder. Interferes with a running application.

Document file. Corrupts adatafile.

INIT program.

Damage: Corruptsaprogram | Size: INIT ID#29 See Also:

or overlay files.
Interferes with a running
application.

Corrupts a datafile.

Notes: It infects any file with resources, including documents. It damages files with legitimate
INIT#29 resources. If you see the following alert whenever you insert alocked floppy, it isa
good indication that your system isinfected by INIT 29.

The disk "xxxxx" needs minor repairs. Do you want to repair it?
Also, printing problems and unexplained crashes
If you find an INIT 1D=29 on an application or the System file, you may have this virus.
There are two Virus Detective search strings, one for the Finder and Applications, and one for
nonapplications:
Resource Start & Size<800 & WData 41FA#92E#797 ; For finding INIT29 in Appl's/Finder
FiletypeAPPL & Resource INIT & Size<800 & WData 41FA#92E#797 ; For finding INIT29 in
non-Appl’s
Removing the INIT repairs the files.
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Name: LunarCrack |

Aliases: LunarCrack Type: Joke program, not a
Virus.

Disk Location: INIT program. | Features. Does no damage.

Damage: Doesno damage. | Size: | See Also:

Notes: LunarCrack isan INIT program in the Extensions folder. The way LunarCrack affects the
Mac is not known, yet.
To removeit, drag the program out of the System folder and restart.

Name: MacBarf |

Aliases. MacBarf Type: Joke program, not a
Virus.

Disk L ocation: Control Panel | Features. Does no damage.

Damage: Doesno damage. | Size: | See Also:

Notes: Mac plays vomiting sound whenever a diskette is gjected.
To remove, remove it from the System (Control Panels) folder and restart.

Name: MBDF A |

Aliases. MBDF A | Type: Bogus resource.

Disk Location: Applications and the Finder Features. Corrupts aprogram or overlay files.
TETRICYCLE Trojan
Tetris-rotating Trojan

Damage: Corruptsaprogram | Size: Modifies CODE #0, See Also: MBDF, MBDF-B
or overlay files. adds 630 bytesto infected files

Notes: March 4, 1992: Correction: it DOES spread on ALL types of macintoshesiif the
operating system is System 7. It will not spread on a MacPlus or SE if that systemis using
System 6.x

Virus has to rewrite System file to infect it, can take up to 3 mins, if interrupted (think it hung)
will destroy system and would have to reload all of it. Does NOT affect data files. Does not do
malicious damage.

2 Cornell students have been accused of releasing it on Feb 14, 1992 to archive sites.

Thefile TETRICY CLE (also named "Tetris-rotating) is a trojan which installs the virus, the first
anti-viral updates did not locate thisvirus. See also below for more details. SAM’s old version
knows something was up (when it was installed with all options on) , but it would give an alert
and not allow the option to push the DENY button Disinfectant 2.6, Gatekeeper 1.2.4, Virex
3.6, SAM 3.0, VirusDetective 5.0.2, Rival 1.1.10

Claris applications will note code change, old ver. SAM running full tilt will also detect. Anti-
vira products mentioned above

Name: MBDF-B |

Aliases. MBDF-B, MBDF B | Type: Bogus resource.

Disk Location: Application programs and Features. Corruptsaprogram or overlay files.
Finder.

Damage: Corruptsaprogram | Size: Modifies CODE #0, See Also: MBDF-A
or overlay files. adds 630 bytesto infected files

Notes. Virus. MBDF-B
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Damage: minimal, but see below

Spread: probably limited

Systems affected: Apple Macintosh computers. The virus spreads on all types of Macs except
MacPlus systems and (perhaps) SE systems; it may be present on MacPlus and SE systems and
not spread, however.

A new variant of the MBDF-A virus has recently been discovered. It seemsthat a person or
persons unknown has modified the original MBDF-A virus slightly and released it. Like the
original, this virus does not intentionally cause damage, but it may spread widely.

The virus does not necessarily exhibit any symptoms on infected systems. Some abnormal
behavior has been reported in machines infected with MBDF-A, involving system crashes and
malfunctions in various programs, which may possibly be traced to the virus. Some specific
symptoms include:

* Infected Claris applications will indicate that they have been altered
* The "BeHierarchic" shareware program ceases to work correctly.
* Some programs will crash if something in the menu bar is selected with the mouse.
The MBDF-B virus should behave similarly and will spread under both System 6 and System 7.

Name: MDEF |

Aliasess MDEF, MDEF A, Garfield, MDEF B, Top Cat, Type: Bogus resource.
MDEF C

Disk Location: System program. Features. Interferes with arunning
Application programs and Finder. application.

Desktop file.

Document file.

Damage: Interfereswith a Size. MDEF ID#0 See Also:

running application.

Notes. MDEF infects applications, the System file, other system files, and Finder Desktop files.
The System file is infected as soon as an infected application is run. Other applications become
infected as soon as they are run on an infected system. MDEF's only purpose isto spread itself,
and does not intentionally attempt to do any damage, yet it can be harmful. Odd menu behavior.
VirusDetective search string: Resource MDEF & 1D=0 & WData 4D44#A6616#64546#6A9AB ;
For finding MDEF A & MDEF B

SAM def: Name=Garfield, Resource type=MDEF, Resource | D=0, Resource Size=314, Search
String=2F3C434F44454267A9A0, String Offset=42

SAM def: Name=GARFIELD-2, Resource type=MDEF, Resource ID=0, Resource Size=532,
Search String=2F3C4D4445464267487A, String Offset=304

SAM def: Name=MDEF C, Resource type=MDEF, Resource | D=0, Resource Size=556, Search
String=4D4445464267487A005EA9AB, String Offset=448

Name: MenuHack |

Aliases. MenuHack Type: Joke program, not a
Virus.

Disk L ocation: System Extension | Features. Does no damage.

Damage: Doesno damage. | Size: | See Also:
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Notes. MenuHack causes the menus in the menu bar to switch places when the user attempts to
Select.
To remove, remove from System Extensions folder and restart.

Name: merryxmas |

Aliases. merryxmas, Merry Xmas | Type: Program. |
Disk L ocation: Hypercard stack. Features. No damage, only replicates.
Can cause Hypercard to quit
Damage: No damage, only Size: 0to 1fileallocation See Also:
replicates. block
Can cause Hypercard to quit

Notes: Analysis of the Macintosh Merry Xmas virus 11/3/93
W. J. Orvis

Type: Program virus in a Hypercard script

Infection: Infects all open, unlockable stacks by copying itself to the end of the stack script.
Damage: None intentional

Size: 0to 1 alocation block since it adds to the end of the stack script, and the stack script is
increased by an allocation block whenever the script extends passed the end of the current block.

Disinfection: Open hypercard, switch to the last card in the home stack and set it to scripting.
Open the infected stack select Objects Stack Info and click Script. Find the virus at the end of the
script and delete it. To make it so SAM wont detect it, type enough characters to overwrite the
script, save it, then delete the typed characters and save it again. Check the stack script on your
home stack to seeif it was infected while you were disinfecting the infected stack.

When the virus is active, the disk is continually accessed by an 'on idle’ procedure, even though it
is not infecting the stack. If the stack is from Hypercard version 1, the virus can not infect it
because it can not be unprotected. If the stack is converted to version 2, the virus can unprotect
and infect it.

SAM with the 4/27/93 virus definitions will see this virus. If the virus has simply been deleted, the
virus key will still be in the stack beyond the EOF for the stack script causing SAM to detect the
virus in adisinfected stack. The virus inserts itself by counting off a number of lines from the
bottom of the stack, so adding linesto the virus will messit up.

Name: Minitors |

Aliases. Minitors Type: Joke program, not a
Virus.

Disk L ocation: System Extension | Features. Does no damage.

Damage: Doesno damage. | Size: | See Also:

Notes: Minitor decreases the size of the monitor display by one pixel each startup.

It maintains the screen’s proportions and moves the finder icons in.

To remove, remove it from the system extensions folder. If you have reached the point where the
Mac crashes (just enough for the menu bar), restart without extensions and then remove.
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Name: Mitten Touch-Typist |

Aliases. Mitten Touch-Typist Type: Joke program, not a
Virus.

Disk L ocation: System Extension | Features. Does no damage.

Damage: Doesno damage. | Size: | See Also:

Notes: Generates random keystroke errors; approximately one per 15 characters types.
Program automatically stops loading after three system boots; to permanently remove, remove it
from the System (System6) or System Extensions (System 7) folder.

Name: Moof |

Aliases. Moof Type: Joke program, not a
Virus.

Disk L ocation: System Extension | Features. Does no damage.

Damage: Doesno damage. | Size: | See Also:

Notes. Moof causes all text displayed on the Mac to be "Moof" with the o's streching it out to
the length of the original word.

To remove, remove it from the Systems Folder by identifying the icon with the "Dogcow". Then
resart the computer. Restart is in the special menu which is the second from the right on System 6
and the last on System 7. Restart is the second menu item from the bottom (on Powerbooks, the
third). Look for items with the same number of characters.

Name: Mosaic Trojan |

Aliases. Mosaic Trojan | Type: Trojan. |

Disk Location: Mosaic program Features. Corrupts aprogram or overlay files.
Corrupts adatafile.
Attempts to erase all mounted disks.

Damage: Corruptsaprogram | Size: See Also:
or overlay files.

Corrupts adatafile.

Attempts to erase all mounted
disks.

Notes: Imbedded in a program called 'Mosaic’, when launched, it immediately destroys the
directories of al available physically unlocked hard and floppy disks, including the one it resides
on. The attacked disks are renamed 'Gotchal’.  VirusDetective search string: Filetype=APPL &
Resource Start & WData 4E764#84EBA#E30#76702 ; For finding Mosaic/FontFinder Trojans.

Name: MS-Wyrd |

Aliases. MS-Wyrd | Type: Joke program, not a virus

Disk Location: Application programsand the | Features. Doesno damage.
Finder.

Damage: Doesno damage. | Size: | See Also:

Notes. MS-Wyrd is a parody of Microsoft Word.
To removeit, quit the application and remove it from the system.
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Name: Munch

Aliases. Munch Type: Joke program, not a
Virus.

Disk L ocation: System Extension | Features. Does no damage.

Damage: Doesno damage. | Size: | See Also:

Notes: Munch causes large "bites" to be taken out of windows and display boxes. Uneaten
portions are till usable. After finishing, the Mac emitsa loud burp and smacking noises, and
resumes on any new windows that are displayed.

To remove, remove from System (Extensions) Folder and restart.

Name: NetBunny |

Aliases. NetBunny Type: Joke program, not a
Virus.

Disk Location: INIT program. | Features. Does no damage.

Damage: Doesno damage. | Size: | See Also:

Notes: This is an ‘INIT’ type program stored in the extensions folder that is activated by a

trigger program. The ‘INIT’ part is installed on several networked computes. The trigger program
needs to be on one system. When triggered a ‘bunny’ appears on the networked machines, as it

marches passed the edge of the screen, it appears on a nother of the networked machines.

To remove the program, drag the INIT program out of the System folder and restart the s
Meanwhile, be patient and watch the bunny as it walks on the screen.

Name: NetDino

StartDino

Aliases. NetDino Type: Joke program, not a
StartDino virus.

Disk Location: System Extension Features. Does no damage.

Application programs and Finder.

Damage: Does no damage. | Size: | See Also:

Notes: NetDino causes a small dinosaur to move across the screen of the Mac, and then

onto the screen of another Mac in the Network. StartDino is an application for managing w
networked machines the dinosaur visits. Holding the mouse button as the dinosaur leaves
stops the action.

To remove, remove from the System (Extensions) Folder of each infected Mac and restart,

v

ystem.

to move
hat
a screen

v

Name: nVIR |

Aliases. nVIR, nVIR A, nVIR B, AIDS, Hpat, MEV#, FLU, Type: Patched CODE resource.
Jude, J-nVIR

Disk Location: Application programs and Features. Corrupts a program or overlay file
Finder. Interferes with a running application.

System program.

Damage: Corrupts a program Size: nVIR In system ID See Also:

or overlay files. #0,1,4,5,6,7; In application

Interferes with a running ID#1,2,3,6,7

application. CODE In appilciation ID#256
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INIT In system | D#32
Hpat, MEV#AIDS,FLU
Varations of nVIR resource
name in other mutations

Notes: It infects the System file and applications. nVIR begins spreading to other applications
immediately. Whenever a new application is run, it isinfected. Symptoms include unexplained
crashes and problems printing.

Works on Atari ST'sin MAC emualtion mode. Unexplained system crashes, problems printing.
There are two Virus Detective search strings, one for applications and one for the System file:
"Resource Start & Size<800 & WData 2F3A#FO0#C80#BO0 ; For finding nVIR, etc. in
Appl'sFinder"

"Filetype=ZSY S & Resource INIT & Size<800 & WData 2F3A#F00#C80#B00 ; For finding
nVIR, etc. (System)"

Name: NVwls |

Aliases. NVwils Type: Joke program, not a
Virus.

Disk L ocation: System Extension | Features. Does no damage.

Damage: Doesno damage. | Size: | See Also;

Notes: This extension prevents the user from being able to input vowells at the keyboard.
To remove, remove it from the System folder (System 6) or System Extensions folder (System 7)
and restart.

Name: Obnoxious |

Aliases. Obnoxious Type: Joke program, not a
virus.

Disk Location: INIT program. | Features. Does no damage.

Damage: Doesno damage. | Size: | See Also;

Notes. The obnoxious program is an audio type joke. A Mac user hears screaming sounds when
the program is activated.

The programisan INIT in the Extensions folder. Obnoxious is afitting name.

To remove it, drag the program out of the System folder and restart.

Name: Off Hook |

Aliases. Off Hook Type: Joke program, not a
Virus.

Disk L ocation: System Extension | Features. Does no damage.

Damage: Doesno damage. | Size: | See Also:

Notes. This extensions causes the Mac to smulate a telephone that has been off the hook. This
includes voice warning messages and the Beep-beep-beep for 15 seconds.
To remove remove it from the Systems extensions folder and restart.

Name: Open Me |

Aliases. Open Me, Open Me, OpenMe | Type: Hoax.
Disk Location: | Features:
Damage: | Size: | See Also;
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Notes: Asof 6/14/96, thisvirusisthird or fourth hand rumor. No one in the Mac antivirus
community has seen thisvirus. | can find no one who claimsto have actualy touched it, or even
who knows someone who says they have touched it.

The message that is circulating around the network is as follows.

"Just got word of anew virus called "Open Me." It looksto be a
Macintosh control panel virus. It hit one of the facilitiesin Denver in
abig way. At this point we don't know where it came from or how it
spreads but it will destroy a hard disk. So if you bring up your Mac and
see the message Open Me - don't do it.

Received from Dave Ferreira our local expert:

Thisis not ahoax. It appears to be a control panel type of virus that

can not be detected using SAM or Norton Anti-virus. The virus/control
panel wipes out the B-tree or B-catalog or whatever (basically wipes out
the location of every file on the hard disk)."

Name: Peace

Aliases. Peace, MacMag virus, Drew, Brandow, Aldus | Type: BogusINIT. |
Disk L ocation: Hypercard stack. Features. Corrupts aprogram or overlay files.
System program. Interferes with a running application.

Damage: Corruptsaprogram | Size: INIT ID#6 on System See Also:
or overlay files.
Interferes with a running
application.

Notes: First virus on the Macintosh. Displays "Peace on Earth" message on March 2, 1988 and
removes itself the next day. Distributed via a HyperCard stack. Its presence causes problems with
some programs.

Rumored that a writer for the current show "Star Trek: The Next Generation" wrote it and was
being accused in court and being sued: thisinfo came out in late 1992

Unexplained program crashes.

"Peace on Earth" message on March 2, 1988 INIT number ?? found on system file.
VirusDetective search string: "Resource INIT & Size<2000 & WData 494E#37A#86700 ; For
finding Peace"

SAM search string: " Remove the INIT from the System File.

Name: Playin’ Possum |

Aliases: Playin’ Possum Type: Joke program, not a
Virus.

Disk L ocation: Startup Item | Features. Does no damage.

Damage: Doesno damage. | Size: | See Also:

Notes: Plays"Taps' on abugle and shuts down the Mac.
To remove, restart Mac with extensions off (hold down shift key) and remove from Startup Items
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| folder in System folder.

Name: Radiation

Trigger

Aliases. Radiation Type: Joke program, not a
Trigger virus.

Disk Location: System Extension Features. Does no damage.

Application programs and Finder.

Damage: Doesno damage. | Size: | See Also:

Notes. This extension/application combination allows someone to generate phony alert boxes on
anetworked Mac. The extension, Radiation, is the received and must be installed on each Mac to
display messages. Trigger is the sending application. Any click on the receiving Mac getsrid of
the alert box.

To remove, remove Radiation from the System (Extensions) Folder from each of the Macs. Note
also that Program Linking must be enabled for Guests in the Users & Groups Control Panel. If
thisis not your default setting, use the control panel to turn the program linking privilege off for
guests.

Name: Scores |

Aliases: Scores, NASA | Type: Patched CODE resource. |
Disk Location: Application program. Features. Corrupts aprogram or overlay files.
System program. Interferes with a running application.

Damage: Corruptsaprogram | Size: INIT ID#6, 10, and 15 | See Also:

or overlay files. on the System, Notepad,

Interferes with a running Desktop, and Scrapbook files

application. atpl ID#128 on system

DATA 1D#400 on the System
CODE ID#n+1 0on
applications, nisthe first
unused CODE resource ID.
Notes: Infects applications and the system, and attempts to destroy files with creator types:
VULT, and ERIC. Causes problems with other programs, including unexplained crashes and
pronting errors. Changes the icons of the NotePad and Scrapbook files to the blank document
icon.

Check the icons for the Note Pad and Scrapbook files. They should look like little Macintoshes.
If they both look like blank sheets of paper with turned-down corners, your software may have
been infected by Scores There are two Virus Detective search strings, one for the Finder and
Applications, and one for the System file:

Resource Start & Size<8000 & WData FD38#FBA#5A3 ; For finding Scores in Appl’s/Finder
FiletypeAPPL & Resource INIT & Size<1100 & WData FD38#FBA#5A3 ; For finding Scoresin
System, etc.

Name: Sexplosion |

Aliases. Sexplosion Type: Joke program, not a
Virus.
Disk L ocation: Application programs and | Features. Does no damage.
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Finder. |

Damage: Doesno damage. | Size: | See Also:

Notes: The application has a suggestive title and afemale icon. If a curious user executesit, a
system bomb aert box appears

with a highlighted Restart button and dimmed Resume button. When trying to click on the Restart
button, it moves out of the way. The actua way to quit isto click on the dimmed Resume button.
Thisis an application and may appear anywhere on the system.

Name: Sexy Ladies Trojan |

Aliases. Sexy Ladies Trojan | Type: Trojan. |
Disk Location: Sexy Ladies application | Features: Attempts to erase all mounted disks.
Damage: Attemptsto erase Size: See Also:

all mounted disks.

Notes: Not avirus, but a Trojan Horse. Given away at 1988 San Fransisco MacWorld Expo,
erased whatever hard disk or floppy disk it was on when it was lanched. An application named
Sexy Ladies that erases the disk that containsit. Presence of the Application Sexy Ladies Delete
the application.

Name: Sneezomatic |

Aliases. Sneezomatic Type: Joke program, not a
Virus.

Disk L ocation: System Extension | Features: Does no damage.

Damage: Doesno damage. | Size: | See Also;

Notes. Sneezomatic prevents the mounting of floppy diskettes. Whenever a diskette isinserted, it
is gjected with an accompanying sneezing sound.
To remove, remove it from the System (Extensions) Folder and restart.

Name: Sniff |

Aliases. Sniff Type: Joke program, not a
Virus.

Disk L ocation: System Extension | Features. Does no damage.

Damage: Doesno damage. | Size: | See Also;

Notes. Plays"cold" sounds randomly at 15 second to 3 minute intervals. Sounds including
sniffling, throat clearing, and coughing.
To remove, remove it from the System (Extensions) Folder and restart.

Name: Solvent |

Aliases. Solvent, Li'l Devil Type: Joke program, not a
Virus.

Disk Location: Startup Item | Features. Does no damage.

Damage: Doesno damage. | Size: AddsFile | See Also:

Notes. Solvent causes the desktop to distort and melt until mouse button is clicked.

It isinstalled as a startup item (System 7) or from Finder set startup (System 6).

It may be renamed to make it difficult to find.

To remove, restart with extensions off and copy program to trash. If starting with extensions off
does not prevent
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| Solvent from starting, start the Mac with the mouse button pressed. Then locate and trash thefile. |

Name: Sonic Boom |

Aliases. Sonic Boom Type: Joke program, not a
Virus.

Disk L ocation: System Extension | Features. Does no damage.

Damage: Doesno damage. | Size: | See Also;

Notes: The Mac makes glass breaking sound and and makes the screen look shattered whenever
the Mac would normally emit a system beep, such as clicking outside a dialog box.
To remove, remove it from the System (Extensions) Folder and restart.

Name: Sproing |

Aliases. Sproing Type: Joke program, not a
virus.

Disk L ocation: System Extension | Features. Does no damage.

Damage: Doesno damage. | Size: | See Also:

Notes. Thisextension causes the cursor to overshoot its mark and bounce back and forth until
settling on a spot, such as if it were attached to a spring. Depressing the CAPS LOCK disables
this action.

To remove, remove from the System (Extensions) Folder and restart.

Name: Soueaker |

Aliases: Squeaker Type: Joke program, not a
virus.

Disk L ocation: System Extension | Features. Does no damage.

Damage: Doesno damage. | Size: | See Also:

Notes: Squeaker causes the Mac to emit squeak everytime mouse button is pressed.
To remove, remove it from System (Extensions) Folder and restart.

Name: StartupScreen
Broken Mac

Out of Order

Melting Mac

Aliases. StartupScreen Type: Joke program, not a
Broken Mac virus.

Out of Order
Melting Mac
Disk L ocation: System program. | Features: Does no damage.

Damage: Doesno damage. | Size: | See Also:

Notes. The "Welcome to Macintosh" startup screenis easily replaced by a PICT file named
StartupScreen in the system folder.

Two files from The Macintosh Joker, "Broken Mac" and "Melting Mac" may be used asthe
startup screen, as well as

in others.

To remove, move the StartupScreen file out of the system folder.
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Name: Steroid Trojan

Aliases. Steroid Trojan | Type: Trojan. |
Disk Location: Steroid INIT program Features. Attemptsto erase al mounted disks.
INIT program.

Damage: Attemptsto erase Size: Steroid INIT inserted in | See Also:

all mounted disks. the System Folder.

Notes: The steroid INIT is claimed to speed up QuickDraw on Macintoshes with 9 inch screens.
The INIT has code that checks for dates after June 30, 1989, and is active every year thereafter
from July through December. When it is activated, it attempts to erase all mounted drives. All
mounted drives are erased. Y ou may be able to save them with a disk editor like SUM or
MacTools. Find the Steroid INIT in the System file
VirusDetective search string: Resource INIT & Size<1200 & WData FE680C6E#EAEBA#FE0
For finding Steroid Trojan
SAM def: Name=Steroid Trojan, Resource type=INIT, Resource |D=148, Resource Size=1080,
Search String=ADE9343C000A4EFAFFF24AT78, String Offset=96

Remove the Steroid INIT from the System file.

Name: T4 |

Aliases. T4, T4-A, T4-B, GoMoku, T4-C | Type: Program. |
Disk Location: Applications and the Finder Features. Corrupts aprogram or overlay files.
GoMoku versions 2.0 and 2.1 Damages system file

Damage: Corruptsaprogram | Size: See Also:

or overlay files.
Damages system file

Notes: The T4 virus was discovered in the game GoMoku versions 2.0 (T4-A) and 2.1 (T4-B).
The name of the person in the game is not the virus author. The virus infects applications and the
Finder, and attempts to alter the system file. Infected applications can not be fixed. The altered
system file may not boot, or may not load INITS. The virus masquerades as Disinfectant to try to
bypass protection software such as GateKeeper. Once installed, the virus does not seem to do any
overt damage. INITsdon't load.

Alertsthat disinfectant is changing afile when Disinfectant is not running indicates the virusis
present.

System Won't boot. Use avirus checking program Replace applications and reinstall the System
and Finder. The applications, System, and Finder can not be repaired.

Name: Termites |

Aliases. Termites Type: Joke program, not a
Virus.

Disk L ocation: Control Panel | Features: Does no damage.

Damage: Doesno damage. | Size: | See Also:

Notes: This program makes it appear as if tiny termites are eating their way through everything
on the screen. Everything works O.K., but it getsincreasingly difficult to read the screen.
To remove, remove from the System (Control Panels) Folder and restart.
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Name: Totally Safe! |

Aliases. Totaly Safel Type: Joke program, not a
virus.

Disk Location: Application programsand the | Features. Doesno damage.

Finder.

Damage: Doesno damage. | Size: | See Also:

Notes: ‘Totally Safe!’ is an application program, that when executed, a dialogue box appears.
The box is similar to the one that appears whenever a system error occurs. When you try to
restart the system by using the ‘restart’ button, a missile destroys the button. To end the program,
click ‘resume’. Remove the application from the system to get rid of it.

Name: Tweety |

Aliases. Tweety Type: Joke program, not a
virus.

Disk L ocation: System Extension | Features. Does no damage.

Damage: Does no damage. | Size: | See Also:

Notes: Mac plays random bird sounds. To remove, remove it from the System (Extensions
Folder and restart.

N—r

Name: Umlaut Omelette |

Aliases. Umlaut Omelette Type: Joke program, not a
virus.

Disk L ocation: System Extension | Features. Does no damage.

Damage: Does no damage. | Size: | See Also:

Notes. Umlaut Omelette causes the Mac text to be displayed with randomly generated diacritical
and circumflex marks over every vowell.
To remove, remove it from the System (extensions) folder and restart.

Name: Vanish |

Aliases. Vanish Type: Joke program, not a
virus.

Disk L ocation: System Extension | Features. Does no damage.

Damage: Does no damage. | Size: | See Also:

Notes: The Vanish extension causes the Mac to not display text, including menus, title bars, and
folder names.
To remove, remove the Vanish application from the system extensions folder, identifying it/ by its
icon of a letter being erased. Then restart the computer. This can be done by finding the last pull
down menu, (second to last on System 6)

in the title bar. The restart is second from the bottom (third on PowerBooks).

Name: Virus Info Trojan |

Aliases. Virus Info Trojan ' Type: Trojan. |
Disk Location: Virus Info Program | Features:

Damage: | Size: | See Also;

Notes. This application has not been sighted outside of the Edmonton, Province of Alberta,
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Canada area where it was discovered.
When activated, destroys the directory structure  VirusDetective search string: Filetype=APPL
& dataFork & Size < 10000 & WData A003#24E94 ; For finding Virus Info Trojan.

Name: Wackey Lights |

Aliases. Wackey Lights Type: Joke program, not a
virus.

Disk Location: INIT program. | Features. Does no damage.

Damage: Doesno damage. | Size: | See Also:

Notes: 'Wackey Lights' is an ‘INIT’ program in the Extensions folder that produces visual effects
on the system. When, it is activated, the LEDs on the keyboard blink.
To remove it, drag the program out of the system folder and restart.

Name: WDEF |

Aliases. WDEF, WDEF-A, WDEF-B | Type: Bogus resource.
Disk Location: Desktop file. | Features,

Damage: Sizee WDEFID =0 in See Also: CDEF

Desktip file

Notes. WDEF only infects the invisible "Desktop” files used by the Finder. It can spread as/soon
as a disk is inserted into a machine. An application need not be run to cause infection.

Does not infect System 7 and above versions of the operating system due to changes in the O/S
VirusDetective search string: Creator=ERIK & Executables ; For finding executables in the
Desktop
Find WDEF ID=0 in the Desktop file. Rebuild the Desktop - Hold down Command and Option
while inserting the disk.

Name: Winnie the Pooh |

Aliases. Winnie the Pooh | Type: |
Disk Location: | Features:
Damage: | Size: | See Also;

Notes: We don't know if this is real. None of us has heard of it before, but the original
information came off of AppleLink. We also don't know of an "older virus" with these
characteristics.

There is an older virus that is resurfacing specifically with the High Volume
computers. When a disk is inserted a dialog box pops up with an icon of Winnie
the Pooh and the message "This disk is totally ------ up. Fixit?" and then

the buttons "Yea" or "No Way

The second possible message is "This disk has been erased" there is an "OK
button that when clicked gives the message "Haha ---head!".

Name ZUC |

Aliases: ZUC, ZUC 1, ZUC 2 | Type: Patched CODE resource.

Disk Location: Application programs and Features:
Finder.
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Damage: | Size: | See Also;

Notes: It infects only applications files. Before March 2, 1990 or less than two weeks after an
application becomes infected, it only spreads from application to application. After that time,
approximately 90 seconds after an infected application is run, the cursor begins to behave
unusually whenever the mouse button is held down. The cursor moves diagonally across the
screen, changing direction and bouncing like a billiard ball whenever it reaches any of the four
sides of the screen. The cursor stops moving when the mouse button is released. Wild shiftsin
cursor position.

Changes in the background pattern VirusDetective search string: Filetype=APPL & Resource
CODE & ID=1 & WData A746* AO38#31E* A033; For finding ZUC.Virus 1&2

SAM def: Name=ZUC A, Resource type=CODE, Resource ID=1, Resource Size=any, Search
String=4E56FF74A03641FA04D25290, String Offset=any

SAM def: Name=ZUC B, Resource type=CODE, Resource D=1, Resource Size=any, Search
String=7002A2604E752014A0552240, String Offset=any.
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MS-DOS/PC-DOS
Computer Virus Table

Name: 10 past 3 |

Aliases. 10 past 3 | Type: Program.
Disk Location: COM application. Features:

COMMAND.COM.

Damage: | Size: 748 | See Also:
Notes:

Name: 1024PrScr |

Aliases. 1024PrScr, 1024, PrSc, PrScr | Type: Program.
Disk Location: COM application. Features. Interferes with arunning
COMMAND.COM. application.

Damage: Interfereswith a Size: 1024 See Also:

running application.

Notes: Thisvirus will occasionally produce a"Print Screen” effect.

Name: 109 Virus |

Aliases. 109 Virus | Type: Program. |
Disk L ocation: COM application. | Features: Corrupts aprogram or overlay files,
Damage: Corruptsaprogram | Size: See Also:

or overlay files.

Notes: 1st discovered January 1992, thisvirusis a non-resident, direct action .COM file infector.
It contains no text or payload and is a simple, yet effective replicater

When an infected program is executed, it infects all .COM files in the current directory that meet
the following conidions, adding 109 bytes.

a. the file must be a.comfile, filesize between 2 bytes and 64 kb.

b. if the 1st bytre is BEh, assume that the file is already infected and do next file

c. the file must have normal attributes, so if it is hidden or read-only, virus won't infect

No error handling is done, the file time and date stamps will be changed upon infection

It may damage a program larger than 65427 bytes, for the end of the infected program will be
lost.

hex string: BE 00 01 56 8C C8 80 C4 10 8E C0 33 FF
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Name: 12-TRICKS Trojan |

Aliases. 12-TRICKS Trojan, Twelve Tricks Trojan, Tricks | Type: Trojan.

Disk Location: CORETEST.COM Features. Corruptsthefile linkages or the
FAT.
Hard disk boot sector. Attempts to format the disk.

Interferes with a running application.
Corrupts boot sector

Damage: Corruptsthefile Size: See Also:
linkages or the FAT.
Attempts to format the disk.
Interferes with a running
application.

Corrupts boot sector

Notes: Contained in "CORETEST.COM", afile that tests the speed of a hard disk. It installs
itself in the boot sector of the hard disk. Every time the computer boots, one entry in the FAT will
be changed. With a probability of 1/4096, the hard disk will be formatted (Track O, Head 1,
Sector 1, 1 Sector) followed by the message: "SOFTLoK+ V3.0 SOFTGUARD SYSTEMS|INC,
2840 St.Thomas Expwy,suite 201, Santa Clara,CA 95051 (408)970-9420". The following
printed on the screen: "SOFTLoK+ V3.0 SOFTGUARD SY STEMS,INC,2840 St.Thomas
Expwy,suite 201, Santa Clara,CA 95051 (408)970-9420"

Damaged FATs and directories.

All sorts of strange changes to typed or printed characters. Strange things happening when keys
aretyped. Text within the program CORETEST.COM, readable with HexDump-
utilities"MEMORY $"

Text within the boot sector of the hard disk:"SOFTLoK+ V3.0 SOFTGUARD
SYSTEMS,INC,2840 St.Thomas Expwy,suite 201, Santa Clara,CA 95051 (408)970-9420"

Name: 1226 |

Aliases: 1226, 1226D, 1226M, V1226, V1226D, V1226DM | Type: Program.

Disk Location: | Features:

Damage: Size: Polymorphic: each See Also:  Phoenix
infection different

Notes:

Name: 1260 |

Aliases: 1260, V2P1, Variable, Chameleon, Camouflage, Type: Program.
Stedlth

Disk Location: COM application. Features. Corrupts aprogram or overlay files.
COMMAND.COM. Interferes with a running application.

Damage: Corruptsaprogram | Size: 1260 See Also: Vienna

or overlay files. Polymorphic: each infection

Interferes with a running different

application.

Notes. This appearsto be related to the Viennavirus. The virus infects any COM file in the
current directory.
Uses variable encryption techniques.
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| The seconds field of the timestamp of any infected program will be 62 seconds.

Name: 1701

Aliases: 1701, Cascade, Cascade B, Autumn, Herbst

Type: Program.
Memory resident.

Disk Location: COM application.

application.

Features. Interfereswith arunning

Corrupts a program or overlay files.

Damage: Interfereswith a
running application.

Corrupts a program or overlay
files.

Sizes 1701

See Also:

Notes: A variation of the 1704 (Autumn) virus. Spreads between COM files. Occasionally
causes odd screen behavior (the characters on the screen fall into a heap at the bottom of the
screen!). Onerare variant can destroy data on hard disks.

Name: 1704-Format

running application.

Corrupts a program or overlay
files.

Attempts to format the disk.

Aliases: 1704-Format, Cascade Format Type: Program.
Encrypted/Stealth The virus
actively hides.

Disk Location: COM application. Features. Interferes with arunning

application.

Corrupts a program or overlay files.

Attempts to format the disk.
Damage: Interfereswith a Size: 1704 See Also:

disks.

Notes. Spreads between COM files. Occasionally causes odd screen behavior (the characters on
the screen fall into a heap at the bottom of the screen!). One rare variant can destroy data on hard

Name: 2387

Aliases. 2387

| Type: Boot sector.

EXE application.
Floppy disk boot sector.
Hard disk boot sector.

Disk Location: COM application.

Features. Corruptsaprogram or overlay files.
Corrupts boot sector

Damage: Corrupts a program
or overlay files.
Corrupts boot sector

Size: Polymorphic: each
infection different

See Also:

Notes. Polymorphic multi-partite fast infector
Trigger: some time after it has been loaded in memory, it displays a rough fractal image using text
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mode and pseudo-graphic characters (it’s hard to get this picture to come up)

To spread, it infects the MBSector. When you boot from an infected HD, it infects EXE files as
you execute them.
PC's without a hard disk are immune.

Name: 2400 baud modem virus |

Aliases. 2400 baud modem virus, Modem virus of 1989 | Type: Hoax.
Disk L ocation: | Features. Thisvirusisamyth!
Damage: Thisvirusisamyth! | Size: | See Also:

Notes: In December of 1989 there was a 'scare’ about a modem virus being transmitted viaa
"sub-carrier” on 2400 bps modems. Thisistotally untrue, although reports of this mythical
virus still occasionally occur.

2400 baud modem virus:

SUBJ: Resdlly Nasty Virus
AREA: GENERAL (1)

I've just discovered probably the world's worst computer virus

yet. | had just finished alate night session of BBSing and file
treading when | exited Telix 3 and attempted to run pkxarc to

unarc the software | had downloaded. Next thing | knew my hard
disk was seeking all over and it was apparently writing random
sectors. Thank god for strong coffee and a recent backup.
Everything was back to normal, so | called the BBS again and
downloaded afile. When | went to use ddir to list the directory,

my hard disk was getting trashed again. | tried Procomm Plus TD
and also PC Talk 3. Same results every time. Something was up so |
hooked up to my test equipment and different modems (I do research
and development for alocal computer telecommunications company
and have an in-house lab at my disposal). After another hour of
corrupted hard drives | found what | think is the world's worst
computer virus yet. The virus distributes itself on the modem sub-
carrier present in all 2400 baud and up modems. The sub-carrier is
used for ROM and register debugging purposes only, and otherwise
serves no othr (sp) purpose. The virus sets a bit pattern in one

of the internal modem registers, but it seemed to screw up the

other registers on my USR. A modem that has been "infected" with
this virus will then transmit the virus to other modems that use a
subcarrier (I suppose those who use 300 and 1200 baud modems
should be immune). The virus then attaches itself to al binary
incoming data and infects the host computer’s hard disk. The only
wal to get rid of thisvirusisto completely reset all the modem
registers by hand, but | haven't found a way to vaccinate a modem
against the virus, but there is the possibility of building a

subcarrier filter. I am calling on a 1200 baud modem to enter this
message, and have advised the sysops of the two other boards
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(names withheld). | don't know how this virus originated, but I'm
sureit isthe work of someone in the computer telecommunications
field such as myself. Probably the best thing to do now isto

stick to 1200 baud until we figure this thing out.

Mike RoChenle

This bogus virus description spawned a humorous aert by Robert Morrisllil :

Date: 11-31-88 (24:60) Number: 32769

To: ALL Refer#: NONE

From: ROBERT MORRIS I11 Read: (N/A)

Subj: VIRUSALERT  Status: PUBLIC MESSAGE

Warning: There's anew virus on the loose that’s worse than
anything I've seen before! It getsin through the power line,

riding on the powerline 60 Hz subcarrier. It works by changing the
serial port pinouts, and by reversing the direction one’s disks

spin. Over 300,000 systems have been hit by it here in Murphy,
West Dakotaaone! And that’s just in the last 12 minutes.

It attacks DOS, Unix, TOPS-20, Apple-11, VMS, MV'S, Multics, Mac,
RSX-11, ITS, TRS-80, and VHS systems.

To prevent the spresd of the worm:

1) Don't use the powerline.

2) Don't use batteries either, since there are rumors that this
virus has invaded most mgjor battery plants and is infecting the
positive poles of the batteries. (Y ou might try hooking up just
the negative pole.)

3) Don't upload or download files.

4) Dont store files on floppy disks or hard disks.

5) Don't read messages. Not even this one!

6) Don't use serial ports, modems, or phone lines.

7) Don't use keyboards, screens, or printers.

8) Don't use switches, CPUs, memories, miCroprocessors, or
mainframes.

9) Don't use electric lights, electric or gas heat or
airconditioning, running water, writing, fire, clothing or the
whesl.

I'm sure if we are al careful to follow these 9 easy steps, this
virus can be eradicated, and the precious electronic flui9ds of
our computers can be kept pure.

---RTM 111

May 21, 1998 CIAC Computer Virus Information Update

89



PC
MS-DOS/PC-DOS Computer Viruses

Name: 2UP
Aliases. 2UP | Type: Program.
Disk Location: COM application. Features. Corrupts adatafile.
EXE application. Displays messages.
Drops letters on the screen

Damage: Corruptsadatafile. | Size: A 6000 byte long, See Also:
Displays messages. parasitic virus program.
Drops letters on the screen Also, takes 18 kbyte from

memory

90

Notes: The following notes are extracted from VB, April 1995:

2UP virus has appeared in Russia. It is 6 kbyte long, and it is written in Assembler language. 2UP
infects EXE and COM files.

Execution of an infected file transmits the virus to the system memory. The decryption routine
takes control from the host program, it restore the virus body to its original form, then it passes
control to the installation routine. The installation routine checks for a memory-resident copy. If it
fails to identify itself in memory, then the virus starts to install itself. It alocates 18 kbyte of
memory for itsuse and hooks to Int 22h handler which is Program Termination Address, then it
returns control to the host program. After the program termination, the virus moves itself to the
system memory employing Int 22h.

The virus infects EXE and COM files. In the case of COM files, it writesitself in front of the host
file. In the case of EXE file, the virus inserts itself between the header and body of the host file
and it modifies the header so that control is passed to the virus code. 2UP modifies the directory
sector on disk, it writes itsID stamp in the file directory entry. The stamping is accomplished by
writing the string ' 2UP(C)1994 into the reserved field of the directory entry. Thisis used to
prevent multiple infection. In addition, the virus uses a second test for self-recognition, it
compares the file beginning with 15 bytes of the virus code.

When new files are created on the system, the memory-resident copy checks their names before
infecting them. The name is check against the text string ' AID COMMAND ANTI AV
HOOK SOS TSAFE -V SCAN NC' to avoid infecting any of the anti-virus programs,
COMMAND.COM, etc.

2UP has several payloads and the payload may be delivered as soon as the virus gets control.
While 2UP installs itsalf into the system memory, it calls Int 21h with AX=F66h, if register CX
returns a value of 4F6Bh, then the following message is displayed: Hello BOBBY ! (BOBBY -
Trash Soft & Hardware)

Also, the virus has several video effect messages. One video effect istriggered by the occurrence
of an error ; It selects a line on the screen randomly and character will be raised from their places
and dropped back to place. The second video effect istriggered under certain condition by either
the execution of an anti-virus program or opening afile. This video effect covers the whole screen
with 2UP and test strings related to virus. The proper conditions for this video effect are even--
number months and the current second of 58 or 59.

Sometimes the virus overwrites newly created files with the second video message.
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The recommended method for disinfection is to use clean system conditions, then identify and
replace the infected files.

Name: 3APA3A

Aliases: 3APA3A, Zaraza | Type: Multipartite,

Disk Location: Floppy disk boot sector. Features. Deletes or movesfiles.

10.SY S of hard disk Display message during August of any year.
Damage: Deletes or moves Size: 1024 byte long, written | See Also:

files. in two 512 byte sectors.

Display message during Adds the attribute " VOLUME

August of any year. " 10 10.SYS on hard disk.

Notes: The following notes are extracted from VB Nov. 1994.

This virus was cultivated in Russia, the word 3APA3A means” infection " in Russian and its
pronounced "ZARAZA".

Thetext is encrypted in Russian, but Anglicized.It can be displayed using standard DOS display
driver.

The virus code is 1024 byte long and consists of 512 sectors. The first sector contains the virus
installation code and the floppy disk infection routines. The second part contains hard disk
infection routine and it is placed on the boot sector of floppy disk!.

The virus is capable of recognizing itself on floppy disks and hard disk. On hard disk, it checks the
first root directory entry for VOLUME attribute. On floppy disk, It looks to its own ID-byte ( i.e.
compares the byte at the offset 21h with the value of 2Eh).

The virus intercepts Int 13h.

Hard disks are infected when an infected floppy disk is loaded. The virus decrypts itself, then
passes the controls to the second sector of the virus code which contains hard disk infection
routine. This infection routine reads the first boot sector of the hard disk and checks its size. If the
sizeisless than 16 MB, no infection occurs. Otherwise, it calculates the address of the first sector,
reads it, then checks the attributes of the first entry. In DOS, thisentry isthe |O.SY Sfile. If
VOLUME isnot listed as one of the attributes, then the virus starts its infection process.
ZARAZA placesacopy of I0.SYS in 3rd entry but written to the last cluster of the hard disk.
Then, it overwrites the first entry (the original 10.SY S) with its own routine and adds the
VOLUME attributes. The result of this manipulation isthat the virus residesin memory and it
avoids detection.

The triggering mechanism is the system date. When loading from an infected disk, during the
month of "AUGUST" , the following message is displayed:

B BOOT CEKTOPE - 3APA3A
The message means " There is an infection in the boot sector ".

Removal of the virus from a hard disk is difficult. The standard DOS utilities such as SY'S,
LABEL are not capable of removing the virus and reconstructing the root directory. The use of
specialist software is recommended. A scanner with routines that checks files via absolute access
must be used. A second method is using a sector editor to reverse the change and re-construct the
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original root directory.

Name: 3X3SHR |

Aliases. 3X3SHR | Type: Trojan.

Disk Location: 3X3SHR.?7?7?

| Features. Erases the Hard Disk.

Damage: Erasesthe Hard
Disk.

Size: 78848 bytes 3X3SHR
file

See Also:

Notes: *TROJAN* Time Bomb type trojan wipes the Hard Drive clean.

Name: 3y |

Aliases. 3y | Type:
Disk Location: | Features:

Damage: | Size: | See Also;

Notes. v6-151: At least one anti-virus program can detect and remove this virus.

Name: 4-days |

Aliases. 4-days | Type:

Disk Location: | Features:

Damage: | Size: | See Also;

Notes. v6-151: At least one anti-virus program can detect and remove this virus.

Name: 405 |

Aliases. 405 | Type: Program.

Disk L ocation: COM application.

| Features: Corrupts aprogram or overlay files.

Damage: Corrupts a program
or overlay files.

Size: Overwritesfirst 405
bytes of a.COM file.

See Also:

Notes: The virus spreads itself by overwriting the first 405 bytes of a.COM file. Onefileis
infected each time an infected file is executed.

Name: 4096 |

Aliases. 4096, Century, Century Virus,100 Y ears Virus, Type: Program.

Frodo, IDF, Stealth Encrypted/Stealth The virus
actively hides.

Disk Location: COM application.

EXE application.
Program overlay files.
COMMAND.COM

application.

Features. Interfereswith arunning

Corrupts a program or overlay files.
Corrupts adatafile.
Corrupts the file linkages or the FAT.

Damage: Interfereswith a
running application.

Corrupts a program or overlay
files.

Corrupts adatafile.

Corrupts the file linkages or
the FAT.

Size: 4096 bytesincreasein
length, but hidden from the
DIR cmd.

See Also:
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Notes: It infects both .COM or .EXE applications. It is nearly impossible to detect once it has
been installed since it actively hides itself from the scanning packages. Whenever an application
such as a scanner accesses an infected file, the virus disinfects it on the fly. DIR will also not show
the change in length.

virus-l, v5-063: tries to place a new boot sector over the orig. on Sept 21 but the code to do this
is garbled, so the computer will hang.

v6-084: Frodo can infect certain types of non-executable files Almost none.

The computer will hang at a Get Dos Version call when the date is after 9/22 and before 1/1 of
next year.

virus-l, v5-063: report that this virus will Activate on Sept 21.  Compare file lengths with DIR
and a Disk editor like Norton utilities. If they differ by 4096 you have the virus. If the date of the
fileis 20XX (XX being the last 2 digits of the original date) then the file has probably been
infected by the 4096 virus Copying afile to afile with a non-executable extension results in a
disinfected file because the virus removes itself when the file is copyed by COMMAND.COM.

A Do-it-yoursalf way: Infect system by running an infected file, ARC/ZIP/ILHARC/ZOOQ al
infected .COM and .EXE files, boot from uninfected floppy, and UNARC/UNZIP/LHARC E etc.
all files. Pay special attention to disinfection of COMMAND.COM.

v6-151: At least one anti-virus program can detect and remove Frodo (F, G, and H).

Name: 4870 Overwriting |

Aliases. 4870 Overwriting | Type: Program.
Disk Location: EXE application. | Features,
Damage: | Size: 4870 | See Also:

Notes: Thisvirus infects programs by overwriting, and thus destroying them.

Name: 4res \

Aliases. 4res | Type:

Disk Location: | Features:

Damage: | Size: | See Also;
Notes. v6-151: At least one anti-virus program can detect and remove this virus.
Name: 512 |

Aliases. 512, 512-A, 512-B, 512-C, 512-D \ Type: Program.
Disk Location: COM application. | Features,

Damage: | Size: | See Also;

Notes: Thevirus hidesin the first 512 bytes of free space in the last cluster of a.COM file.
When RAM-Resident, it hides in the disk buffer space for code in order not to take-up memory.
Files do not appear to change in length, because the virus removes itself on the fly when the file is
accessed by another program.

virus-l, v4-131 says that avariant of the 512 and Doom-I1 virus can put executable code into
video

memory. "666" at offset 509. A Do-it-yoursalf way: Infect system by running an infected file,
ARC/ZIPILHARC/ZOO dl infected COM and EXE files, boot from uninfected floppy, and
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UNARC/UNZIP/LHARC E etc. al files. Pay specia attention to disinfection of
COMMAND.COM.

Name: 66a |

Aliases. 66a | Type: Program. |

Disk Location: COM application. Features:

COMMAND.COM.

Damage: | Size: 512 | See Also:

Notes:

Name: 99% |

Aliases. 99%, 99 percent | Type: Program. |

Disk Location: EXE application. Features. Corrupts aprogram or overlay files.
Corrupts adatafile.

Damage: Corruptsaprogram | Size: 821 See Also:

or overlay files.
Corrupts adatafile.

Notes. Thisvirus may overwrite files with a small Trojan that displays a message
which starts with the line "Het 99%-virus heeft toegeslagen.”

Name: Abbas |

Aliases. Abbas | Type:

Disk Location: | Features:

Damage: | Size: | See Also;

Notes: v6-151: At least one anti-virus program can detect and remove this virus.

Name: ABC.2378 |

Aliases. ABC.2378 | Type: Program.
Disk Location: EXE application. Features. Interferes with arunning
COM application. application.

Corrupts the file linkages or the FAT.
Damage: Interfereswith a Size: 2378 See Also: ABC

running application.
Corrupts the file linkages or
the FAT.

Notes: The ABC.2378 virusingtallsin high memory and hooks INT 21h, INT 1Ch, and INT

16h.

It infects EXE and COM when they are executed.

The virus uses encryption-decryption algorithm to install itself and infect files.

The virusis activated on the 13th day of the month. When activated, ABC.2378 monitors the
keyboard, and whenever a key is pressed twice, a third press is added that is . ‘22" becom
Many files and instructions could be corrupted unknowingly, and it is hard to determine the
damage to the system.

es 222
exact

The program may also destroy the FAT.
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Name: ABCD |

Aliases. ABCD | Type: Boot sector. |

Disk Location: MBR Hard disk master boot Features. No damage, only replicates.
record-partition table.

Floppy disk boot sector.

Floppy disk boot sector.

Damage: No damage, only Size: Polymorphic: each See Also:
replicates. infection different

Notes. The ABCD virusis aharmless boot virus. It is transmitted via infected floppy diskette
boot sectors.

When an infected diskette is booted, the virus hooks INT 13h and writes its code in the boot
sector.

The virus has some encryption agorithms. Each new infection is slightly different from the parent
virus.

The virus infection can be detected by finding ABCDh as the 1D-word at the beginning of the
boot sector.

The ABCD virus has no payload.

Name: Abraxas |

Aliases. Abraxas | Type: Program. |

Disk L ocation: | Features: Corrupts aprogram or overlay files,

Damage: Corruptsaprogram | Size: 1171 See Also:
or overlay files. 1200

Notes. v6-151: Overwrites/destroys infected files.

Name Ada |

Aliases. Ada | Type: Program.

Disk Location: COM application. Features:
COMMAND.COM.

Damage: | Size: 2600 | See Also:

Notes: Adaisaresident .COM file infector found in Argentina. The virus may interfere with the
operation of the PC-cillin anti-virus program.

Name: Adolf |

Aliases. Adolf | Type: Program.
Disk Location: COM application. Features:

COMMAND.COM.

Damage: | Size: 475 | See Also:

Notes. Adolf isaresident, .COM file infector that contains the string Adolf Hitler.

Name: Advent |

Aliases. Advent, 2761 Type: Program.
Encrypted/Stealth The virus
actively hides.

Disk Location: COM application. | Features. Interferes with arunning
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EXE application. application.
COMMAND.COM.
Damage: Interfereswith a Size: 2761-2776 Bytes are See Also:
running application. appended on a paragraph

boundary

Notes: Spreads between .COM and .EXE files. Beginning on every "Advent"(the 4th Sunday
before Christmas until Christmas eve), the virus displays after every "Advent Sunday" one more lit
candle in awreath of four, together with the string "Merry Christmas' and plays the melody of
the German Christmas song "Oh Tannenbaum”. By Christmas all four candles are lit. This happens
until the end of December, whenever an infected file isrun. If the environment variable
"VIRUS=0OFF" is set, the virus will not infect.

Name: AIDS |

Aliases. AIDS, Hahaha, Taunt, VGA2CGA | Type: Program. |
Disk L ocation: COM application. | Features: Corrupts a program or overlay files.
Damage: Corruptsaprogram | Size: Overlays application, no | See Also:

or overlay files. increase

Notes: It infects .COM files.

Name: AIDSII |

Aliases. AIDSII, AIDSHI ' Type: Companion program.
Disk Location: COM application. | Features:

Damage: Size: 8064 See Also:

Adds File

Notes: AIDSII isacompanion virus. When activated, it creates .COM files with the same name
as .EXE files. DOS will always execute the .COM file first, which is the virus. The virus then
executes the .EXE file when it is finished.

Name: AIDSII |
Aliases. AIDSII, AIDS | Type: Trojan.
Disk Location: AIDS Information Features. Encryptsthefile directory.
Introductory Diskette
Damage: Encryptsthefile Size. AddsFile REM#EXE | SeeAlso:
directory. 146188 bytes (hidden file)
Adds File AIDS.EXE 172562
bytes

Notes. On Monday, 11th December 1989, several thousand diskettes named "AIDS Information
Introductory Diskette Version 2.0" were mailed out containing a program that purported to give
you information about AIDS. These diskettes actually contained a trojan that will encrypt the file
names on your hard disk after booting your computer about 90 times. If you have installed this
program, you should copy any important data files (no executables) and reformat your hard disk.
All your file names are encrypted and the disk isfull. In the root directory, files named:
AIDS.EXE, AUTO.BAT, AUTOEXEC.BAK

Two hidden subdirectories called # and ##H##  #i#HH#

The # subdirectory contains a readonly, hidden file called REM#.EXE.

The ## ### subdirectory contains a hidden subdirectory called ## ###
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The ## ### ubdirectory contains a hidden subdirectory called ###H##  ##

The ####  ## subdirectory also contains a subdirectory called ERROR IN.THE, and fivefiles
named

e e ., _ad_ .

(where__isthe underline character, isthe space character, and # is Ascii 255).

The minimum required to disable the virusis to remove the AUTOEXEC.BAT file that runs the
program REM#.EXE and to remove all the hidden directories. This will not insure removal of the
virus. It would be better backup any needed data files (no applications) and to do alow level
format of the hard disk.

If the virus has aready been activated, you can recover the encrypted file names using the table
below in the summary, and then reformat the disk.

Name: Aircop |

Aliases. Aircop | Type: Boot sector.
Disk Location: Hard disk boot sector. Features. Corrupts boot sector
Floppy disk boot sector.

Damage: Corrupts boot Size: See Also:

sector

Notes: fromareport in virus-|, v4-220:

Causes FPROT 2.01 to hang, while FPROT 1.15 sometimes says its cured (but it never is)
CLEAN 7.9v84 says "Virus cannot be safely removed from boot sector”

DOS/SY S says "Not ableto SYSto .3L File System™

The virus may display Red State, Germ Offensive AIRCOP when booting with an infected disk.

Name: Akuku |

Aliases. Akuku, Metal Thunder, Copmpl | Type: Program.
Disk Location: COM application. Features:

EXE application.

Damage: Size: 889 See Also:

892
1111 - Copmpl variant

Notes: Containsthe string A kuku, "Nastepny komornik ! "
The Copmpl variant contains the string. "Sorry, I'm copmpletly dead"

Name: Alabama |
Aliases: Alabama, Alabama-B, Alabama.C Type: Program.
Encrypted/Stealth The virus
actively hides.
Disk Location: EXE application. Features. Corruptsthe file linkages or the
FAT.
Interferes with a running application.
Corrupts a program or overlay files.
Damage: Corruptsthefile Size: 1560 See Also:
linkages or the FAT.
Interferes with a running
application.
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Corrupts a program or overlay
files.

Notes. The Alabama virusis a memory resident, encrypting, .EXE file infector. The virus
contains the string,
SOFTWARE COPIES PROHIBITED BY INTERNATIONAL LAW.
Box 1055 Tuscambia ALABAMA USA.
which is displayed after an hour of use on an infected machine.
It hooks Crtl-Alt-Del and fakes a reboot when they are pressed, staying in memory.
On Fridays, it does strange things like executing different files from those you selected. The
following text on the screen,
SOFTWARE COPIES PROHIBITED BY INTERNATIONAL LAW.
Box 1055 Tuscambia ALABAMA USA.
Executing one file and having a different one start running.
v6-151: At least one anti-virus program can detect and remove Alabama.C.

Name: Albania |
Aliases. Albania | Type: Program.
Disk Location: COM application. Features:
COMMAND.COM.
Damage: Size: 429 See Also:
506
575
606
Notes. The viruses contain the word "Albania’.
Name: Alex \
Aliases. Alex | Type: Program.
Disk Location: COM application. Features:
COMMAND.COM.
Damage: | Size: 368 | See Also;
Notes:

Name: Alexander |

Aliases. Alexander | Type: Program.
Disk Location: COM application. Features:

EXE application.

COMMAND.COM.

Damage: | Size: 1951 | See Also:

Notes: Alexander contains the following encrypted text:
Apa depistata in microprocesor !
Functionarea poate fi compromisa !
Se recomandaoprirea calculatorului.
citeva ore pentru uscare !
Alexander - Constanta, Romania.
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Name: Alfons.1344 |

Aliases. Alfons.1344, 1utt99, Alfo | Type: Program. |
Disk Location: EXE application. Features. Corrupts aprogram or overlay files.
COM application.

Damage: Corruptsaprogram | Size: Infection Length 1344 See Also:
or overlay files.

Notes: Alfons.1344 is a memory-resident .COM and .EXE file infector that does not intentionally
cause any damage. The strain Alfons.1344 uses 32-hit code while the strain Alfons.1536 only uses
16-bit code.

Name: Ambulance Car |

Aliases: Ambulance Car, REDX, Red Cross, AmbulanceE | Type: Program. |

Disk Location: COM application. Features. Corruptsaprogram or overlay files.
COMMAND.COM. Interferes with a running application.
Damage: Corruptsaprogram | Size: 796 to .COM files See Also:

or overlay files.
Interferes with a running
application.

Notes: When an infected application is run, the virus tries to find two .COM file victims which it
randomly selects in the current directory or viathe PATH variable in the environment. After some
number of executions (110b), an ambulance car with a flashing light runs along the bottom of the
screen accompanied by siren sounds. A flag is set, so the car will not run again until the next
bootup.

An ambulance car running along the bottom of the screen accompanied by siren sounds. almost
every anti virus program amost every anti virus program can find and eradicate it.

Name: Amoeba |

Aliases. Amoeba, 1392 Type: Program.
Memory resident - TSR

Disk Location: COM application. Features. Machine can crash

EXE application.

Damage: Machinecancrash | Size: Everytimeattachedto | SeeAlso:
end of file, deletes a byte of
virus initialization code

Notes. The Amoeba virus attaches to infected files in the front and end of the file. Each time the
virus attaches to the end of afile, it drops a byte from the front of the virus initialization code,
thus eventually after afew generations this virus will become unusable, and the machine will

crash.

When activated, the text "SMA Khetapunk - Nouvel Band A.M.O.E.B.A by Primesoft Inc."
appears on the screen.

To prevent reinfection, it uses F3 interrupt vector, if the value is CDCD it figuresit isresident and
won't infect.

It was written with an unusual assembler. Thereisno trigger date, machine can crash. DDI’s
Data Physician Plus!, V 3.0C Data Physician Plus! v3.0C.
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Name: Anarchy.9594 |

Aliases. Anarchy.9594 | Type: Program.
Disk Location: COM application. Features. Decreases system memory by 83
EXE application. kbytes
When triggered, display message and halt the
computer
Damage: Decreases system Size: Polymorphic: each See Also: Anarchy.2048
memory by 83 kbytes infection different
When triggered, display 9594
message and halt the computer

Notes. The following notes are extracted from VB Feb. 1995:

The virusis not typical: It is about 9 times longer than any typical virus and it decreases system
memory by 83 kbyte (1 kbyte istypical ). Thus, it required more time to disassemble.

When an infected file is executed, control is passed to the virus code and the virus attempts to
infect the system memory. The virus check the DOS version, if its lower than DOS 3.0, then
control isreturned to the host file. If condition are suitable, then it calls the the undocumented Int
2Fh function (Installation Check function) to ensure the availability of other DOS function. Next,
it checks for a memory resident copy of itself using the Int 21h function. If there is an active
copy, then control is passed to the host file, otherwise isinstalls itself in the memory. The virus
check the size of system memory and if the its sufficient, then it decreases the memory by 83
kbyte and copiesits code to that area. Later, it hooks Int 09h, Int 21h, and Int 28h for itsuse. The
virus use Int 21h function for infection, stealth, and triggering routines. It uses Int 09h and Int 28h
for delivering its payload.

The virus checks file name and extension. It infects all COM and EXE files with the exception of
COMMAND.COM file. Anarchy distinguishes EXE and COM files. It encrypt itself with its own
polymorphic routines. The encrypted code is appended to the end of host file, writes IMP VIRUS
to the header. The IMP VIRUS code for COM files is different from EXE file. Then, the length of
fileis adjusted to its original value, thus the file appears unchanged. The virus attaches the text
string UNFORGIVON'’ to the end of thefile. Finally, it add 100 yearsto date stamp of the host
file. This change in the date stamp and ' UNFORGIVON'’ are used by the virus to identify
infected files and avoid duplication.

The memory resident copy keeps arecord of al infected file, since it was activated. If the count
reaches 48, the virus deliversits payload, which is displaying one of its four messages. The
second action of the virus is that it emulates the shell of Norton Commander whenever the
Alt_Minus keys are pressed ( Minus key of the numerical keypad only).

Note: Fileslocated on remote disks are not infected by the virus.

The suggested method for disinfection is to identify and remove all infected files. The file
identification is trivial. A clean system should be used for all disinfection process.

Name Andro |
Aliases. Andro | Type:
Disk Location: | Features:
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Damage: | Size: | See Also;

Notes. v6-151: At least one anti-virus program can detect and remove this virus.

Name: Andromeda |

Aliases. Andromeda | Type:

Disk L ocation: | Features:

Damage: | Size: | See Also:
Notes: v6-151: At least one anti-virus program can detect and remove this virus.

Name: Andryushka |

Aliases. Andryushka, Andriyshka Type: Program.
Encrypted/Stealth The virus
actively hides.

Disk Location: COM application. Features:

EXE application.

COMMAND.COM.

Damage: | Size: Variable | See Also:

Notes:

Name: Angarsk |

Aliases. Angarsk | Type: Program.

Disk Location: COM application. Features:

COMMAND.COM.

Damage: | Size: 238 | See Also;

Notes:

Name: Angelina

Aliases. Angelina Type: Boot sector.
Disk Location: Floppy disk boot sector. Features: No damage, only replicates.
Hard disk partition table.

Damage: No damage, only Size. Reduces memory by 1 See Also:

replicates. kbyte for itself.

Notes: The following notes are extracted from VB, May 1995:
Angelinaiis boot sector virusin the UK and worldwide. It is just another normal boot sector with
no payload. It exists only to propagate. The virusis transmitted via booting from an infected disk.

A message is encoded in the virus, but never displayed :
Greeting for ANGELINA!!!/
by Garfield/
Zielona Gora
The last line of the message is the name of town in Poland and its means 'Green Hill’ in Polish.

The recommended method for removal is using FDISK/MBR command under clean system
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| conditions.
Name Anna |
Aliases. Anna Type: Program.
Encrypted/Stealth The virus
actively hides.
Disk Location: COM application. Features:
COMMAND.COM.
Damage: | Size: 742 | See Also;
Notes: Anna is an encrypted virus, which contains the text:
{ [ANNA] Slartibartfast, ARCV NuKE the French
Have a Cool Yule from the ARcV
xCept Anna Jones
| hope you get run over by a Reindeer
Santas bringin’ you a Bomb
All my Lurve - SLarTiBarTfAST
(c) ARcV 1992 - England Raining Again }.
Name: Anthrax |
Aliases. Anthrax, Anthrax PT Type: Boot sector.
Program.
Disk Location: COM application. Features. Trashesthe hard disk
EXE application.
Floppy disk boot sector.
Hard disk partition table.
Damage: Trashesthe hard Size: 1024 See Also:
disk
Notes: Infects both boot sectors and files.
Trashes hard disks.
MS-DOS 6's antivirus routine detects some, but not al infections by Anthrax.
v6-137: thisis a multipartite virus that infects COM and EXE files, and the MBR. Replace all
infected files with clean copies, and clean the MBR (if infected)
V6-141: "...Once on a computer, it acts as a non-resident virus and infects only the files on the
first DOS partition. It never infects anything on diskettes. Even if you copy an infected fileon a
diskette and execute it from there on a clean machine, the virus will not infect that machine - it
doesn't infect when the floppy disk motor is on. The only way to get infected by it isto download
an infected file, or to copy an infected file on the hard disk and to execute it from there. The only
known cases of this virus in the wild were caused by downloading an infected program from a
BBS and executing it...."
Name: Anti Pascal |
Aliases. Anti Pascal, Anti Pascal 529, Anti Pascal 605, AP Type: Program.
529, AP 605, C 605, V-605
Disk Location: COM application. Features. Deletes or movesfiles.
Interferes with a running application.
Corrupts a program or overlay files.
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Damage: Deletes or moves Size: 605 See Also:
files.

Interferes with arunning
application.

Corrupts a program or overlay
files.

Notes. May overwrite .BAK and .PAS files if not enough .COM files are available in adirectory
forittoinfect. Infected files begin with "PQVWS". They aso contain the string
"combakpas???exe" at offset 0x17.0

VIRSCAN sdtring....... BF00018B360C0103F7B95D021E07EAQQ, scan COM files only.

Name: ANTI-PCB |

Aliases. ANTI-PCB | Type: Trojan. |
Disk Location: ANTI-PCB.COM | Features:
Damage: | Size: | See Also;

Notes. Apparently one RBBS-PC sysop and one PC-BOARD sysop started feuding about which
BBS system is better, and in the end the PC-BOARD sysop wrote atrojan and uploaded it to the
rbbs SysOp under ANTI-PCB.COM. Of course the RBBS-PC SysOp ran it, and that led to quite
afew accusations and a big messin general.

Name: AntiCAD |

Aliases. AntiCAD, Plastique-B, Plastique 2, Plastique 5.21, | Type: Boot sector.
Plastique, Invader, HM?2

Disk Location: COM application. Features. Corrupts aprogram or overlay files.
EXE application. Corrupts adatafile.
COMMAND.COM.
Floppy disk boot sector.
Hard disk boot sector.
Damage: Corruptsaprogram | Size: 2576 See Also:  Jerusalem,
or overlay files. 2900 Jerusalem.AntiCAD.4096
Corrupts adatafile. 3004
3012
4096

Notes: Story on first sighting May 1990 in virus-l, v5-059
plays tunes, infects both boot sectors and executable files.

Derived from the Jerusalem virus.
Targeted against the AutoCAD program. When ACAD.EXE isrun the viruses will activate,
overwriting data on floppy disks and hard disks, as well as garbling the contents of the CMOS.

Name: AntiCMOS |

Aliases. AntiCMOS, AntiCMOS.B, Lenart, Anti CMOS, Type: Boot sector.
xibin
Disk Location: Floppy disk boot sector. Features. Corrupts CMOS Configuration

Hard disk master boot record-partition table.
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Damage: Corrupts CMOS Size: Overlays boot sector, no | See Also:
Configuration increase

Notes. CPAV cdlsit Lenart, F-Prot calsit AntiCMOS.B, Norman cals it xibin

AntiCMOS is a primitive floppy disk boot sector and hard disk partition sector infector. Itis
buggy and causes unintentional hangs as well asits intended payload. If the virustriggers, it
destroys the setup configuration in the CMOS memory. This may convince users that their hard
disk has been wiped, but it is undamaged. The sytem just doesn't know it is there anymore.
Restoring the setup information will bring it back.

Y ou shouldn't need an anti-virus to clean thisif you have DOS 5 or 6. Just clean-boot the
computer and use FDISK /MBR to replace the partition sector code on the hard disk.

Y ou also need to scan and clean all the floppy disks that have been in the machine(s).

To clean floppies, copy the files off and reformat (with /u parameter to prevent unformatting), or
use the SY S command (this won't work unless there is room for the DOS system files).

F-Prot 2.19 can detect and remove it. Floppies that have had it removed are no longer bootable
(if they were before infection) . The virus does not save the old floppy boot sector. It can remove
the virus from the hard disk partition table without any problems.

chkdsk shows 653,312 bytes of real memory without the virus thereis 655,360 bytes. The virus
hides at TOM and movesthe TOM down by 2,048 bytes.

Norman reports that AntiCMOS.B or xibin uses 3K above TOM. Hangs machine repeatedly and
makes a zipping sound with arising tone. The virus occupies a single sector on the floppy or hard
disk and does not move the original sector.

Name: AntiEXE |

Aliases. AntiEXE, Anti EXE, AntiEXE.A, Type: Boot sector.

D3, NewBug, CMOHA4

Disk Location: Floppy disk boot sector. Features. Corrupts hard disk partition table
Hard disk partition table. Corrupts floppy disk boot sector

Possibly contains a destructive payload
Corrupts the image of certain EXE files

Damage: Corruptshard disk | Size: Overlays boot sector, no | See Also: Genb
partition table increase
Corrupts floppy disk boot
sector

Possibly contains a destructive
payload

Corrupts the image of certain
EXE files

Notes: AntiEXE is detected by F-PROT2.10c.
Virhunt 4.0c and Scanv 106 call it a Generic Boot virus.
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The virus hides in the boot sector of afloppy disk and moves the actual boot sector to cyl:0
side:1, sector: 15

On the hard disk, the virus infects the partition table, the actual partition tableis on cyl: O, Side: O,
sector: 13.

These are normally unused sectors, so disk datais not compromised by the virus insertion.

The virus uses stealth methods to intercept disk accesses for the partition table and replaces them
with the actual partition table instead of the virus code. Y ou must boot a system without the virus
in memory to see the actual virus code.

We don't yet know if there is a destructive payload attached to the virus, but the name AntiEXE is
somewhat ominous.

Frisk thinks that " it checks if a disk buffer being written to a disk starts with "MZ" (the EXE file
marker, and then does something, but | have never disassembled the virus properly, so I'm not
100% sure..."

No destructiveness has been observed.

An update to the above information which extracted from VB :

The payload specifically targets EXE files, it searches for an EXE file that is 200,768 byte long
and has 3895 relocation items. If these criteria are met then the image of EXE file header read will
be corrupted. The corruption in this case means that the file could not be loaded and any attempt
to copy the file leads to the corruption of the EXE file. This method of operation and search
shows that this virusis designed to attack a specific application. It has been suggested that the
target is a Russian Anti-Virus program, However that has not been confirmed, yet. If we assume
that AntiEXE is designed to attack a Russian AntiVirus program, then the unusual way in
handling Int 13h and FOh are explained.

All read calls have a 3 in 256 chance of activating the virus payload. These probakility are based
on the least significant word of the BIOS RAM data area maintained by the timer at 0000:046Ch.

Removal of the virus must be done under clean sysytem condition ( Re-boot from clean system
floppy disk). The command FDISK/MBR can be used for DOS 5.0 or later versions. Otherwise,
use a sector editot retrive the original MBS from Trak0, Sector 13, Head O and put it back into
its correct location at TrackO, Sectorl, head O.

The SY S command will remove virus from floppy disck. Since, the original boot sector is still
somewhere on the floppy disk, it will be better to re-format the disk.

Warning: When AntiEXE is active, it infects diskettes in both A and B drives. The virus performs
some calculation to chose the new location for the origina boot sector. The virus overwrites the
original boot sector to that area, and this could lead to the loss of data, file corruption, etc.

Name: Antimon |

Aliases. Antimon, Pandaflu | Type: Program.
Disk Location: COM application. Features:

COMMAND.COM.

Damage: | Size: 1450 | See Also;

Notes. Thisvirusistargeted against protection programs, Flushot and some programs from
Panda Software.
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Name: AntiPascal |

Aliases. AntiPascal | Type: Program.

Disk Location: COM application. Features:

COMMAND.COM.

Damage: Size: 605 See Also:
529

Notes: Thisvirusis supposed to have been written to take revenge against the former employer
of the virus author.

Name: AntiPascal I |

Aliases. AntiPascal |1, Anti-pascal 11, Anti-Pascal 400, Anti- | Type: Program.
Pascal 440, Anti-Pascal 480, AP-400, AP-440, AP-480

Disk Location: COM application. Features:

COMMAND.COM.

Damage: Size: 400 See Also:  Anti-Pascal
440
480

Notes: A group of three viruses similar to the Anti-Pascal viruses, probably by the same author.

Name: Antitelifonica |

Aliases. Antitelifonica, A-VIR Type: Boot sector.
Encrypted/Stealth The virus
actively hides.

Disk Location: COM application. Features. Corrupts boot sector

EXE application. Corrupts a program or overlay files.

Floppy disk boot sector.

Hard disk boot sector.

Damage: Corrupts boot Size: See Also:

sector

Corrupts a program or overlay

files.

Notes. A multi-partite virus, may be stedlth too.

Name: Antix Trojan |

Aliases. Antix Trojan | Type: Trojan.
Disk Location: | Features:
Damage: | Size: | See Also;

Notes: v6-137: Just delete it, nobody in their right minds would ever want to useiit.

Name: AOLGOLD |

Aliases. AOLGOLD, aolgold.zip, aol gold | Type: Trojan.
Disk Location: aolgold.zip | Features. Deletes or movesfiles.
Damage: Deletes or moves Size: none See Also:

files.

Notes. AOL discovered an e-mail message with the AOLGOLD.ZIP file attached. Thefile
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purports to be a new front end for AOL, but is actualy atrojan that deletes files on your c drive.

AOLGOLD Trojan

The AOLGOLD Trojan program was recently discovered on America Online (AOL). Notice
about the Trojan has been circulated to all America Online subscribers. Notice about the Trojan
and a copy of the Trojan program were supplied to CIAC by Doug Bigelow in AOL operations.

Apparently, an e-mail message is being circulated that contains an attached archive file named
AOLGOLD.ZIP. A description that accompanies the archive describes it as a new and improved
interface for the AOL online service. Note that there is no such program as AOLGOLD. Also,
simply reading an e-mail message or even downloading an included file will not do damage to
your machine. Y ou must run the downloaded file to release the Trojan and let it do damage.

If you unzip the archive, you get two files: INSTALL.EXE and README.TXT. The
README.TXT file again describes AOLGOLD as a new and improved interface to the AOL
online service. The INSTALL.EXE program is a self extracting ZIP archive. When you run the
install program, it extracts 18 files onto your hard drive:

MACROS.DRV
VIDEO.DRV
INSTALL.BAT
ADRIVE.RPT
SUSPEND.DRV
ANNOY.COM
MACRO.COM
SP-NET.COM
SP-WIN.COM
MEMBRINF.COM
DEVICE.COM
TEXTMAP.COM
HOST.COM
REP.COM
EMS2EXT.SYS
EMS.COM
EMS.SYS
README.TXT

Thefile list includes another README.TXT file. If you examine the new README.TXT file, it
starts out with "Ever wanted the Powers of a Guide" and continues with some crude language.
The README.TXT file indicates that the included program is a guide program that can be used
to kick other people off of AOL.

If you stop at this point and do nothing but examine the unzipped files with the TY PE command,
your machine will not be damaged. The following three files contain the Trojan program:
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MACROS.DRV
VIDEO.DRV
INSTALL.BAT

The rest of the files included in the archive appear to have been grabbed at random to simply fill
up the archive and make it look official.

The Trojan programis started by running the INSTALL.BAT file. The INSTALL.BAT fileisa
simple batch file that renames the VIDEO.DRYV fileto VIRUS.BAT and then runsiit.
VIDEO.DRYV is an amateurish DOS batch file that starts deleting the contents of several critical
directories on your C: drive, including:

c\

c:\dos

c:\windows
c:\windows\system
c:\gemm

c:\stacker
c:\norton

It also deletes the contents of several other directories, including those for several online services
and games, such as:

c:\aol20
c:\prodigy
c:\aol25
c:\mmp169
c:\cserve
c:\doom
c:\wolf3d

When the batch file completes, it prints a crude message on the screen and attemptsto run a
program named DoomDay.EXE. Bugs in the batch file prevent the DOOMDAY .EXE program
from running. Other bugs in the file cause it to delete itself if it is run from any drive but the C:
drive. The programming style and bugs in the batch file indicates that the Trojan writer appears to
have little programming experience.

**WARNING** Do not copy any files onto your hard disk before trying to recover your hard
drive.

The files are deleted with the DOS del command, and can be recovered with the DOS undelete
command. The files are still on your disk, only the directory entries have been removed. If you
copy any new files onto your hard disk, they will likely be written over the deleted files, making it
impossible to recover the deleted files.
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If you have delete protection installed on your system, recovery will be relatively easy. If not, the
DOS undelete command can be used, but you will have to supply the first letter of each file name
asit isrecovered. In many cases, you will probably want to restore the directories by reinstalling
them from the original installation disks, but do that last. Y ou must recover any unreplaceable,
files first using undelete and then replace any others by copying or reinstalling them from the
distribution disks.

To recover the system:

1. Boot the system with a clean, locked floppy containing the recovery program for the recovery
files you have installed, or the DOS UNDELETE.EXE program if you do not have recovery files
installed.

2. Typethe VIRUS.BAT fileto get alist of the directories the Trojan tried to delete. Ignore any
directories don't exist on your machine.

3. Run the recovery program and recover your files. You may have to help it find the recovery
files, such as MIRROR, which will be in the root directory. Y ou may have to recover the
MIRROR file first and then use it to recover the other files.

If you are using only the DOS undelete command, type:
undelete directory

where directory is the name of the directory to examine. To undelete the files in the dos directory,
use:

undelete c:\dos

The undelete program will present you with alist of deleted files with the first letter replaced with
a question mark. Without delete protection, you will have to supply this letter in order to undelete
thefile.

4. After you have restored as many files as you want or can using the UNDELETE command,
replace any others by reinstalling them using the original installation disks.

DOOMDAY

The DoomDay.exe program is actually hidden in the macros.drv file. when you run it, the Trojan
maker program appears. The trojan maker program creates quick basic programs to damage a
system. It includes the quickbasic compiler and pklite for compressing the trojans. The programs
created by it al hang, as they appear to be missing their end statement.

Name: April 1. EXE |

Aliases. April 1. EXE, Suriv 2, Suriv 2.01 | Type: Program. |

Disk Location: EXE application. | Features,
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Damage: | Size: 1488 | See Also;

Notes: Same asthe April 1. COM virus, displays
APRIL 1ST HA HA HA YOU HAVE A VIRUS.

on April 1st. Those two viruses were later combined into one, called SURIV 3, which evolved
into the Jerusalem virus.

Name: Arab \

Aliases. Arab | Type: Program.

Disk Location: COM application. Features:
COMMAND.COM.

Damage: | Size: 834 | See Also;

Notes:

Name: Aragon |

Aliases. Aragon | Type: Boot sector.
Disk Location: | Features:
Damage: | Size: | See Also;

Notes: v6-144: There was afalse darm of Aragon due to a person’s built-in virus protection of
their hard disk controller’s additional ROM. They switched off the ROM via jumper and the virus
false larm went away.

Name: ARC513.EXE |

Aliases. ARC513.EXE, ARC514.COM Type: Trojan. Bogus CODE
resource.

Disk Location: ARC513.EXE Features. Corrupts boot sector

ARC514.COM Corrupts the file linkages or the FAT.

Damage: Corrupts boot Size: See Also:

sector

Corrupts the file linkages or

the FAT.

Notes: ARC513.EXE This hacked version of ARC appears normal, so beware! It will write
over track O of your [hard] disk upon usage, destroying the disk.

ARC514.COM Thisistotally smilar to ARC version 5.13 in that it will overwritetrack 0 (FAT
Table) of your hard disk. Also, | have yet to see an .EXE version of this program.

Name: ARC533 |

Aliases. ARC533 | Type: Trojan.
Disk Location: COMMAND.COM Features:

ARC533.EXE

Damage: | Size: | See Also;

Notes: ARC533.EXE Thisisanew Virus program designed to emulate Sea’'s ARC program. It
infects the COMMAND.COM.

110

CIAC Computer Virus Information Update May 21, 1998




PC

MS-DOS/PC-DOS Computer Viruses

Name: Arcv.companion |

Aliases. Arcv.companion | Type: |
Disk Location: | Features:
Damage: | Size: | See Also;

Notes. v6-151: At least one anti-virus program can detect and remove this virus.

Name: Arianna |

Aliases: Arianna

| Type: Multipartite,

Disk Location: MBR Hard disk master boot
record-partition table.
EXE application.

Features. Corrupts hard disk partition table

Damage: Corruptshard disk | Size:

partition table

See Also:

Notes: The virustriggers about one month after the initial infection, displays the following text

and overwrites the Master boot record"

"ARIANNA is changing your computer activity If you wish no damage do not turn it off. ThanX

for diffusion.”

See the Virus Bulletin 12/97 for an analysis.

Name: Armagedon |

Aliases. Armagedon, Armagedon the first, Armagedon the Type: Program.
Greek

Disk Location: COM application. Features:

COMMAND.COM.

Damage: | Size: 1079 | See Also;

Notes: If aHayes modem isinstalled, the virus dials 081-141, which is the number of the

"speaking clock” on theidand of Crete.

v6-151: At least one anti-virus program can detect and remove Armagedon.1079.D.

Name: Arriba |

Aliases: Arriba

| Type: Program.

Disk Location: COM application.
EXE application.
COMMAND.COM.

Features:

Damage: | Size: 1590

| See Also:

Notes:

Name: Ash \

Aliases: Ash, Ash-743

| Type: Program.

Disk Location: COM application.
COMMAND.COM.

Features:

Damage: | Size: 280

| See Also:
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| 743 |
Notes:
Name Astra |
Aliases. Astra | Type: Program.
Disk Location: COM application. Features:
COMMAND.COM.
Damage: | Size: 976 | See Also;
Notes: Containsthe text "(C) AsTrA, 1991".
Name AT |
Aliases. AT | Type: Program.
Disk Location: COM application. | Features:
Damage: | Size: 132-149 | See Also;
Notes. A group of 4 virusesthat only run on an IBM AT computer.
Name: AT Il |
Aliases. AT Il | Type: Program.
Disk Location: COM application. Features:
COMMAND.COM.
Damage: | Size: 108-122 | See Also;
Notes. Group of small viruses that only work on an IBM AT computer.
Name Atas |
Aliases. Atas | Type: Program.
Disk Location: COM application. Features:
COMMAND.COM.
Damage: Size: 384 See Also:
400
Notes:
Name: Athens |
Aliases. Athens | Type: Program.
Disk Location: COM application. Features:
EXE application.
COMMAND.COM.
Damage: | Size: 1463 | See Also;

Notes: This virus contains the following text message:
{ TROJECTOR Il1,(c) Armagedon Utilities, Athens 1992 }.

Name: Atomic |

Aliases. Atomic, Toxic | Type: Program. |
Disk L ocation: | Features: Corrupts a program or overlay files,
Damage: Corruptsaprogram | Size: 480 See Also:

or overlay files.
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Notes: v6-151:Atomic overwrites/destroys infected files.
For the variants Toxic, 166, 350 and 831 :At least one anti-virus program can detect and remove
these viruses.

Name: Attention |

Aliases: Attention, Attention!, Attention.C | Type: Program. |
Disk Location: COM application. Features:

COMMAND.COM.

Damage: | Size: | See Also;

Notes: Thisvirus getsits name from the string "ATTENTION" which is near the beginning of
infected files. Originated in USSR.
v6-151: At least one anti-virus program can detect and remove this virus.

Name Aurea |

Aliases. Aurea | Type:

Disk L ocation: | Features:

Damage: | Size: | See Also:
Notes. v6-151: At least one anti-virus program can detect and remove this virus.

Name: Augtrdlian Parasite.272 |

Aliases. Australian Parasite.272 | Type:

Disk Location: | Features:

Damage: | Size: | See Also;

Notes. v6-151: At least one anti-virus program can detect and remove this virus.

Name Auto |

Aliases. Auto | Type: Program.

Disk Location: COM application. Features:

COMMAND.COM

Damage: | Size: 129 | See Also;

Notes:

Name: Avispa |

Aliases: Avispa | Type: Program. |
Disk L ocation: EXE application. | Features: Corrupts aprogram or overlay files.
Damage: Corruptsaprogram | Size: 2048 bytes See Also:

or overlay files.

Notes: Avispaisavirusthat does little more than replicate itself. The viral code includes text
strings such as the following:

__Virus Avispa - Buenos Aires - Noviembre 1993
$3$ Virus Avispa $$ Republica Argentina $$ Elijah Baley $$
Noviembre 10 de 1993 $$

The text strings vary, depending upon the strain, but all claim to be written in Argentina.
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Name; AZUSA |

Aliases. AZUSA, Azuza, Hong Kong, Sylvia

| Type: Boot sector.

Disk Location: Floppy disk boot sectors.
Hard disk partition tables.

Features. Corruptsaprogram or overlay files.
Disables com1 and Ipt1

Corrupts adatafile.
Corrupts floppy disk boot sector
Corrupts hard disk partition table

Damage: Corrupts a program
or overlay files.

Disables com1 and Ipt1
Corrupts adatafile.

Corrupts floppy disk boot
sector

Corrupts hard disk partition
table

Size: Overlays boot sector, no | See Also:
increase

Notes. AZUSA isaboot sector and partition table infector that is at least as effective as the
STONED and infects the boot sectors of floppies and the partition table of hard disks. It goes
resident and takes 1k of memory from the TOM (CHKDSK "total bytes memory" is reduced by
1024 bytes - 640k machine will report 654336 instead of 655360). No stedlth isinvolved and it
may be recognized by the long jump (E9 8B) at the start of an infected sector. It causes bombs by
disabling COM1 and LPT1.
Found on distribution disks of TVGA - 8916 (Trident Microsystems, Inc.) VGA software.
System crashes. The computer is not able to talk to COM1 and LPT1., Top of memory reduced
by 1K. long jump (E9 8B) at the start of an infected sector. For floppies, boot with an
uninfected disk and use the sys command to rewrite the boot blocks. A hard disk must have its
partition table restored from a copy stored on a floppy. Most of the tools programs do this (PC
Tools, Norton, etc.) though you must save the copy before the disk is infected.

Name Baboon |

Aliases: Baboon | Type: Boot sector. |

Features; Trashes MBR and first 8 sectors of
first FAT. Overwrites boot sectors

Disk L ocation: Floppy disk boot sector.
Hard disk boot sector.

Damage: Trashes MBR and
first 8 sectors of first FAT.
Overwrites boot sectors

Size: Overlays boot sector, no | See Also:
increase

Notes: Baboon isaboot sector virus.

Baboon has a very destructive payload with two trigger mechanisms.

If the payload is not triggered, then removing the virusis strait forward. However, recovery
afterward is difficult because MBR, DBR, and FAT sectors must be restored on the hard disk.
The virususes INT 13h for many of its functions.

Booting any infected system on ‘September 11’ triggers baboon. Baboon is also triggered
an internal counter reaches zero ( after 255 boots). When a disk is infected, the continents
boot-counter is transferred to the new system, which means that Baboon may trigger soof
expected on a newly infected system.
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Name: BachKhoa Family |

Aliases. BachKhoa Family, BachKhoa.3544, Type: Program.
BachKhoa 3999, BachKhoa 4426, BACHKHOA, BACH
KHOA

Disk Location: EXE application. Features. Erasesthe Hard Disk.
COM application.

Damage: Erasesthe Hard Size: 3544, 3999, 4426 See Also:
Disk.

Notes: The BachKhoa family of viruses is memory resident, encrypted, parasitic type. They
append themselves to COM and EXE files whenever these files are called by the system.

The BachKhoa virus is quite active and aggressive; it deletes anti-virus files as well as
CHKLIST.MS, CHKLIST.CPS, FILESIGN.SAV, and FILE_ID.DIZ. In addition, it erasesthe
hard derive sectors on Nov. 25.

Infected files contain the following strings:
1. BachKhoa 3544
Ha Noi University of technology
Y our PC was infected by BACHKHOA virus
2. BachKhoa.3999
Ha Noi University of technology
Y our PC was infected by BACH KHOA virus version 1.5
3. BachKhoa.4426
Ha Noi University of technology
Y our PC was infected by BACH KHOA virus version 2.5.

Name: Backfont |

Aliases. Backfont | Type: Program.
Disk Location: EXE application. | Features,
Damage: Size: 905 See Also:
765
900
Notes: Appearsto change the font on VGA/EGA displays. Font changes on VGA or EGA
displays.

Name: BackFormat.2000.A |

Aliases. BackFormat.2000.A, Backform, Backformat, Type: Program.
Backformat.2000

Disk Location: COM application. Features. Corrupts aprogram or overlay files.
COMMAND.COM

Damage: Corruptsaprogram | Size: 1860 See Also:

or overlay files.

Notes: Backformat.2000.A is a simple .COM file infector that targets the system’s
COMMAND.COM file.
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Name: BACKTALK |

Aliases. BACKTALK | Type: Trojan.

Disk Location: BACKTALK.??7? Features. Overwrites sectors on the Hard
Disk.

Damage: Overwrites sectors | Size: See Also:

on the Hard Disk.

Notes: This program used to be agood PD utility, but someone changed it to be trojan. Now
this program will write/destroy sectors on your [hard] disk drive. Use this with caution if you
acquire it, because it’s more than likely that you got a bad copy.

Name: Bad Boy

Aliases. Bad Boy | Type: Program.

Disk Location: COM application. | Features:

Damage: Size: 1000 See Also:
1001

Notes: The virus contains the following text:

{ Make me better!

The Bad Boy virus, Version 2.0, Copyright (C) 1991. }.

Name: BadSector |

Aliases: BadSector, Bad Sector | Type:
Disk Location: | Features:
Damage: | Size: | See Also;

Notes. v6-151: At least one anti-virus program can detect and remove this virus.

Name: BadSectors.3150 |

Aliases. BadSectors.3150, BadSect.3150, Type: Boot sector.

Bad Sectors.3150

Disk Location: EXE application. Features. Corrupts adatafile.

COM application. Corrupts the file linkages or the FAT.
COMMAND.COM

Damage: Corruptsadatafile. | Size: 3150 See Also: BadSectors.3422,
Corrupts the file linkages or BadSectors.3428

the FAT.

Notes. The BadSectors.3150 is avariant of BadSectors family. It has the same characteristic as
BadSectors.3422 and BadSectors.3428, with minor differences. The viral code version is 1.0 and
the text string " BadSectors 1.0" is visible in the code.

Name: BadSectors.3422 |

Aliases: BadSectors.3422, BadSect.3422, Bad_Sectors.3422 | Type: Boot sector.

Disk Location: EXE application. Features. Corrupts a datafile.
COM application. Corrupts the file linkages or the FAT.
COMMAND.COM
Damage: Corruptsadatafile. | Size: 2422 See Also: BadSectors.3428,
Corrupts the file linkages or BadSectors.3150
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the FAT. | |

Notes: The BadSectors.3422 is avariant of BadSectors.3428. It has the same characteristic as
BadSectors.3428, with minor differences. The viral code versionis 1.1 and the text string
"BadSectors 1.1" is visible in the code.

Name: BadSectors.3428 |

Aliases. BadSectors.3428, BadSect.3428, Type: Boot sector.

Bad Sectors.3428, BadSector

Disk Location: EXE application. Features. Corrupts a datafile.

COM application. Corrupts the file linkages or the FAT.
COMMAND.COM

Damage: Corruptsadatafile. | Size: 3428-3443 See Also: BadSector,
Corrupts the file linkages or BadSectors.3150,

the FAT. BadSectors.3422,

Notes. The BadSectors.3428 is a dangerous memory resident virus. It infects EXE, COM, and
COMMAND.COM files. Executing ssmple DOS command such as DIR, open, rename is enough
to infect files. Thus, it propagates rapidly.
The viral code is appended to afile whose size changes by 3428 bytes to 3443 bytes. The increase
in fileis hidden from user (Stealth Scheme).
Infected systems are sluggish and respond slowly to DOS commands, especialy the DIR
command.
Aside from poor performance, random file corruption may occur.
Total system and available free memory decreases by 5,120 bytes.
The viral code contains the following string:

"COMEXE". "SCAN", "*.* " and" BadSectors1.2" where 1.2 is virus code version.

Name: BadSectors.3627 |

Aliases: BadSectors.3627, BadSect.3627, Bad_Sectors.3627 | Type: Boot sector. |

Disk Location: COMMAND.COM Features. Corruptsthefile linkages or the

EXE application. FAT.

COM application. Corrupts adatafile.

Damage: Corruptsthefile Size: 3627 See Also: BadSectors.3422,
linkages or the FAT. BadSectors.3428,

Corrupts a datafile. BadSectors.3150

Notes. The BadSectors.3627 is avariant of BadSectors family. It has the same characteristic as
BadSectors.3150, 3422, and 3428 with minor differences. The viral code version is 1.3 and the
text string " BadSectors 1.3" is visible in the code.

Name: Baobab |

Aliases. Baobab | Type: Program.
Disk Location: EXE application. | Features,

Damage: | Size: 1635 | See Also:
Notes:
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Name: Barrotes |

Aliases. Barrotes, Boot-437 | Type: Boot sector.
Disk Location: Floppy disk boot sector. Features: No damage, only replicates.
Hard disk master boot record-partition table.

Damage: No damage, only Size: 512 See Also:

replicates.

Notes:

Name: Barrotes |

Aliases. Barrotes | Type: Program. |
Disk L ocation: | Features: Corrupts a program or overlay files,
Damage: Corruptsaprogram | Size: See Also:

or overlay files.

Notes:

Name: Bataliab

Aliases. Batalia | Type: Batchfile.

Disk Location: BAT batchfile. | Features. No damage, only replicates.
Damage: No damage, only Size. AddsFile See Also:

replicates.

Notes: The virus uses arj.exe the archiver to extract and compress its datafiles. A dos error
occurs if the program is not in the path.
The virusis a polymorphic batch file infector.

The batch file body contains the following strings: "Death Virii Crew & Stealth Group World
Wide PRESENTS First Mutation Engine for GAT! Without ASM ! [BATdlias6] & FMEB (c) by
Reminder" and lots of other text.

See the Virus Bulletin 2/97 for an analysis.

Name: Batch Sketches |

Aliases. Batch Sketches, Highjag, Winstart | Type: Program.

Disk Location: COM application. Features. Writes commands to a modem.
BAT batch files. Reboots PC
Device Drivers.

Damage: Writescommands | Size: See Also:
to amodem.
Reboots PC

Notes. Thisvirusresidesin a batch file and in a COM or device driver. It isin two parts, one that
executes when the virusisa BAT batch file and a binary version that runswhenit is a COM file
or device driver.

Itisnot a TSR, but it does remain memory resident when it is loaded as a device driver.

It triggersif the user is connected to a modem and writes some commands to the modem that
don' really do anything useful.

See the Virus Bulletin 11/96 for an analysis.
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Name: Bebe \

Aliases. Bebe, Bebe-486 | Type: Program.
Disk Location: COM application. Features:

COMMAND.COM.

Damage: Size: 1004 See Also:

486

Notes: Thisvirus contains the following pieces of text:

VIRUS!  Skagi "bebe' Fig Tebe!

The variant, Bebe-486 is shorter and does not contain the text.

Name: Best Wishes |

Aliases. Best Wishes, Best Wishes-B, Best Wishes-970 | Type: Program.

Disk Location: COM application. Features:

COMMAND.COM.

Damage: Size: 1024 See Also:
970

Notes: The virus contains the following text:
This programm ... With Best Wishes!
COMMAND.COM, will not work properly when infected.
The variant Best Wishes-970 , or Best Wishes-B is shorter and damages .EXE files trying to
infect them.

v6-151: At least one anti-virus program can detect and remove Best Wishes (1024.C and
1024.D).

Name: BetaBoys |

Aliases. BetaBoys, Mud | Type: Program.
Disk Location: COM application. Features:

COMMAND.COM.

Damage: | Size: 575 | See Also:
Notes. Written by the same authors who wrote the Swedish Boys viruses.

Name Beware |

Aliases. Beware, Monday 1st | Type: Program. |
Disk Location: COM application. Features. Overwrites sectors on a Floppy
COMMAND.COM. disk.

Damage: Overwrites sectors | Size: 442 See Also:

on a Floppy disk.

Notes: The virus contains the text

BEWARE ME - 0.01, Copr (c) DarkGraveSoft - Moscow 1990
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It activates Monday the 1st, overwriting the first sectors of any diskette in drive A:
Trashed Floppy disks on a Monday the 1st.

Name: BFD |

Aliases. BFD, Boot-EXE | Type: Boot sector.

Disk Location: EXE application. Features:
Floppy disk boot sector.
Hard disk boot sector.

Damage: | Size: 512 | See Also;

Notes. Thevirusisvery smal, and infects .EXE files by inserting itself in the unused space
between the file header

and the actual start of the code.

v6-151: At least one anti-virus program can detect and remove Bootexe.

Name: Big Joke |

Aliases. Big Joke | Type: Program.
Disk Location: COM application. Features:

COMMAND.COM.

Damage: | Size: 1068 | See Also:

Notes: The virus contains the text,
Atlast ...... ALIVE !
I guess your computer is infected by the Big Joke Virus.
Release 4/4-91
Lucky you, thisis the kind version.
Be more careful while duplicating in the future.

The Big Joke Virus, killer version, will strike harder.
The Big Joke rules forever

Name: BIO

Aliases. BIO | Type:
Disk Location: | Features:

Damage: | Size: | See Also;

Notes. Mac and pc version, attacks only Microsoft products

Name: Bit Addict |

Aliases. Bit Addict | Type: Program.
Disk Location: COM application. Features. Erasesthe Hard Disk.
COMMAND.COM.

Damage: Erasesthe Hard Size: 477 See Also: Crusher
Disk.

Notes. Thisvirus may trash hard disks, and then display the message:
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The Bit Addict says:
"Y ou have a good taste for hard disks, it was delicious !!!"

Name: Black Jec |

Aliases: Black Jec, Sad, Digital F/X | Type: Program. |
Disk Location: COM application. Features:

COMMAND.COM.

Damage: | Size: 231t0 440 | See Also;

Notes: A family of at least 11 small viruses.

The variant, Digital F/X crashes many machines.
The variant, Sad activates in Sept, and contains the text

Sad virus - 24/8/91

v6-151: At least one anti-virus program can detect and remove Black Jec (284, 323 and 235).

Name: Black Monday |

Aliases. Black Monday, Borderline | Type: Program. |
Disk Location: COM application. Features:

EXE application.

COMMAND.COM

Damage: Size: 1055 See Also:

781 - Borderline veriant

Notes: The virus contains the text,
Black Monday 2/3/90 KV KL MAL
The variant, Borderline can only infect .COM files.

v6-151: At least one anti-virus program can detect and remove Black Monday (1055.E, 1055.F,
1055.G and 1055.H)

Name: Blood |

Aliases. Blood, Blood 2 | Type: Program.
Disk Location: COM application. Features:

COMMAND.COM.

Damage: | Size: 418 | See Also;

Notes: Infected programs may occasionaly display the following message when they are
executed.

File infected by BLOOD VIRUS version 1.20

The variant, Blood-2, probably does not exist.
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Name: Blood Rage |

Aliases. Blood Rage, BloodRage | Type:
Disk Location: | Features:
Damage: | Size: | See Also;

Notes. v6-151: At least one anti-virus program can detect and remove this virus.

Name: BloodLust |

Aliases. BloodLust | Type: Program. |
Disk L ocation: COM application. | Features: Corrupts a program or overlay files,
Damage: Corruptsaprogram | Size: 302 See Also:

or overlay files.

Notes: The virus contains the text:
{  Hi! Thisisthe virus BloodLust striking!
Sorry to tell you, but your systemisinfected. }.

Name: Bloody! |

Aliases. Bloody!, Beijing, June 4th | Type:

Disk L ocation: | Features: Corrupts boot sector
Damage: Corrupts boot Size: See Also:
sector

Notes. The Bloody! virus (aka Beljing or June 4th) is a boot sector virus.
Y ou cannot get it by downloading files - you must try to boot from an

infected diskette.

Name: Bloomington |

Aliases. Bloomington, NOINT, Stoned I11, Stoned 3 Type: Boot sector.
Direct acting. Activates when
run.

Disk Location: Floppy disk boot sector. Features:. Corrupts boot sector

Hard disk boot sector.

Damage: Corrupts boot Size: See Also:

sector

Notes: "stealthy" MBR and boot sector infector. Not a very forgiving virus, if you look for the
partition table you are likely to get garbage, and if DOS gets garbage, the disk is gone.
CHKDSK will report 2k less "total bytes memory" (640k reporting 655360-653 or less
isadanger sign) Named Nolnt by Micke McCune when isolated in MAY 91 , it doesn't use
interrupts to send commands to BIOS. McAfee callsit Stoned I11 for some random reason,
Norton AntiVirus calls it Bloomington (town of its discovery)

Name: Blue Nine |

Aliases. Blue Nine, Blue Nine | Type: Program.
Disk Location: COM application. | Features,

Damage: | Size: | See Also;
Notes:
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Name: Bob |

Aliases. Bob | Type: Program. |
Disk Location: COM application. Features:

COMMAND.COM.

Damage: | Size: 718 | See Also;

Notes. Thisvirus activatesin January 1993.

Name: Bob Ross |

Aliases. Bob Ross, Beta | Type: Program. |

Disk Location: | Features:

Damage: Size: Polymorphic: each See Also:  Screaming Fist
infection different virus

Notes: Rumor: written by the group PHALCON/SKISM (like Screaming Fist virus)
Polymorphic because it changes one byte in the middle of the decryption routine

Name: Bones |

Aliases: Bones, Stoned-T, NOP | Type: Boot sector. |

Disk Location: Floppy disk boot sector. Features. Trashesthe hard disk.

Hard disk partition table. On the 7th of any month it reatrranges the data
on the hard disk.

Damage: Trashes the hard Size: Overlays boot sector, no | See Also:

disk. increase

On the 7th of any month it Reduces RAM by 1K.

reatrranges the data on the

hard disk.

Notes: Thevirusis detected as Bones, Stoned-T, or NOP by different anti-virus products.
xxkxxxax\/irHUNT 4.0E does not detect i« xxkxxx

VirALERT does detect and stop the attempted infection, but VirHUNT 4.0E can not detect or
identify it.

F-PROT 2.16 callsit Bones

Norman calls it Bones

Vi-Spy 12 calls it Stoned-T

SCAN 2.14e callsit NOP

The virus uses stealth techniques, so most packages will not be able to detect it with the virusin
memory. Most packages did discover the virus string in memory though they could not see the
virus on disk.

The virusis very destructive. On the 7th of any month, it will rearrange the data on your hard
drive the first time you access an uninfected floppy. Y ou can not recover from the destruction. All
data on the hard drive is lost.

Before it triggers, the virus can be removed by booting from alocked floppy and executing
FDISK /MBR to write a new master boot record.
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The virus loads at the top of memory and moves the top of memory down by 1K. Run MEM
under DOS and you get back 654,336 bytes of memory instead of 65,360, a difference of 1K
bytes.

The virusistiny, fitting on a single sector on disk (<512 bytes).

Name: Boojum |

Aliases. Boojum | Type: Program.
Disk Location: EXE application. | Features,

Damage: | Size: 334 | See Also;
Notes:

Name: Boot 437 |

Aliases: Boot 437, boot-437 | Type: Boot sector.
Disk L ocation: | Features: Corrupts boot sector
Damage: Corrupts boot Size: See Also:

sector

Notes: v6-126: It's arather unremarkable MBR infector of Polish origin. Infects the boot sector
of diskettes and the MBR of hard disks. The original boot sector is moved to cylinder O, side O,
sector 6 on hard disks and to the last sector of the root directory on floppies. It is not intentionally
destructive and in fact has no payload at all. Can be removed with FDISK/MBR (from DOS 5.0
or higher) from the hard disk.

Name: Boot.437 |

Aliases: Boot.437 | Type: Boot sector.
Disk Location: Floppy disk boot sector. Features: No damage, only replicates.
Hard disk boot sector.

Damage: No damage, only Size: See Also:

replicates.

Notes: Clean hard drive with FDISK/MBR. Clean floppy by saving files and reformatting the
disk.

For a complete analysis, see the Virus Bulletin 7/96

Name: BootEXE |

Aliases: BootEXE, BFD Type: Program.
Boot sector.
Disk Location: EXE application. Features. Corrupts aprogram or overlay files.
Floppy disk boot sector.
Hard disk boot sector.
Damage: Corruptsaprogram | Size: Overlays boot sector, no | See Also:
or overlay files. increase

Notes. There are two known variants of this virus. It infects EXE files by inserting itself in
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unused space between the file header and the actual start of the code. It also infects the DOS boot
records of hard and floppy disks.

Disinfection of boot records is complicated, because the virus does not save a copy of the original
boot record. Cleaning can be done in the following way: Use a disk editor to edit the file system
type in boot record - virus adds three garbage characters after the type (FAT16 or FAT12),
replace these with spaces. Y ou can do this with DOS debug like this:

c:\>debug
-1100201
-e13p" "
-w 100201

-q

After this, issue the command SY S C: from a clean diskette with the same version of DOS than is
on the hard disk.

Name: Boys |

Aliases. Boys | Type: Program.

Disk Location: COM application. Features. Corrupts aprogram or overlay files.
COMMAND.COM.

Damage: Corruptsaprogram | Size: 500 See Also:

or overlay files.

Notes. When this virus finds no more .COM files to infect, it starts deleting .EXE files.

Name: Brain |

Aliases. Brain, Pakistani, Ashar, Shoe, Shoe Virus, Type: Boot sector.

Shoe Virus B, Ashar_ B, UIUC, UIUC-B, @BRAIN, Jork,

Shoe B

Disk Location: Floppy disk boot sector. Features:. Corrupts boot sector
Interferes with a running application.
Corrupts adatafile.
Corrupts the file linkages or the FAT.
Corrupts a program or overlay files.

Damage: Corrupts boot Size: Overlays boot sector, no | See Also:

sector increase

Interferes with a running

application.

Corrupts adatafile.

Corrupts the file linkages or
the FAT.

Corrupts a program or overlay
files.

Notes: Thisvirus only infects the boot sectors of 360 KB floppy disks. It does no malicious
damage, but bugs in the virus code can cause loss of data by scrambling data on diskette files or
by scrambling the File Allocation Table. It does not tend to spread in a hard disk environment.
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Diskette volume labels changeto "(c) Brain".

Name: Brasil Virus |

Aliases: Brasil Virus, Brazil | Type: Boot sector.
Disk Location: Floppy disk boot sector. Features. Corrupts hard disk partition table
Hard disk partition table. Corrupts floppy disk boot sector

Overwrites sectors on the Hard Disk.
Overwrites part of the directory.

Damage: Corruptshard disk | Size: Overlays boot sector, no | See Also:
partition table increase

Corrupts floppy disk boot Overlays part of the directory
sector

Overwrites sectors on the
Hard Disk.

Overwrites part of the
directory.

Notes: The virus occupies three sectors of adisk. The first sector used is the boot sector in
diskettes, or the master boot sector in hard disks.

The first sector contains the initial activation code.

The second sector contains the virus code that becomes memory resident, and that is responsible
for propagating the virus.

In the third sector the virus stores the original boot sector.

In hard disks the virus uses sectorsl, 2 and 3 of cylinder zero, head zero.
To eliminate this virus, sector 3 (the original master boot) should to be copied back into sector 1.

In 360k diskettes the virus uses DOS sectors 0, 10 and 11 (this means sector 1, cyl. O, track O
(boot), sec 2 cyl Otr. 1 (sector 10 and sect 3 cyl O tr. 1 (sector 11)). Sectors 10 and 11 are the
end sectors of the root directory, and the virus may overwrite directory information during the
infection process.

To eliminate the virus sector 11 into should be copied back into sector O.

The virus handles correctly other diskette types (720k, 1.2M and1.44M), hiding his three sector
always in the boot sector and in the last two directory sectors.

The virus triggers by decrementing a counter once for every hour of operation. After 120 hours
of effective use, the virus writes his message ("Brasil virus!"), writes random data in the first 50
cylinders of the hard disk and the "freezes" the computer.

F-Prot 2.09D detectsit. Scan 106 detects a non-standard boot sector. Virhunt 4.0B does not
detect it.

Name: Breeder |
Aliases. Breeder, Shield Type: Companion program.
Trojan.
Disk Location: COM application. | Features:
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Damage: Size: 5152 See Also:
Adds File

Notes: In addition to its operation as a regular "companion” type virus, this virus will append a
172 byte Trojan to COM files, which may display the message:

| greet you user.
| am COM-CHILD, son of The Breeder Virus.
Look out for the RENAME-PROBLEM !

Name: Brunswick

Aliases: Brunswick, 910129 | Type: Boot sector.
Disk Location: Floppy disk boot sector. Features:. Corrupts boot sector
Hard disk boot sector.

Damage: Corrupts boot Size: Overlays boot sector, no | See Also:

sector increase

Notes. The Brunswick virus infects the boot sector/master boot record of hard disks and floppies
indrives A: and B: only. Once resident, this virus covertly infects al floppies and hard disks it
contacts. An infected machine does not display any obvious indications of infection; therefore it
can be very difficult to determine if your systemisinfected until the attack phase commences.
During the attack phase, it overwrites the boot sector with random characters.

None until it starts destroying boot records, then formerly bootable disks become unbootable.
VIRHUNT v. 1.3D-1, VIRSCAN v.2.0.2 and others VIRHUNT v. 1.3D-1, VIRSCAN v.2.0.2
and others. Boot from an uninfected Floppy and rewrite the boot with the DOS SY S command.

Name: Bryansk |

Aliases. Bryansk | Type: Program. |
Disk Location: COM application. Features:

COMMAND.COM.

Damage: | Size: 673 | See Also:

Notes: The virus activates on Fridays, before 3PM
When activated, it makes files read-only.
The virus contains the text,

BRYANSK 1992, BITE 0.01 (C)

Name: Budo |

Aliases. Budo | Type: Program. |
Disk Location: COM application. Features. Corrupts aprogram or overlay files.
EXE application.

COMMAND.COM

Damage: Corruptsaprogram | Size: 890 See Also:

or overlay files.

Notes. The virus contains the strings,
"FLOW LIKE A RIVER - STRIKE LIKE A THUNDER"
"Run time error"
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"Run time error” is displayed if an infected program is run when the virusis already resident.

Name: Bulgarian 800 |

Aliases. Bulgarian 800, 800 | Type: Program.

Disk Location: COM application. Features:

COMMAND.COM.

Damage: | Size: 800 | See Also:

Notes:

Name: BUPT |

Aliases. BUPT, Traveler | Type: Program.

Disk Location: COM application. Features:

EXE application.

COMMAND.COM

Damage: Size: 1220 See Also: Buptboot
1223

Notes: Originated inthe USA. The virus contains the following text,

Traveller (C) BUPT 1991.4 Dont panic I'm harmless
v6-151: At least one anti-virus program can detect and remove Bupt.1279

Name: Buptboot |

Aliases. Buptboot, Welcomeb, Welcomb, Bupt, Beijing, Type: Boot sector.
Bupt1946

Disk Location: Floppy disk boot sector. Features: No damage, only replicates.
Hard disk partition table.

Damage: No damage, only Size: Overlays boot sector, no | See Also: Bupt
replicates. increase

Notes. Typical boot infector, but does not preserve a copy of the boot sector.
The virus ontains the text:

{ Welcometo BUPT 9146,Beijing! }

See the virus bulletin 9/96 for a complete description.

Name: Burger |

Aliases. Burger, 505, 509, 541, 909090H, CIA, Virdem 792, | Type: Program.
Virdem 2, Bustard, Cheater

Disk Location: COM application. Features:
EXE application.
Damage: | Size: | See Also;

Notes: Not widespread at all

v6-151: Overwrites/destroys infected files. At least one anti-virus program can detect and remove

Virdem (1336.Bustard.A, 1336.Bustard.B and 1336.Cheater)
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Name: Burger |

Aliases. Burger, Burger 382, 382 Recovery, Burger 405, Type: Program.
405, Lima, Pirate, 560-A, 560-B, 560-C, 560-D, 560-E, 560-
F, 560-G, 560-H
Disk L ocation: COM application. | Features: Corrupts aprogram or overlay files,
Damage: Corruptsaprogram | Size: 560 See Also:
or overlay files. 382 - Burger 382, 382
Recovery

405 - Burger 405
609 - Pirate, Lima

Notes: Overwrites .COM files
At least eight 560 byte variants are known, named Burger 560-A, Burger 560-B etc.
The variant, Burger 405 contains an error that alowsit to reinfect files over and over.

Name: Burghoffer |

Aliases. Burghoffer | Type: Program.
Disk Location: COM application. Features:

COMMAND.COM.

Damage: | Size: 525 | See Also;
Notes:

Name: Burglar.1150

Aliases: Burglar.1150, GranGrave.1150, GranGrave | Type: Program.
Disk Location: EXE application. | Features,
Damage: | Size: 1150 | See Also:

Notes: Infects any EXE file that does not have av or sin the file name.
The following text is in the virus: "AT THE GRAVE OF GRANDMA"

Name: Butterfly |

Aliases: Butterfly, Goddam Butterflies, Crusades | Type: Program. |
Disk Location: COM application. | Features:
Damage: | Size: | See Also: Civil War

Notes: Discovered in two files on the CIX online system in the UK, DOCUMENT.COM and
SPORTS.COM

The variant has the string "Hurray the crusades' in it. Thisvirusis not afast infector, and spreads
dowly. It adds 302 bytesto COM files.There is no payload. The virus does not go memory
resident. It avoidsinfecting COMMAND.COM.

does not infect EXE files, athird variant does infect EXE files, but infected programs of 3rd
variant never work

Name: BUTTHEAD

Aliases. BUTTHEAD, BUA-2263, Big Caibua, Vienna.Bua | Type: Program.

Disk Location: COM application. Features. Deletes or movesfiles.
Corrupts hard disk boot sector
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Damage: Deletes or moves Size: 2263-2296 See Also:
files.
Corrupts hard disk boot sector

Notes: Thisisarelatively unsophisticated virus, of akind that doesn't normally spread very well
in the wild. However, this virus did spread rapidly via an infected 'SCREEN SAVER’, namely,
'COOLSAVER.COM.

It isanon-resident infector of *.COM filesin the current directory and on the PATH
(COMMAND.COM filesis excluded).

If the date is May 5, 1995 or after, and the time is between 3pm and 7pm, it will display its
distinctive phallic screen effect. Also at these times, it will check an internal counter, and if the
value in the counter is high enough, it will execute various damage routines. These damage
routines include the creation of directories named "Caibua’, "FUCK YOU", "EAT SHIT" and
"BITE ME!", the erasing of the first file in the current directory on the default drive, and
damaging the data on the C: drive by overwriting the system boot record, FATS, and other system
areas.

The following signature may be put into afile called ADDENDA.LST in
the IBMAYV directory to enable IBMAYV to detect thisvirus:

51BE01018B1481C2F7058BF2FC90E88908
%s the Bua-2263 %s
(COM. Mismatches=01.)

Text infile: "NGIK"

It was also discovered on the CRS Online BBS in Canada, inthe file: BESTSSVR.ZIP

A virus scanner is available at CRSinfile area 1: XCAIBUA.ZIP

The BESTSSVR.ZIP file when uncompressed yields the program COOLSAVR.COM.

The program claims to be a screensaver, but when run it creates the "Big Caibual" virus which
only infects files ending in ".COM".

The free program XCAIBUA.ZIP locates infected files and renames them so that they can be
deleted.

Infected .COM files cannot be recovered.

More info. can be found in VB, June 1995 issue.

Name: Bye |
Aliases: Bye | Type: Boot sector.
Disk Location: Hard disk boot sector. Features. Corrupts floppy disk boot sector
Floppy disk boot sector. Corrupts hard disk boot sector
Damage: Corrupts floppy Size: Overlays boot sector, no | See Also:
disk boot sector increase
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Corrupts hard disk boot sector | |

Notes: Byeisatypica boot sector virus that infects the boot sectors of diskettes and the main
boot records of hard disks. The virusis capable of infecting all common diskette types (360, 720,
1200 and 1440 kilobytes).

The virus infects the hard disk when the computer is booted from an infected diskette. Once the
hard disk is infected and the virus has loaded itself into memory, it shall infect all non-write
protected diskettes used in the computer.

The virus contains the following encrypted text: "Bye by C&CL".

Bye uses stealth virus techniques, so its code cannot be seen on the hard disk’s MBR while it is
resident in memory.

The virus stores the original main boot record on the last sector of the hard disk’s active partition.
On diskettes, the virus stores the boot sector on the diskette's last sector.

The virus changes only 40 bytes in the boot sector - the rest of the viruse's code is stored
elsewhere. Bye does this to avoid being detected by heuristic scanners.

Name: Byway |

Aliases. Byway, Dir.Byway, Dir-11.Byway, HndV, Type: Program.
Dirll.TheHndv, Chavez

Disk Location: EXE application. Features. Corrupts aprogram or overlay files.
COM application.

Damage: Corruptsaprogram | Size: Polymorphic: each See Also:

or overlay files. infection different

Notes: Byway isa new polymorphic virus using advanced cluster technique for spreading. The
virus has been found in both Europe and USA and is known to be in the wild internationally.

Byway is an extremely fast infector of COM and EXE files. It uses similar methods with spreading
asthe old DIR-11 virus family, but it employs a novel technique. When the user executes an
infected program in a clean machine, the virus creates a hidden file called CHKLISTx.MSx in the
root directory (where "x" is ASCI1-255, a fake space). When it infects afile it changes the
directory entries and crosslinks all executable files to point to the CHKLISTx.MSx file, which
contains the virus code.

Microsoft Anti-Virus uses amost the same name for its checksum file, apparently the virus author
wanted to make the user believe that the new file isthe MSAV'sfile.

Byway exhibits both polymorphic and full stealth behavior. When the user runs an infected
program for the first time, the virus executes instead, reserving 3216 bytes for itself. From this
time on, all disk operations are rerouted to the origina files, resulting in their correct execution
and functioning. This way the virus hides quite successful from detection.

Byway employs an improved tunneling technique in order to bypass most antivirus programs and
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integrity checkers. In fact it is able to defeat most antivirus programs that use their "own file
system” to scan files and in turn, it infects the home directory of al scanned executable files. This
way the virus spreads very quickly through exposed machines.

The Byway.A variant contains the following encrypted texts:

The-HndV
by:Wai-Chan,Aug94,UCVvV

In Byway.B variant, the second text is a bit different:
-By:W.Chan-

Byway activates on several dates after year 1996. The activation depends on a parity check of a
"generation counter" and a date triggered event:

(day of the month) = (((month's number)*2)+2)

For example 4th of January, 6th of February and 26th of December, so there isatrigger date
every month. When activated it displays a running text:

TRABAJEMOS TODOS POR VENEZUELA !!!

In english, thismeans "Let’s al work for Venezuela'. The text is displayed on 3:00, 6:00, 9:00,
12:00, 15:00, 18:00 and 21:00 o'clock. The virus also triesto play a tune through a sound card.

Byway is reported to be in the wild internationally, especialy in Venezuela, Mexico, Bulgaria, UK
and USA.

REMOVAL NOTE:

Removing the Byway virusis smple. If you rename an infected file to a non-executable extension
(i.e. rename CHKDSK.EXE to CHKDSK.EEE), the stealth routines of the virus automatically
remove the virus code from the file by correcting the FAT chain to properly point to the beginning
of thefile.

This only happensif the virusis resident in the memory, so you need to do this after booting from
the infected hard drive instead of booting from a clean boot disk.

Y ou can use this feature of the virus to remove it from a system: rename al *.COM and *.EXE to
*.CCC and *.EEE. The easiest way of doing this is by giving the following commands (this works
under MS-DOS 5.0 and newer):

cd\
ren*.com*.ccc /s
ren*.exe*.eee/s
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Repeat the commandsto al hard drives on your system.
After this, reboot the system from a clean diskette, issue commands:
a\attrib -h c:\chklist* .*
a\attrib -r c:\chklist* .*
del c:\chklist*.*
Then rename all the files back to their original extensions:
cd\
ren*.ccc *.com/s

ren*.eee*.exe/s

Again, repeat for all hard drive partitions.

Y our system should now be clean of the virus. Check all floppies.

Name: Caco |

Aliases; Caco, Trident | Type:
Disk Location: | Features:

Damage: | Size: | See Also;
Notes. containsthe string "(C) 1992 John Tardy / Trident"

Name: Cancer |

Aliases: Cancer | Type: Program. |
Disk L ocation: COM application. | Features: Corrupts a program or overlay files,
Damage: Corruptsaprogram | Size: 740 or multiples of this | See Also:

or overlay files. actual length is only 228 bytes

Notes: Cancer infectsall .COM filesin the current directory whenever an infected program is
run. It will repeatedly infect afile. It adds 740 bytes to the beginning of afile. A variant of
amsrad. Increasing filelengths.  An infected file will contain the string "1V" at offset 3 in the
COM file.

Name: Cansu |
Aliases. Cansy, V, V-sign, Sigalit | Type: Boot sector.
Disk Location: Floppy disk boot sector. Features. Interferes with arunning
Hard disk partition table. application.
Corrupts hard disk partition table
Corrupts floppy disk boot sector
Damage: Interfereswith a Size: Overlays boot sector, no | See Also: Brasil
running application. increase
Corrupts hard disk partition
table
Corrupts floppy disk boot
sector
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Notes. Strange Video effects
Seen in Queensland Australia.

The virus has two parts, the boot sector and the virus body. The boot sector contains a short
routine which loadsthe virus body into memory and transfers control to it. The virus body is
located in:

Cylinder 0, Head O, Sector 4 + 5 Harddisk

Track 0, Head 1, Sector 2+ 3 5.25" DD
Track 0, Head 1, Sector 13 + 14 5.25"HD
Track 0, Head 1, Sector 4 + 5 35" DD

Track 0, Head 1, Sector 14 + 15 3.5" HD
On floppy disksthese sectorsare the last two sectors of the root directory.
When executed, thevirus goes memory resident and hooks interrupt vector 13 .
A bug causes floppy disks infected in drive B: to not work correctly. If you boot with such
an
infected disk, thevirus try'sto load the virusbody fromdrive B:instead of A:. If thereisnt
an infected disk in drive B, your system hangs.
There are two variants which differ inthe payload trigger. After 64 (variant 1) or 32 (variant
2) infections in asystem that has not been shut down or rebooted, it will display a"V" (Victory)
sign on screen and hang the computer.

To remove the virus froma hard disk use the undocumented FDISK /MBR command which
writes a new partition record without changing the partition table.

Detect with Virhunt 4.0B, SCANV 106, fprot 209d, vispy 11.0.

Name: Capital |

Aliases. Capital Type: Program.
Encrypted/Stealth The virus
actively hides.

Disk Location: COM application. Features:

COMMAND.COM.

Damage: | Size: 927 | See Also;

Notes: Uses an encryption method similar to Cascade.

Name: CARA |

Aliases. CARA | Type: Program.

Disk Location: COM application. Features:

COMMAND.COM.

Damage: | Size: 1025 | See Also:
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Notes: |

Name; Carbuncle

Aliases. Carbuncle | Type: Companion program. |
Disk Location: EXE application. Features. Renamesfiles.
Directory. When triggered, It overwrites the virus code in
5 files with
*.CRP extension.
Damage: Renamesfiles. Size. AddsaFilecaled See Also:

When triggered, It overwrites | carbuncle.com which is 622
the virus code in 5 files with bytes long.

*.CRP extension.
The *.EXE file renamed to
*.CRP and creates a
companion batch file * .BAT.

Notes: 1. The virus spreads via an infected file, and as time go on the whole directory will be
infected.
2. The infection routine creates afile called " CARBUNCLE.COM " which has the attributes of
read _only and hidden.
3. Thevirus searchesfor any filewith *.EXE. It renamesthe file to *.CRP and creates a
companion batch file as *.BAT. When the user execute an infected file, the companion *.BAT is
executed, since *.EXE files are no longer their . The *.BAT has the following lines:

@ECHO OFF

CARBUNCLE

RENAME ...*.CRP....* .EXE

..... * EXE

RENAME ...*.EXE ...*.CRP

CARBUNCLE

The method of infection and operation is quit clear from the above lines. The ECHO OFF
command prevents the user from detecting any foul play in the system. The second line results in
executing the various code and eventually more files are infected. The executable functions
normally most of the time with a few error messages are issued.

4. The trigger routine is system time dependent. If the system time has a seconds field value less
than 17, then the virus code is overwritten into 5 files with the extension of CRP. Thesefilesare
damages and executing them will result in spreading the virus.

5. The virusis easy to detect and remove. Delete all BAT filesand CARBUNCLE.COM file.
Then, rename the CRP filesto EXE . Some of the EXE files may contain the virus code which
can be identified it contains the text string " PC CARBUNCLE:Crypt Newdletter 14 ".

Name: Carioca |

Aliases. Carioca | Type: Program.
Disk Location: COM application. Features:

COMMAND.COM.

Damage: | Size: 951 | See Also: Faust
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Notes. May be related to Faust

Name: CARMEL TntVirus |

Aliases. CARMEL TntVirus | Type: Trojan.
Disk Location: | Features:
Damage: | Size: | See Also;

Notes: Thisisatrojan suspect,

Carmel Software Turbo Anti Virus package is a commercial package. If
you did not purchase your copy or otherwise receive it directly from
them, it could have avirusin it or otherwise be tampered. TAV has

an "immunize" feature, if | recall correctly, that works by adding

virus marker bytes (the signatures that viruses use to seeif afile

is infected) to the end of .COM and .EXE files. It could be that the
files you immunized are self-checking and recognize that they have

been modified.
Name: Cascade |
Aliases. Cascade, 1704, 17Y 4, 1704 B, 1704 C, Cascade A, | Type: Program.
Falling Tears, The Second Austrian Virus, Autumn, Encrypted/Stealth The virus
Blackjack, Falling Leaves, Cunning, Fall, Falling Letters, actively hides.
Herbst, Cascade YAP, Y AP,Jo-Jo, Formiche
Disk Location: COM application. Features. Interferes with arunning
application.
Corrupts a program or overlay files.
Damage: Interfereswith a Size: 1704 See Also: 1701
running application. 1701
Corrupts a program or overlay
files.

Notes: Spreads between COM files. Occasionally causes odd screen behavior (the characters on
the screen fall into a heap at the bottom of the screen!). One rare variant can destroy data on hard
disks. seealso 1701

Two different Cascade variants were called Cascade YAP. can be called YAP as well.

Uses variable encryption, not polymorphic (virus-I, v5-097) The characters on the screen fall into
a heap at the bottom of the screen!

v6-151: At least one anti-virus program can detect and remove Cascade (691, 1701.G, 1701.H,
1701.J, 1701.K, 1701.L, 1704.L, 1704.N, 1704.0 and 1704.P)

Name: Casino

Aliases. Casino, Malta | Type: Program.

Disk Location: COM application. Features. Corruptsthe file linkages or the
FAT.

Damage: Corruptsthefile Size: 2330 See Also:

linkages or the FAT.

Notes. The virus offersto let you play agame, if you loose, It destroys the FAT on your hard
disk. An offer to play an uninstalled game.
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Name: Casper |

Aliases. Casper | Type: Program. |
Disk Location: | Features:

Damage: Size: Polymorphic: each See Also:

infection different

Notes: uses variable encryption

Name: Catch 22 |

Aliases. Catch 22, Catch-22 | Type: Hoax. |
Disk Location: | Features:

Damage: | Size: | See Also;

Notes: NOT A VIRUS! just afalse report associated with Catch 2.2 loaded or resident. Was
suspecious because it looked like it came from a Paint program.

Name: Cavaco |

Aliases. Cavaco | Type: Program. |
Disk Location: EXE application. Features. Corrupts aprogram or overlay files.
COM application.

COMMAND.COM

Damage: Corruptsaprogram | Size: Overlays application, no | See Also:

or overlay files. increase

Notes: Trigger dates: Any April 25 th, December 25 th, October 25 th

The Cavaco virusisa .COM and .EXE file infecting virus, that also targets the file
C\COMMAND.COM.

Upon activation of the trigger, the virus displays what it calls a screen saver, that is nothing more
than a bunch of multicolored / flashing ASCII characters, and the following message (the message
is displayed in white at the center of the screen):

Do you like this Screen Saver ?

Cavaco — A virus created by the Portuguese Government

Contained within infected files are the following ASCII strings:

C:\command.com

Do you like this Screen Saver ?

Cavaco — A virus created by the Portuguese Government

Name: CAZ |

Aliases. CAZ, CAZ-1159, Zaragosa | Type: Program.

Disk Location: COM application. Features:
EXE application.
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Damage: Size: 1204 See Also:
1159

Notes:

Name: CC |

Aliases. CC | Type: Program.

Disk Location: COM application. | Features,

Damage: | Size: 145 | See Also;

Notes: Small virus that infects programs when they are executed.

Name: CDIR |

Aliases. CDIR | Type: Trojan.

Disk Location: CDIR.?7?? Features. Corruptsthefile linkages or the

FAT.
Damage: Corruptsthefile Size: See Also:
linkages or the FAT.

Notes: This program is supposed to give you a color directory of files on your disk, but it in fact
will scramble your disk’s FAT table.

Name: Chad |

Aliases. Chad | Type: Program.
Disk Location: COM application. | Features,

Damage: | Size: 751 | See Also;

Notes: This virus contains the message,

Name: Chance |

Aliases: Chance | Type: Boot sector.

Disk L ocation: Floppy disk boot sector. Features. Corrupts floppy disk boot sector
Hard disk boot sector. Corrupts hard disk boot sector

Damage: Corrupts floppy Size: Overlays boot sector, no | See Also:

disk boot sector increase

Corrupts hard disk boot sector

Notes: Chance isasimple hard disk boot record and floppy boot sector infecting virus which
infects the hard drive when there is an attempt to boot the system from an infected floppy disk.
On December 8th the virus will trigger, playing music from the PC speaker while displaying the
following text:

All we are saying is give peace a chance (J. Lennon)

On hard drives this virus stores a copy of the original boot sector at physical location cylinder O
side 0 sector 2. On floppy disks, this virus will store a copy of the original floppy boot sector in
the last root directory sector.

Systems infected with this virus will report a 1k loss of total conventional memory.

138

CIAC Computer Virus Information Update May 21, 1998




PC
MS-DOS/PC-DOS Computer Viruses

Name: Changsha |

Aliases. Changsha, Centry, Changes | Type: Multipartite,

Disk Location: EXE application. Features. No damage, only replicates.
COM application.

MBR Hard disk master boot record-partition
table.

Damage: No damage, only Size: See Also:
replicates.

Notes: Changshaisavirusthat contains the following text strings:

(c)Copyright 1991. Mr. Y aQi. Changsha China
New Century of Computer Now!
Invalid Partition Table

Changsha does little more than replicate itself.

Name: Chaos |

Aliases: Chaos | Type: Boot sector.

Disk Location: Floppy disk boot sector. Features:. Corrupts boot sector

Hard disk boot sector. Interferes with a running application.
Corrupts a program or overlay files.
Corrupts the file linkages or the FAT.

Damage: Corrupts boot Size: Overlays boot sector, no | See Also: Brain

sector increase

Interferes with a running

application.

Corrupts a program or overlay

files.

Corrupts the file linkages or

the FAT.

Notes. Derivative of Brain

Name: Chaos |

Aliases. Chaos, Faust | Type: Program.
Disk Location: COM application. Features:

EXE application.

Damage: | Size: 1181 | See Also:

Notes: Thisvirus contains the following encrypted text.

CHAQOS!!! Another Masterpiece of Faust...

It appears to be related to the Carioca virus.
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Name: Checksum |

Aliases. Checksum, Checksum 1.01 | Type: Program.
Disk Location: COM application. | Features:
Damage: Size: 1233 See Also:
1232
1569 Variant infects COM and
.EXE files

Notes: A .COM fileinfector. The 1569 byte variant also infects .EXE files.
v6-151: At least one anti-virus program can detect and remove Checksum.1253

Name: Cheeba |

Aliases. Cheeba | Type: Program.
Disk Location: | Features:

Damage: | Size: | See Also;

Notes: only virus that truely encryptsitself - uses atrivial kind of Vigenere cipher to encrypt its
payload - V. Bontchev, v5-193

Name: Chemnitz |

Aliases. Chemnitz | Type: Program.
Disk Location: EXE application. | Features,

Damage: | Size: 765 | See Also:
Notes:

Name: Chile Medeira |

Aliases. Chile Medeira, CPW, Mediera, Mierda?, 1530 | Type: Program.
Disk Location: EXE application. Features. Deletes or movesfiles.
COM application.

COMMAND.COM

Damage: Deletes or moves Size: See Also:

files.

Notes. Two versions (at least) of avirus are pretty common in CHILE at the moment. These
viruses infect COM’s (including COMMAND.COM) and EXE'’s and erase files under some
conditions.

Both viruses are identified by SCAN106 and FPROT209. The original virusis reported as
"CPW". The variant is reported as "Mediera’ by Scan and "Mierda?' by FPROT. SCAN reports
"1530" when the virusis active in memory.

Do not panic. Just boot from a clean diskette and replace all infected COM’s and EXE’s with clean
originals.

Name: Chill |
Aliases; Chill, Chill Touch | Type: Program.
Disk Location: COM application. Features. Erasesthe Hard Disk.
COMMAND.COM
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Damage: Erasesthe Hard Size: 544 See Also:
Disk.

Notes: It contains the following text: "[CHILL TOUCH] Y ou cannot touch these phantoms"

It contains routines to format the hard drive but they never get activated.

Name: Chinese Fish |

Aliases. Chinese Fish, Chinese Fish | Type: Boot sector. |
Disk Location: | Features:
Damage: | Size: | See Also;

Notes: v6-139: Chinese_Fish is not intentionally destructive. Any anti-virus program which can
remove it, should leave your hard disk inits uninfected state. This virus stores the original MBR
at cylinder O, head O, sector 10. Sector 9 of the first cluster on the hard disk says that "Fish will
kill stone" or something like that. It displays its message on every disk access on the 1st, 11th,
214, and 31st of every month in 1992, if the BIOS of the infected machine supports INT 1Ah
(most ATs and above do).

Name: Chris |

Aliases. Chris | Type:

Disk L ocation: | Features:

Damage: | Size: | See Also:
Notes. v6-151: At least one anti-virus program can detect and remove this virus.

Name: Christmas |

Aliases. Christmas, 1539, Father Christmas, Choinka, Type: Program.
Tannenbaum, Christmas Tree, XA1, V1539
Disk Location: COM application. Features. Interfereswith arunning
COMMAND.COM. application.

Corrupts boot sector
Damage: Interfereswith a Size: 1539 See Also: Vienna

running application.
Corrupts boot sector

Notes. The virusinfects .COM files when an infected application is executed. When an infected
programis run between December 24th and 31st (any year), the virus displays a full screen image
of a christmas tree and German seasons greetings. When an infected program is run on April 1st
(any year), it drops a code into the boot- sectors of floppy A: and B: aswell asinto the partition
table of the hard disk. The old partition sectors are saved but most likely destroyed since running
another infected file will save the modified partition table to the same location. On any boot
attempt from an infected hard disk or floppy, the text "April April" will be displayed and the PC
will hang. "April April" printed at boot time then the machine hangs.

A Christmas tree and German seasons greetings printed between 12/24 and 12/31. The virus
contains the following German string: "Und er lebt doch noch : Der Tannenbaum !",0Dh,
0Ah,00h, "Frohe Weihnachten ...",0Dh,0Ah,07h, 00h (trandated in English: "And he lives: the
Christmas tree”, "Happy Christmas’)
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Name. Cinderella |

Aliases. Cinderella, Cinderellall | Type: Program.
Disk Location: COM application. Features: None found
infects files of .DOC and .CO extension + more

Damage: None found Size: 390 bytes (Cinderella) See Also:

779 bytes (Cinderellall)
Notes: Found in Finland on Sept. 1, 1991, seems to be common in Finland but not much of
anywhere else

Bug in virus: Can infect non executible files, but these files won't spread the virus. Cant survive a
warmboot.

Not sureif it has a payload at al, infects every file opened or executed. Virusis only 390 bytes
long

Will infect files opened with a*.CO? pattern. tester had trouble trying to infect .DOC files
though (v5-044)

The virus counts keystrokes, and after some number creates a hidden file named CINDEREL.LA
and then resets the computer. Reports exist for the virus creating afile CINDEREL.LA after a
certain number of keys have been pressed.

Name: Civil Defense.6672 |

Aliases: Civil_Defense.6672, Civil.mp.6672.a, Cvil_Defense, | Type: Multipartite.
Shifter, Datos, PL
Disk Location: MBR Hard disk master boot Features: Overwrites sectors on the Hard
record-partition table. Disk.

Damage: Overwrites sectors | Size: See Also:

on the Hard Disk.
Notes: Upon execution of an infected file, the Civil_Defence.6672 virus will first infect the
master boot record (writing it's code from physical position cylinder O side 0 sector 2 to physical
position cylinder 0 side 0 sector 15) and then remove itself from the infected file that is being run.
Once this is done, the virus waits for the next system reset before becoming active in memory.

Because this virus uses stealthing routines, infected areas can not be viewed while the virus is
active in memory. When a disk editing program is used, the system will repat2¢haéctors
can not be found.

Civil_Defence.6672 virus contains the following encrypted text:

Fucking MS-DOS version

Pissed off

Kick any key

CDV 3.B (Civil Defence Virus)
PREFOR.COM

(c) 1993 Modified by Cilizator

Civil Defence Virus ( CDV ver 3.B) (c) 1992
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Name: Civilwar |

Aliases. Civilwar, Civil War, Trident, Dark Helmet, Civil Type: Program.

War [11

Disk L ocation: | Features: Corrupts a program or overlay files,
Damage: Corruptsaprogram | Size: 444 See Also:

or overlay files.

Notes: containsinterna string "Trident/Dark Helmet"
v6-151: Civil War.444 overwrites/destroys infected files, but at least one anti-virus program can
detect and remove Civil War 111.

Name: Clone |

Aliases. Clone | Type:

Disk Location: | Features:

Damage: | Size: | See Also: Brain
Notes. Derivative of Brain

Name: Clonewar |

Aliases. Clonewar Type: Companion program.
Program.

Disk Location: COM application. Features. Does no damage, doesn't affect any
part of machine

Damage: Does no damage, Size: 247 See Also:

doesn't affect any part of

machine

Notes. v6-151: At least one anti-virus program can detect and remove Clonewar (238, 546,

923.A and 923.B)

Name: Close |

Aliases. Close | Type: Program. |
Disk L ocation: COM application. | Features: Corrupts aprogram or overlay files.
Damage: Corruptsaprogram | Size: 656 See Also:

or overlay files.

Notes. Attacks the system filesIBMBIO.COM and 10.SYS.
The system becomes unbootable.

Name: Cls |

Aliases. Cls | Type: Program.

Disk Location: COM application. Features:
EXE application.

Damage: | Size: 853 | See Also:

Notes. Occasionally clears the screen.
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Name: CNTV |

Aliases. CNTV | Type: Program.
Disk Location: EXE application. Features:

COM application.

Damage: | Size: 2630 | See Also:

Notes. Triggers 14 or 28 days after infecting a system and if it is after Sept. 1995 it prints the
following text: "! A CuBaN NeW TeChNoLoGy ViRuS By SoMeBoDy!"

See the Virus Bulletin 6/96 for a complete analysis.

Name: Cod |

Aliases. Cod | Type: Program. |

Disk Location: EXE application. Features. Does no damage, doesn't affect any
part of machine

Damage: Does no damage, Size: 572 See Also:

doesn't affect any part of

machine

Notes:

Name: Code Zero |

Aliases. Code Zero | Type: Program.

Disk Location: COM application. | Features,

Damage: | Size: | See Also;

Notes. Similar to VCL viruses.

Name: Coib |

Aliases. Coib | Type:

Disk Location: | Features:

Damage: | Size: | See Also;

Notes. v6-151: At least one anti-virus program can detect and remove this virus.

Name: College |

Aliases. College | Type:

Disk Location: | Features:

Damage: | Size: | See Also;

Notes. A virusthat may have been developed at Algonquin college.

Name: Com2con |

Aliases. Com2con, USSR-311 | Type: Program.
Disk Location: COM application. | Features:
Damage: | Size: 311 | See Also;

Notes: Originis USSR.
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Name: Comasp-472 |

Aliases. Comasp-472 | Type: Program. |
Disk Location: COM application. | Features,
Damage: | Size: 472 | See Also;

Notes. v6-151: At least one anti-virus program can detect and remove Comasp.633

Name: Commander Bomber |

Aliases. Commander Bomber, DAME | Type: Program.
Disk Location: COM application. Features:

EXE application.

Damage: | Size: | See Also;

Notes: Written by "Dark Avenger" this virus infects by putting parts of itself in between
commands of the executible file. Basically, the virus code is split up and exists in various places
within the infected file.

Not encrypted, but you have to check the entire file for the virus.

attacks against known virus scanning techniques

v6-130: Try to find VirusBulletin December'92, page 10.

A brief info: It's a harmless memory resident polymorphic virus. It hooks int 21h and infects
COM-file except COMMAND.COM on their execution. It contains the internal text messages
"COMMANDER BOMBER WAS HERE" and "[DAME]". The characteristic feature of this
infector consist of new polymorphic algorithm. Upon infection the virus reads 4096 bytes from
the random selected offset and writes this code at the and of the file. Then it writesits code into
this’hole’ and starts to polymorphism. This virus contains several subroutines which generate
random (but successfully executed!) code, the virus inserts those parts of random code into the
random chosen position into the host file. There are about 90% of all the i8086 instructions are
present into those parts. The part of code takes the control from the previous part by IMP,
CALL, RET, RET xxxx instructions. The first part is inserted into the file beginning and jumpsto
next part, the next part jumps the third etc. The last part returns control to the main virus body.
At the end the infected file looks like at 'spots’ of inserted code.

Name: Como |

Aliases. Como Type: Program.
Encrypted/Stealth The virus
actively hides.

Disk Location: EXE application. | Features,

Damage: | Size: 2019 | See Also:

Notes: The virus contains the following text message:

I’'m a non-destructive virus developed to study the worldwide
diffusionrate. | was released in September 1990 by a software
group resident nearComo lake (north Italy).

Don't worry about your data on disk. My activity is limited only
to auto-transferring into other program files. Perhaps you've got
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many files infected. It's your task to find and delete them
Best wishes

Name: Compiler.1 |

Aliases. Compiler.1 | Type: |
Disk Location: | Features:
Damage: | Size: | See Also: 512

Notes:. SCAN 97 saysthat Compiler.1 isthe 512 virus (erroneoudly).

Name: Cookie |

Aliases. Cookie, Animus | Type: Program.

Disk Location: COM application. Features:

EXE application.

Damage: Size: 7360 See Also:
7392

Notes. A large viruswritten in C or Pascal.

Name: Copyright |

Aliases. Copyright, 1193 | Type: Program. |
Disk Location: COM application. Features. Corrupts aprogram or overlay files.
COMMAND.COM.

Damage: Corruptsaprogram | Size: 1193-1207 to COM files | See Also:
or overlay files.

Notes: McAfee's program identifiesit as Copyright [1193]

Has been distributed with a clone systems manufacturer along with some PD/shareware stuf &
Jerusalem virus. Reported to infect .COM filesincl COMMAND.COM, and load itself into RAM
and remain resident, and directly or indirectly corrupt file linkages.

The virus contains the following fake copyright messages:

(C)1987 American Megatrends Inc.286-BIOS
(C)1989 American Megatrends Inc
(c) COPYRIGHT 1984,1987 Award Software Inc.ALL RIGHTS RESERVED
Infected executable will not run (giving a’cannot execute’ error or something similar) the first
time an attempt is made, then will be either at that time or next time attempt is made, will delete
it. CLEAN 86-B does not remove this virus

Name: Cordobes.3334 |

Aliases. Cordobes.3334 | Type: Program. |
Disk L ocation: EXE application. | Features: Corrupts a program or overlay files.
Damage: Corruptsaprogram | Size: See Also:

or overlay files.

Notes. The Cordobes.3334 virus is a polymorphic memory-resident .EXE file that deletesthe file
CHKLIST.MS should it be found in the current working directory.

With this virus active in memory, files are infected as they are executed. Contained within the
body of the virusis the following encrypted text:
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CHKLIST.MS

CNAUTOEXEC.BAT

@Echo Virus"EL MOSTRO CORDOBES"

@Echo No tema porsus datos. Quepase un buend a
@Echo

@Pause

Name: Cossiga |

Aliases. Cossiga, Friends | Type: Program.
Disk Location: EXE application. | Features,
Damage: Size: 883 See Also: Arcv

1361 - Friends variant

Notes: The variant Friends contains the following text.

FRIENDS OF MAIS and CLAUDIA SAHIFFER

Name: CPL35.COM |

Aliases. CPL35.COM | Type: Program.

Disk Location: EXE application. | Features,

Damage: | Size: 478 bytes | See Also:

Notes. The virus appends to the end of host files. I t is not stealth.

Name: Cpw |

Aliases. Cpw | Type: Program.

Disk Location: COM application. Features:
EXE application.

Damage: | Size: 1459 | See Also;

Notes: It containsthe text

Este programa fue hecho en Chile en 1992 por CPW

Name: Cracky |

Aliases. Cracky | Type: Program.

Disk Location: COM application. | Features:

Damage: | Size: 546 | See Also;

Notes. The virus contains the string,

"Cracky !"

Name: Crazy Eddie |

Aliases. Crazy Eddie Type: Program.
Encrypted/Stealth The virus
actively hides.

Disk Location: COM application. Features. Erasesthe Hard Disk.

EXE application.
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Damage: Erasesthe Hard Size: Variable See Also:
Disk.

Notes:

Name: Crazy Imp |

Aliases: Crazy Imp, Imp, Crazy Type: Program.
Encrypted/Stealth The virus
actively hides.

Disk Location: COM application. | Features,

Damage: | Size: 1445 | See Also;

Notes:

Name: Crazy Boot |

Aliases. Crazy Boot | Type: Boot sector.

Disk Location: MBR Hard disk master boot Features. Does no damage.
record-partition table.
Floppy disk boot sector.

Damage: Doesno damage. | Size: | See Also:

Notes. Crazy Boot isavirusthat causes no intentional, permanent damage. However, if the host
computer is booted from an infected floppy disk, the virus makesit appear that all physical hard
drives have been lost. Crazy_Boot spreads to unprotected disks easily. It spreads only on
diskettes, not by file distribution.

Crazy_Boot resides in memory. It infects the master boot records of all physical hard disks and
infects the boot sectors of floppy disks. While the virusis in memory, any access to the boot
record is rerouted to a copy of the original boot sector.

When Crazy_Boot infects a hard drive, it makes a copy of the partition table (an important part of
the system area), writes the copy of the partition table to decimal-offset by 256 (100
hexadecimal), and deletes the original partition table. To read the partition information (and see
the drive), Crazy_Boot must be active in memory. If users boot from a virus-free floppy disk to
avoid Crazy_Boot, all physical hard drives are inaccessible by norma means. In addition, the virus
writes portions of itsviral code to cylinder O, side O, sectors 4 and 5.

After 8,995 disk reads, the following text string is printed to the screen:

Dont PLAY with the PC! Otherwise you will get in DEEP,DEEP trouble. Crazy Boot Ver. 1.0

Name: Crazy Nine

Aliases: Crazy_Nine Type: Program.

Disk Location: Floppy disk boot sector. Features. Does no damage.

Hard disk partition table. Infected machines crashes frequently
Damage: Does no damage. Size: a4 kbyteslong See Also:

I nfected machines crashes
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frequently | |

Notes: The following notes are extracted from VB, August 1995:

Crazy_Nineisa4 kbytes long, boot sector virus. Thisvirusis build around the the low-level and
the undocumented DOS and PC techniques. It takes advantage of these technique in eluding
detection. The virusis an unusua kind; It is a polymorphic MBS type.

Name: Creeper |

Aliases. Creeper, Creeping Tormentor, Creeper-425 | Type: Program.

Disk Location: COM application. Features:

Damage: Size: 475 See Also:
425

Notes:

Name: Crew-2048 |

Aliases. Crew-2048 | Type: Program.

Disk Location: COM application. | Features:

Damage: | Size: 2048 | See Also;

Notes: When infected programs are run, the 'European Cracking Crew’ logo is sometimes

displayed.
The graphics screen contains the following text,

This programis cracked by

Noticethis: TS ain't smart at all.

Distribution since 11-06-1987 (or 06-11-1987)
Press any key

The variants have different messages.

Name: Criminal |

Aliases. Criminal | Type: Program. |
Disk Location: COM application. | Features,
Damage: | Size: 2615 | See Also: Ultimate Weapon

Notes. Thisvirus contains the following text,

Criminal, be awiseguy and turn youreself in, if you don't | will
The Ultimate Weapon has arrived,
please contact the nearest police station
to tell about theillegal copying of you
This seems to be the same virus as the Ultimate Weapon listing, but the type is different.

Name: Crooked |

Aliases. Crooked, Krivmous, Only | Type: Program.

Disk Location: EXE application. | Features,

Damage: | Size: 979 | See Also:

Notes: This virus contains the text:
Only God knows!
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Name: Cruel |

Aliases. Cruel | Type: Boot sector.
Disk Location: Floppy disk boot sector. Features. Corrupts boot sector
Hard disk boot sector. Damages CMOS.

Damage: Corrupts boot Size: See Also:

sector

Damages CMOS.

Notes: Crud isaboot sector virus. Unlike most other boot sector infectors, it overwrites the
DOS boot sector.

Cruel activates by occasionally corrupting the CMOS setup information. This can cause the loss
of hard drive settings or even turn on the BIOS password protection with a random password.
Cruel can be removed from diskettes and hard disks with the DOS SY S command.

Cruel.B variant was found on the original driver floppies for Maverick 12X CD-ROM drives from
Optics Storage.

Name: Cruncher |

Aliases. Cruncher, Trident, Cruncher 1.0, Cruncher 2.0, Type:

Cruncher 2.1

Disk Location: | Features:

Damage: | Size: | See Also: Coffeeshop
Notes. containsinterna string "[ MK / Trident ]"

variation of Coffeeshop virus

Vv6-126: 3 versions: 1.0, 2.0, 2.1. 2.1 asks permission all the time, The version number can be
seen in plaintext in the infected files (along with other text and greetings to Dr. Cohen and the
author of Diet), if you decompress them with Diet or UNP. Will infect a file without asking if you
set the environment variable CRUNCH to AUTO.

Name: Crusher |

Aliases: Crusher, Trident, Bit Addict | Type:

Disk Location: | Features:

Damage: | Size: | See Also;
Notes. containsthe internal string "Bit Addict / Trident"

Name: CryptLab |

Aliases. CryptLab | Type: Program.

Disk L ocation: COM application. | Features. Unknown, not analyzed yet.
Damage: Unknown, not Size: Polymorphic: each See Also:

analyzed yet. infection different

Notes. Usesthe MtE mutation engine.

Name: CSL |

Aliases: CSL, Microelephant, CSL-V4, CSL-V5 | Type: Program. |

Disk Location: COM application. | Features. Does no damage, doesnt af