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What i1s VAP?

Vulnerabilities in modern computer systems and
networks make it possible for unauthorized
people to subvert security for malicious
purposes. Systems today have many such
vulnerabilities, with more being discovered daily.

<+ VAP Is a project to identify and catalog computer
system vulnerabilities in a framework that can be
used both for analysis of vulnerabilities and for
Incident response.

<+ VAP data structures are being coordinated with
other response teams.

<+ VAP will be accessible to DOE security managers.
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VAP Uses A Relational Database
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The Design Partitions the I nformation
lnto Four Distinct Parts

Form: VAP StartUp

VAP Database Control Panel
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First: Vendor | nformation

< The vendor
Information form
links the
vendors of the
computer
software with the
particular
operating
systems and
version
numbers.
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Second: Objects

<+ The objects are the files or other structures that
contain the flaw that allows the vulnerablllty to

occur.
Objects link

vendors to
vulnerabilities

CSTC 97-054

Oblects
flyjaais
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Object Descripiton | The directory fprivatefetc is supposed to be a private
directory by default.
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Third: Vulnerabilities
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Fourth: I ntrusions

< Intrusions show
how to exploit the
vulnerabilities to
gain unauthorized
access. Intrusions
also contain risk
Information.
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External Access Will Use A Secure
\Web Server

Encrypted Channel
Web Browser Web Server
VAP Database
_ Control: User Access
Firewall Query Content
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| nitial External Access Will Be Site
Security Managers

< Site security managers as defined by Phil
Sibert’s database.

<+ As the database of site security personnel
goes online, the site security managers will
be able to update/change the list of computer
security personnel. One option will be to
allow access to the VAP database.

< Access to the database will be allowed as
soon as the policy is completed.
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External Access Will Be Through A
Series Of Canned Queries

<+ Vulnerabilities given a vendor or O/S.

<+ Vendors and O/S given a vulnerability.
<+ Vulnerabilities and O/S given an object.
<+ Objects and O/S given a vulnerability.

<« Other queries as requested by the users.
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VAP Is A New Security Resource

< It will be available soon to DOE security
managers.

<+ They will be able to search for vulnerabilities
by name, system type, and other criteria.

<+ Access will be via a browser that supports the
secure socket layer (SSL) protocol.

<+ Access to users outside of this group will be
on a case by case basis. Users must agree to
adhere to our policies.
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